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Key Players Behind Industry-Driven Standards
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Compliance-driven Models, Languages, and Architectures for Services
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Regulatory documents

Read it!

* X %
* *
* GDPR * Loss

* *
* 5 *

No, you are!
You just don't
know it.

Too stupid
to understand?

Let us explain
it to you!

HOLY ( o ‘\
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It's free,
but not really...

Want your work to be highly cited?

Focus on publishing open-access in reputable, indexed journals (Scopus/Web of Science), using, clear,
searchable, and concise titles. Actively promote your work on platforms like ResearchGate, Google

Scholar, and social media...
+ Speak in absolutes. Call it The Law. Let the void fill itself.

LARGE LANGUAGE MODEL
God Sends A

Savior

Basic Christianity
Part Five

MAIN SECURITY RISKS
OF USING LLMS

| 1  Prompt injection

| 2 Data leakage and memorization
| 3 Insecure integrations and plugins
| 4 Training data exposure

| 5 Hallucinations and misinformation

RELEVANT relevant.software

Iam
still
here...



https://scholar.google.com/citations?user=qKviINAAAAAJ&hl=en
https://scholar.google.com/citations?user=qKviINAAAAAJ&hl=en

BRR Mo,
Translating absolutes to something we can operationalize il YU
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5 WS-CDL, WSDL XACML, etc
Code & Configurations Documentation
Business Process Modeling Compliance Modeling
== g g o) e e
ComplianceDocument 70— 50 [ 1 5 = B l“”“"m‘
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title: String : o R w1
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Risk authors: String[] = mareret.. | i o pidin
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subControls A bookitle: String ) -
= . | has publisher: String [Fig. 10. Access Control System: UML model
pages: int]]
Control ComplianceRequirement — :shn‘: g::"g
*| description: String fulfils » | section: String > 0.1 ds;r:"smn;g
objective: String <~ +| conflictResolutionPriority: int uri: String
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» | standardAttributes + | atributeGroups
ControlStandardAttributes -
isPreventiveDirective: boolean
isAutomatedManual: boolean Iy
isStandardKey: boolean maps to
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Distributed Knowledge Management

(Big) Data, Models, Methods, DSLs and their Composition
e Model-Informed Drug Discovery & Development - exchange and combine
data for PK/PD
Curation and Knowledge Management for SPARC - map nervous system
Data Distillery - integrate data to accelerate discoveries in biomedical

research
o MPRINT: Maternal Pediatric Precision in Therapeutics Hub - improve maternal and

pediatric pharmacology research

Biology

Can | have your data?

Absolutely no!

But | will make your life better!

Who are you? What data do you want?

. . How do | know you are who you say you are? .
Research institute Where are you ?rom? yousayy Medical center
What are you doing?
What will | get from it?
Are you going to share data with someone else?


https://www.ddmore.foundation/
https://sparc.science/about/projects/FGR51jIfVkrt0SFemhp7P
https://dd-kg-ui.cfde.cloud/about
https://www.mprint.org/

Regulatory Documents in Healthcare

Rights Model Example Frameworks
Regions Regulatory Layers Governing
Security & access control USA NIST
Healthcare privacy laws U SA, HI PAA, Pl PEDA, « WHO Guidelines &Y . 0w (20 2016/679)
« ISO/IEC Standards i « Data Governance Act
Ca n ad a ) P H I PA + HL7 FHIR « European Health Data Space
Australia .
5 Clinical Research Rules
com rehens ive da ta . « WGBO & Wabvpz I « Clinical Trials Regulation
p . E U ) U K G D P R, e P rlvacy « UAVG (GDPR Implementation) « Declaration of Helsinki
protection e L
‘© Security Standards A Institutional Policies
National healthcare security Netherlands, NEN 7510, BSI QO so2m9 ! S - RBs & Ethics ommittes
« 1SO 27001 « Data Access Agreements
Standards Ge rm a ny I T'G rU n d SCh UtZ . NIS2 Directive . Inf: Security :olicies :

Extended persona| data rights Japan, Korea’ APPL F)lF)A’ PlPL
China




Secure Data Exchange - Brane M

Programmable Orchestration of Applications and Networking framework.
Runs distributed applications across geographically dispersed IT resources
Specifically targets environments with sensitive data (like the EPI project)
Containerization to encapsulate functionalities as portable building blocks
DSL (BraneScript/Bakery) to allow end-users to compose workflows

Geo-Distributed Execution

Central Node (Control Plane)

3 b b Problem: Executing code on data that cannot be moved due to legal or technical
rane-api GraphQL & ScyllaDB rane-jo q

Pl i - Pl REeho reasons. Solution: The Planner (brane-plr) and Worker nodes allow
CIETCR [ Workflow Orchestration CIEREEEEA Local Registry "computing to move to the data." Brane handles the orchestration of containers

across these sites transparently.
brane-let Task Sidecar

.\:) Common Infrastructure secu rity and POlicy Enforcement

brane-prx Secure Networking

Problem: Ensuring that only authorized workflows can access sensitive datasets.
Solution: Integration with a Policy Reasoner (deliberatior) and the use of
—®—9 Proxies (brane-prx) to enforce network and data access rules at every step.

brane-dsl

—
"
Aa] DSL Parsing i
S -

3 ]

v Ease of Use for Non-Programmers

— 8 RBC & GraphQL a S * " Problem: Scientists often aren't distributed systems experts. Solution:
ra|
® el e e llaDs) Dedel BraneScript provides a high-level, Python-like syntax that hides the complexity

of container management, networking, and data discovery.


https://enablingpersonalizedinterventions.nl/
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Medical / healthcare use cases 1]

GlObal resea rCh and Regu |at0ry Survel I Iance Pharmaceutical R&D facility Healthcare / hospital network
y= N S
L. . ] ] . Drug discovery team — Couzii::,"aim Patient registry
1. Clinical trial patlent selection. An R&D faCIIIty gatherS {_Target identification, PK/PD modelling ) klayer Cohort prevalence & distribution )
information about cohorts of patients, such as the frequency . N - N
of condition occurrence and circumstances in which the ‘ Al&digital twinlab > —|  EHR &imaging repository ‘
(_ Imaging, lab data, predictive models ) \__Lab records, MRI, maternal history )
condition developeq. . . ) . ) .
o  selected patients' medical history, laboratory tests, Clinical trial unit N —s  Ethics & data governance
and images (__Eligibility screening, recruitment \_ Consent, anonymisation, legal basis )
o) i i i i ( ) late ph [ ( )
personal data to Identlfy and recruit patlents for Investment & regulatory }»- - -afe-?-a-sf 1S > Patient recruitment (late phase)
clinical trials. _ €100M—€2B pipeline commitment ) \__Identifiable data where permitted

2.  Nationwide study of effects of a screening program
o  colonoscopy from age of 35 vs from age 50
o does it help early cancer detection - count cancer Example: Pediatric hydrocephalus drug development
discoveries in asymptomatic patients in the age Lateri;";if;’;f:;c':t%‘;i;?ﬂagmi
group 35 vs 50, average tumor size/staging,
treatment outcomes...
3.  Hospital quality controls: count number of in-hospital ‘ Early R&D H I H S ;( — H o
mortality and 30-day readmission cases... \ i ) i

Epidemiology needed
Incidence in children 2-8 months

C

Rare condition
~1-2 per 1,000 live births globally

) N L J

Drug development pipeline

l !

Anonymised / aggregated data access Identifiable data (where permitted)



Long-running projects

Pre-Exchange

Exchange Post-Exchange
Data Localization B | Security Safeguards | Third-party Sharing
Purpose Limitation
Anonymization P | Subject Rights
Data Minimization
User Consent P | Access Control P | Auditability & Transparency
Pre-Exchange Exchange

Onboarding
(BraneHub)

Policy Authoring

Workflow Execution /
Runtime Policies (Brane)

Post-Exchange

Monitoring / Audit
Dashboard




Not all compliance rules are workflow requirements Il

Make BraneHub + Brane + ?2... GDPR Functional requirements — data rectification
Compllant RQ Functional area Requirement description

Ul for data subjects to submit rectification requests; each request logged with a unique reference

User request handling number.

GDPR Article 16: The data cubject shall have the right ts
obtain from the controller without vndue delay the
rectification of inaccurate perconal data concerning him or

her

Multi-factor authorization, email confirmation, or ID validation for processing rectification

Identity verification
requests.

S 2 Authorized personnel or automated systems must correct data without delay; changes must be
Data rectification processing R

Automated accuracy checks Validate inputs via format checks, consistency, or external data to reduce errors.

Data synchronization &

2 Ensure rectified data is updated across all relevant systems and services.
propagation

What should happen if stakeholders S —

Enforce rectification deadlines and log processing time for compliance.

d t . I ? tracking
u p a e reg I o n O r ru eS - Audit logging & reporting Log all actions in a tamper-proof system; provide rectification reports for audits.
R User notification Notify data subject when changes are processed, including details of corrections.

Trace Regulations - [delivered_by[ - Implementation
relations?

Third-party rectification
sharing

000000006

Notify third parties about corrections if inaccurate data was involved in their operations.

summarized as—»f Summary

/
\

Region ——governs—u» Legislation | —contains—» Chapter/Section  ——defines—» Rule

derives——»{  Requirement | —tracked by—»{ Issue | —addressed by—»  GitHub Commit




raneHub

BraneHub

Explore Projects

Image Classification Challenge
Owne Tags vision, pytorch

Time Series Forecasting

or
formers

Federated Diabetes Prediction Study

BraneHub

My Projects (Owned)

Test

Participants: main, user

Al model to recognize abnormal lung MRI scans
Partcipants: main
FDP Demo: Multi-center Imaging Study

Participants: main

My Participation Requests

Project
Time Series Forecasting

Time Series Forecasting

Submitted

Bring researcher (data consumer) and data provider together
Consumer: describes organization, project, required data,...
Provider: organization, available data, access rules,...
Agreement + access policies

BraneHub Logout

Onboarding Request

Applicant & Submission Decision
Applicant use Action
Submitted at 2025121, O Acieix O Rejeca

Status Reason (if rejecting

User Onboarding

Data Compatibility

Preview

package data.format
*_context”
“applicant”: "user™, # Decision document for data format acceptability
“project_id": “project7” # Usage examples:
# opa eval -1 -d data_format_acceptance.rego -1 input.json "data.
# Expected input shape

"expected”: <cobject matching expected_data_input_<Naatl

Compliance
Assistant

Opendl (gpt-5)

gate complian

e for patient




Onboarding + policies

e Onboarding - not every data provider is useful...

e Templates / Schema to describe project and data

e Use project / data descriptions to decide proceed
or not

DCAT-AP — a machine-readable description
HealthDCAT-AP that enables discovery across organisations.

LARGE LANGUAGE MODEL
input_data = { =

"location": location,
"acceptable_locations": acceptable_locations

hy

prompt = """
You are a policy evaluation engine. Decide whether to accept a participant
based on the following input data: {json.dumps(input_data, indent=2)}

Rego / Open Policy Agent (OPA)

° Policy-as-Code framework for declarative policy definition

. Decouples policy decisions from application logic

. Enables fine-grained authorization and compliance enforcement

° Widely used for cloud-native infrastructure, APIs, and data governance
Typical uses

. Access control (RBAC / ABAC)

. API authorization
. Kubernetes admission control
. Compliance and security policies

default allow = false

Rule: Accept a participant (allow: true) if their location is a valid alEOﬁTlfr{ n T SRR, - S W SR . | 5. i | 1lecti
representation or sub-region of one of the acceptable_locations. Wk : i T s, b3 : A e
Otherwise, deny (allow: false). [::::::> input.acceptable_locations[ ] == imput.location

Return ONLY a JSON object in the following format: AN

{{"allow": true}} or {{"allow": false}} sl

nwon decision

eFLINT vs OPA/Rego for FDP? Chat with me (room 5.30)

:= {"allow": allow}



Role-based access control

Location: Tatooine

!

Input/Output: jedis dataset

!

Location: Moraband

!

Input/Output: jedis dataset

!

Stop

Step 1: Lightsaber
Customization

Task: color-obi-wan-lightsaber
Location: Tatooine (the desert
planet)

Operation: Takes a "jedis" dataset
as input and produces a modified
"jedis" dataset as output

Purpose: Appears to simulate
customizing Obi-Wan Kenobi's
lightsaber color

Step 2: Jedi Promotion

Task: promote-anakin-to-master
Location: Moraband (the ancient
Sith homeworld)

Operation: Takes the modified
"jedis" dataset from Step 1 and
produces a final "jedis" dataset
Purpose: Simulates promoting
Anakin Skywalker to Jedi Master
rank

Completion: The workflow ends
after this step

LARGE LANGUAGE MODEL

Policy Overview

Character Roles

Jedi Masters: Yoda, Mace Windu,
Obi-Wan Kenobi

Jedi Knights: Anakin Skywalker, Kit
Fisto, Plo Koon

Sith Lords: Darth Sidious, Darth
Vader, Darth Maul

Access Rules

Jedi Masters can execute any task
on any planet

Obi-Wan Kenobi can specifically
color his own lightsaber on Tatooine
Darth Sidious can specifically
promote Anakin to master on
Moraband

Jedi Knights can view but not
modify the workflow

Sith Lords can view but not modify
the workflow (except for Darth
Sidious's specific permission)

All other characters are denied
access by default

package jedis_policy

efault deny all access
efault allow = false

# Define roles for Star Wars characters

jedi_masters = {"Yoda", "Mace Windu", "Obi-Wan Kenobi"}
jedi_knights = {"Anakin Skywalker", "Kit Fisto", "Plo Koon"}
sith_lords = {"Darth Sidious", "Darth Vader", "Darth Maul"}

# Rule to allow Jedi Masters to perform any task on any planet

allow if {
input.subject.id == jedi_masters[_]
input.action == "execute"
}
# Rule to allow Obi-Wan to color his own lightsaber on Tatooine
allow if {
input.subject.id == "Obi-Wan Kenobi"
input.action == "execute"
input.object.task == "color-obi-wan-lightsaber”
input.object.location == "tatooine"
}
# Rule to allow only Darth Sidious to promote Anakin to master on Moraband
allow if {
input.subject.id == "Darth Sidious"
input.action == “execute”
input.object.task == "promote-anakin-to-master"
input.object.location == "moraband”
}
# Rule to allow Jedi Knights to view but not modify the workflow
allow if {
input.subject.id == jedi_knights[_]
input.action == "view"
}
# Rule to allow Sith Lords to view and execute the workflow
allow if {
input.subject.id == sith_lords[_]
input.action == "view"




Workflow: BraneScript vs state-of-the-art

Feature
Paradigm

Parallel exec

Multi-site /
cross-org

Policy /
governance

x
X

Sensitive data /
privacy model

Containerisation

Biomedical /
healthcare use

Type system

armesare )[ o ) tow )[ veostow ) woL )

Imperative DSL | Declarative YAML  Python DAG Dataflow DSL Declarative
{ parallel [ ] native } scatter built-in { executor pool process-based } scatter/gather
core design goal 1 { single-site J { single cluster J { Wave / cloud J { limited
checker service } none native } %BAC, Connection% { none native } { none native }
user-managed || user-managed user-managed | [user-managed

first-class via policy

research (EPI proj.) | | ELIXIR, GA4GH

nf-core biomed

GATK / Terra }

strong, static }

weak / dynamic }

Python types

clinical pipelines}

|
|
|

strong, static J

[strong, static

{ Docker (package) Hocker/SingulariM operator-level Docker/Singu|arit%cker/$ingular+y

E
|
1

Features needed in BraneScript for biomedical/healthcare workflows

[ Important gap

Error handling ’

Policy DSL
try/catch, retry, checkpoints

GDPR / HIPAA data tags inline

‘ Static typing

catch errors before execution

Optional / nullable types ’

Provenance / audit
null-safe data field access

Scatter / gather
CWL-style lineage metadata

parallel over cohort items

(] Critical gap (] Brane strength

BraneScript syntax overview

Primitive types Variables
) let name := value
int/ real W bool ] [ declare with let keyword
name := new_value
semver [1.2.3] ] [ re-assign (must use let first)

null unit (void) } // comment | := assignment | + - * / operators

—

Control flow
if / else for loop while loop
if (cond) { } else {} for (leti:=0;i<n;..) while (cond) {}

return
return expr;
exits a function

Classes

Functions

class Name { field: type; }
fields + func methods (self)

func name(a, b) { }
func keyword, positional params

let x := new Name { field := val };

#[on = "worker"]
location attribute
s-block-to-named-node——

() variables () flow
() distributed

let result := name(arg1, arg2);

Distributed execution

import
import pkg [version];

Attributes
#[key = "value"] outer
#l[key = "value"] inner
metadata for planner / engine

parallel [ ]
concurrent blocks
arallel [sum] for merge

Legend
O types

() functions / OOP



Workflow + Policies: BraneScript vs state-of-the-art

Where each specification sits in the stack

API [ OpenAPI 3.x describes HTTP endpoints
workflow [ Arazzo 1.0.1 se}luences API calls, step 1/0, retry
API/ compq;e boundary
execution . N
[ BraneScript e)%cutes containerised compute
Feature comparison
Feature { BraneScript [ OpenAPI { Arazzo
Purpose execute compute describe endpoints sequence API calls
Format imperative DSL YAML / JSON YAML / JSON
Step 1/O chaining manual via variables n/a ‘ [ $steps.x.outputs.y

Error / retry

none native

n/a

failureActions + retry

x Policy / governance

checker service

none (implementer)

Machine-readable
contract

none

full schema

)

full workflow schema

Cross-org exec

core design goal

[

l I
|
{ I
Lo~

What BraneScript should adopt from Arazzo

n/a (HTTP only)

Runtime expressions
$steps.x.outputs.y pattern

Failure actions
retry, goto, end on step fail

Exportable contract
emit Arazzo doc for Al agents

|

. _Jo _Jo _Ju _JLU

ODRL — a W3C standard for describing data usage

policies

Extend / profile ODRL

Complement ODRL

Replace / enforce

DPV v2 (W3C DPVCG)

Purpose, legal basis, consent,
ata categories — GDPR/EHDS-awar:

SHACL / SHACL-SPARQL

Shape-based RDF graph validation
— policy as data constraints

XACML 4.0 / JACAL

Attribute-based access control
- PEP/PDP runtime enforcement

IDS ODRL profile

21 policy classes for dataspace
connectors (IDSA / Eclipse EDC)

Solid WAC / ACP

Web resource access control
for personal data pods (W3C)

P
ODRE framework

Open-source ODRL enforcer
(Python + Java, 2024)

DUO + ODRL (GA4GH)

Data Use Ontology — genomic /
health data sharing permissions

LegalRuleML (OASIS)

Formal legal norms — deontic
logic, obligations, permissions

Gaia-X + VCs
Policy as verifiable credential
(claims — cryptographically signed

ODRL 3.0 (in progress)
Formal semantics, conformance
tests, enforcement scope

Rego / OPA
Declarative policy engine —
runtime enforceable, cloudvnative/

LLM — ODRL generation

NL instructions to ODRL via
pntology-guided prompting (2024

Dataspace Protocol (DSP)

Contract negotiation + offer/agree
semantics; ODRL as payload




at next? Integration, evaluation, applications...

BraneHub in production (MsC project) [

Connect BraneHub with Brane (MsC

project)

Requirements for clinical trials (evaluation)

o Home | ClinicalTrials.gov

o  Clinical Trials in the European Union - EMA

BraneCentral | | BraneHub

Participant
Develop FOP project
{Develop FOPprojactLy
Project code

Deploy project server
>

Publish FDP project
e >

Store project metadata

Browse / select / join project

Notify new participant

Approve / generate FDP agreement

| Request to sign FDP agreement |
R
| . Review / sign agreement \
e (TN AOREEE

|_Provide Brane node / Docker container _ |
Lrovide Brane node / Docker COMamer .

Local Infrastructure

|_Deploy Brane node
SR T

Interact / collect result / monitor

|_Run FDP code locally
Ll el

Update
SRRy
Update
-
Researcher IDE BraneCentral | | BraneHub farepent
+ L

Exclusion Criteria

[ ]
° Formal verification, model checking
Inclusion Criteria
No. | Requirement
1-01 Voluntary participation and written informed consent.
1-02 | Aged 18-75 years (inclusive), males and females.
1-03 | Histologically or clinically confirmed advanced and/or metastatic malignancies with
failure of standard treatment or lack of effective standard treatment.
1-04 | At least one measurable lesion according to RECIST v1.1.
1-05 | ECOG performance status score of 0-1.
1-06 | Expected survival > 12 weeks.
1-07 | Adequate bone marrow reserve and organ function confirmed by baseline examina-
tion.
1-08 | For female patients of childbearing potential or male patients with partners of

childbearing potential who are not surgically sterilized: use of medically approved
contraception during the study treatment period and for 3 months after study com-
pletion. Female patients of childbearing potential must have a negative serum HCG
test within 72 hours prior to enrollment and must not be lactating.

No. Requirement
01 Presence of any active, known, or suspected autoimmune disease, except for type
1 dial with stable insulin treatment, hypothyroidism requiring only hormone
replacement therapy, or skin disease not requiring systemic treatment and without
acute exacerbation within 1 year prior to screening.
E-02 | Systemic treatment with corti ids or other i : agents within
28 days prior to initial administration.
E-03 | Known and untreated central nervous system (CNS) or leptomeningeal metastases.
E-04 | Uncontrolled pleural effusion or ascites requiring recurrent drainage procedures.
E-05 | Uncontrolled cardiac diseases or symptoms.
E-06 | Known hereditary or acquired bleeding or thrombotic tendencies.
E-07 motherapy, radiot] py, or surgery completed within 4 weeks prior to study
ion; oral molecular targeted therapy within less than 5 drug half-lives before
study dose; or unresolved adverse events from prior treatment (except
alopecia) not recovered to CTCAE Grade < 1.
E-08 Known active infection.
E-09 | Congenital or acquired immunodeficiency.
E-10 | HBsAg-positive with HBV DNA > 2000 IU/mL (or 10* copies/mL); HCV RNA
above the upper limit of normal.
E-11

Other factors that may affect study results or lead to premature discontinuation,
as determined by the i tigator, includi lcoholi drug abuse, serious con-
comitant diseases (including mental illness), significant laboratory abnormalities, or

family /social factors affecting patient safety.

Local Infrastructure
=



https://clinicaltrials.gov/
http://clinicaltrials.gov
https://euclinicaltrials.eu/

