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● BS/MSc: Applied Math/CS, heuristic algorithms, ML

● Pre-PhD: Banking systems, access control

● PhD: Service-oriented computing, communication protocols 

● Coordination models - Reo, compliance, model-driven development, 

dataflow, model checking

● DSLs and IDEs for Model-Informed Drug Discovery & Development

● Data-agnostic predictive analytics and ML 

● Open science, big data, research workflows

● Knowledge management, biomedical KM, semantic web, visualization

Tools + Models + Data (Composition)



Evolution of Distributed Application Architectures

https://www.w3.org/TR/ws-arch/ 

https://www.w3.org/TR/ws-arch/


Compliance-driven Models, Languages, and Architectures for Services

https://cordis.europa.eu/docs/projects/cnect/5/215175/080/reports/001-publishablesummarylongversion1.pdf 

https://cordis.europa.eu/docs/projects/cnect/5/215175/080/reports/001-publishablesummarylongversion1.pdf


Regulatory documents

Want your work to be highly cited?
Focus on publishing open-access in reputable, indexed journals (Scopus/Web of Science), using, clear, 
searchable, and concise titles. Actively promote your work on platforms like ResearchGate, Google 
Scholar, and social media…

Speak in absolutes. Call it The Law. Let the void fill itself.

I am 
still 

here…

https://scholar.google.com/citations?user=qKviINAAAAAJ&hl=en
https://scholar.google.com/citations?user=qKviINAAAAAJ&hl=en


Translating absolutes to something we can operationalize 

Model Verification with 
Labelled Transition 

Systems (LTS)

[...]



Distributed Knowledge Management 

(Big) Data, Models, Methods, DSLs and their Composition
● Model-Informed Drug Discovery & Development - exchange and combine 

data for PK/PD
● Curation and Knowledge Management for SPARC - map nervous system 
● Data Distillery - integrate data to accelerate discoveries in biomedical 

research
○ MPRINT: Maternal Pediatric Precision in Therapeutics Hub - improve maternal and 

pediatric pharmacology research

Can I have your data?
Absolutely no!

But I will make your life better!

Research institute Medical center

Who are you? What data do you want?

How do I know you are who you say you are? 
Where are you from?
What are you doing?
What will I get from it?
Are you going to share data with someone else?
...

https://www.ddmore.foundation/
https://sparc.science/about/projects/FGR51jIfVkrt0SFemhp7P
https://dd-kg-ui.cfde.cloud/about
https://www.mprint.org/


Regulatory Documents in Healthcare 

Rights Model Example 
Regions

Frameworks

Security & access control USA NIST

Healthcare privacy laws USA, 
Canada, 
Australia

HIPAA, PIPEDA, 
PHIPA

Comprehensive data 
protection

EU, UK GDPR, ePrivacy

National healthcare security 
standards

Netherlands, 
Germany

NEN 7510, BSI 
IT-Grundschutz

Extended personal data rights Japan, Korea, 
China

APPI, PIPA, PIPL



Secure Data Exchange - Brane
● Programmable Orchestration of Applications and Networking framework. 
● Runs distributed applications across geographically dispersed IT resources
● Specifically targets environments with sensitive data (like the EPI project)
● Containerization to encapsulate functionalities as portable building blocks 
● DSL (BraneScript/Bakery) to allow end-users to compose workflows 

Geo-Distributed Execution

Problem: Executing code on data that cannot be moved due to legal or technical 
reasons. Solution: The Planner (brane-plr) and Worker nodes allow 
"computing to move to the data." Brane handles the orchestration of containers 
across these sites transparently.

Security and Policy Enforcement

Problem: Ensuring that only authorized workflows can access sensitive datasets. 
Solution: Integration with a Policy Reasoner (deliberation) and the use of 
Proxies (brane-prx) to enforce network and data access rules at every step.

Ease of Use for Non-Programmers

Problem: Scientists often aren't distributed systems experts. Solution: 
BraneScript provides a high-level, Python-like syntax that hides the complexity 
of container management, networking, and data discovery.

https://enablingpersonalizedinterventions.nl/


Brane for Federated Data Processing



Medical / healthcare use cases

Global research and Regulatory Surveillance

1. Clinical trial patient selection. An R&D facility gathers 
information about cohorts of patients, such as the frequency 
of condition occurrence and circumstances in which the 
condition developed: 

○ selected patients' medical history, laboratory tests, 
and images.

○ personal data to identify and recruit patients for 
clinical trials. 

2. Nationwide study of effects of a screening program 
○ colonoscopy from age of 35 vs from age 50 
○ does it help early cancer detection - count cancer 

discoveries in asymptomatic patients in the age 
group 35 vs 50, average tumor size/staging, 
treatment outcomes...

3. Hospital quality controls: count number of in-hospital 
mortality and 30-day readmission cases…  



Long-running projects



Not all compliance rules are workflow requirements

Make BraneHub + Brane + ?... GDPR 
compliant

GDPR Article 16: The data subject shall have the right to 
obtain from the controller without undue delay the 
rectification of inaccurate personal data concerning him or 
her

What should happen if stakeholders 
update region or rules?

Trace Regulations - [delivered_by] - Implementation 
relations?



BraneHub
● Bring researcher (data consumer) and data provider together
● Consumer: describes organization, project, required data,... 
● Provider: organization, available data, access rules,...
● Agreement + access policies



Onboarding + policies

Rego / Open Policy Agent (OPA)
● Policy-as-Code framework for declarative policy definition

● Decouples policy decisions from application logic

● Enables fine-grained authorization and compliance enforcement

● Widely used for cloud-native infrastructure, APIs, and data governance

Typical uses

● Access control (RBAC / ABAC)

● API authorization

● Kubernetes admission control

● Compliance and security policies

eFLINT vs OPA/Rego for FDP? Chat with me (room 5.30)

● Onboarding - not every data provider is useful…
● Templates / Schema to describe project and data
● Use project / data descriptions to decide proceed 

or not

HealthDCAT-AP DCAT-AP — a machine-readable description 
that enables discovery across organisations.



Role-based access control

Step 1: Lightsaber 
Customization

● Task: color-obi-wan-lightsaber
● Location: Tatooine (the desert 

planet)
● Operation: Takes a "jedis" dataset 

as input and produces a modified 
"jedis" dataset as output

● Purpose: Appears to simulate 
customizing Obi-Wan Kenobi's 
lightsaber color

Step 2: Jedi Promotion
● Task: promote-anakin-to-master
● Location: Moraband (the ancient 

Sith homeworld)
● Operation: Takes the modified 

"jedis" dataset from Step 1 and 
produces a final "jedis" dataset

● Purpose: Simulates promoting 
Anakin Skywalker to Jedi Master 
rank

● Completion: The workflow ends 
after this step

Policy Overview

Character Roles

● Jedi Masters: Yoda, Mace Windu, 
Obi-Wan Kenobi

● Jedi Knights: Anakin Skywalker, Kit 
Fisto, Plo Koon

● Sith Lords: Darth Sidious, Darth 
Vader, Darth Maul

Access Rules

1. Jedi Masters can execute any task 
on any planet

2. Obi-Wan Kenobi can specifically 
color his own lightsaber on Tatooine

3. Darth Sidious can specifically 
promote Anakin to master on 
Moraband

4. Jedi Knights can view but not 
modify the workflow

5. Sith Lords can view but not modify 
the workflow (except for Darth 
Sidious's specific permission)

6. All other characters are denied 
access by default



Workflow: BraneScript vs state-of-the-art



Workflow + Policies: BraneScript vs state-of-the-art

ODRL — a W3C standard for describing data usage 
policies



What next? Integration, evaluation, applications…

● BraneHub in production (MsC project)
● Connect BraneHub with Brane (MsC 

project)
● Requirements for clinical trials (evaluation)

○ Home | ClinicalTrials.gov
○ Clinical Trials in the European Union - EMA

● …
● Formal verification, model checking

https://clinicaltrials.gov/
http://clinicaltrials.gov
https://euclinicaltrials.eu/

