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Motivation

¥ COMPAS = Compliance-driven Models, Languages,
and Architectures for Services

B Ensure dynamic and on-going compliance of software services
to business regulations and user requirements

©2 Help organizations to develope business compliance solutions
easier and faster

B http://www.compas-ict.eu/
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What is compliance?

@ A multi-faceted concept that encompasses the capability of an
organization to meet requirements coming from
&2 Regulatory/legislative documents
* Basel 112, Sarbanes-Oxley6, IFRS2, MiFID3, LSF4, HIPAA, Tabaksblat5, etc.
@2 Internal movements towards Quality of Service (QoS)
t2 User-defined constraints...

% Compliance can be seen as

&2 A state of “adherence of one set of rules (source rules) against another set
of rules (target rules)”

©3 A process, which is about “ensuring that business processes, operations
and practice are in accordance with a prescribed set of norms”
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Goal of this paper
¥ Many compliance concerns are related to control and
data flow

©2 Constraints on workflow structure, data visibility, temporal
requirements. ..

¥ Goal of this paper

©2 Bridge the gap between domain-level process modeling and
executable processes

#2 Provide an unambiguous behavioral specification for business
processes and web service composition

©2 Leverage business process design and web service
composition with formal analysis (e.g., to ensure their
compliance to formally expressed regulations)
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Compliance-aware SOA design

Graphical Modeling Tools (GMT)
(BPMN, UML2 ADs, BPEL)

BPMN2Reo,...

Constraints,
Temporal Logic Formulae,
Automata

b Reo/Constraint Automata
Modeling Tools

ETETY
.
.

) Model checking,
refinement
Implementation

R4 ]
1
3

Code generation

Java, BPEL, Web Services, WS-Policies,
WS-CDL, WSDL XACML, etc.

............................................................................................................................................................................................................................
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Reo Coordination Language

O——0 O{—1—+0 O ---0 ow—»oo—>OO—I:I—>O

synchronous  FIFOI channel lossy sznchronous filter channel ~ P-producer timer channel
channel annel

O>—0 O++H-+O

synchronous asynchronous
drain drain

O+——0 O«H—O

synchronous asynchronous
spout spout

Exclusive choice (deffered XOR)

B
¥ Semantics .
. N Service2 ’
2 Connector coloring [ servicet
2 Constraint automata o0 Service3 ]

* [Baier et al. 2006]
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Reo Coordination Tools
@ Reo Connector Editor
& Animation Plug-in
@ Converter to Extended Constraint Automata (time, QoS)

% Model Checking Tool (provided by University of Dresden)
B http://wwwtcs.inf.tu-dresden.de/~klueppel/TUD CWI/Welcome.html

& Java Code Generator (distributed version is also available)
@ http://reo.project.cwi.nl/

@ BPEL to Reo converter (provided by University of Tehran)
e [S. Tasharofi et al. 2008]

% UML Sequence Diagrams to Reo converter — work in progress
¥ BPMN to Reo
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BPMNZ2Reo: basic gateways

e

XOR
Parallel fork OR/XOR merge
:j \ T 1@
§-|>4 e
7
Parallel join
Conditicn 1 ?
%IN\/'O Receiv e]
o ®—0
VWA
Defaut_y, g, \0 @
Data-based OR/XOR decision Event-based XOR decision
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BPMNZ2Reo: complex gateways

Complex Merge
(e.g., m out of n)

¥ Repository of workflow patterns modeled with Reo
http://homepages.cwi.nl/~proenca/webreo/home.htm
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BPMNZ2Reo: tasks, events and messages

Atomic task o—{/—}—O

Message event  Complex event M O
(proceed if a message is received in a given time interval)

.....................................................................

1
M M é) M

Blocking Non-blocking lossy Non-blocking waiting

Outgoing messages
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BPMNZ2Reo: exception handling in ]
sequential processes

@ |
Exception handling
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BPMNZ2Reo: exception handling in .
parallel processes (1)

ve
=
—@

H Exception handling ‘ l
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BPMNZ2Reo: exception handling in .
parallel processes (2)

Parallel sub-processes

T

9%

08 [ ?m =
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Reo2BPMN: compensation activities
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BPMNZ2Reo: transaction modeling
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@ N. Kokash and F. Arbab, Applying Reo to Service Coordination
in Long-Running Business Transactions (submitted)

Transactions with possible compensation activity failures

Transactions with parallel flows

Transactions with parallel flows in a discriminator pattern

Compensation in parallel flows with dependency links
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Compliance concerns
@ COMPAS has identified

2 Control flow, locative, information, resource and temporal
compliance concerns

2 Monitoring, payment, privacy, quality, retention, security and
transaction compliance concerns

¥ We can deal with (at least) control flow, resource,
temporal, quality and transaction compliance
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Compliance-aware Process Design
@ Separation of Duty (e.g., four-eyes principle)
2 One user cannot execute a whole process
2 E.g., 2 users must be involved in a process consisting of 4 sequential tasks

& Approach
©2 Constraints on task assignment to users expressed in GMT extensions (e.g.,
BPMN) or DSLs

* C. Wolter and A. Schaad “Modeling of Task-Based Authorization Constraints
in BPMN”, BPM’07, volume 4714 of LNCS, Springer, pp. 64—79

« Constraint: ({t,, t,, t;, t,}, 2, 3)

&2 How to enforce these constraints in a workflow?
* Reo workflow model + a set of tokens corresponding to each user
* Reconfigure Reo workflow model to comply with constraints

* Various options are possible: e.g., each of 2 users executes 2 tasks — compliant,
but not efficient

* A guide how to deal with such kind of problems using Reo coordination tools
is work in progress
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Conclusions and Future Work

¥ Proposed a new model and a framework for business
process design
© Formal semantics
& (raphical notation

¥ Mapped BPMN to Reo

2 Most of the BPMN modeling primitives have been considered

¥ Future work
&2 BPMN2Reo converter implementation — work in progress
2 Using Reo for Enforcing Compliance Constraints
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