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Overview

Federated Data Processing with Brane

Issues & contributions

● Data harmonization
● Project needs vs available data matchmaking
● Experimenting with agentic workflows in Brane 
● Secret propagation
● Spatio-temporal purpose-aware access control (towards automated policy generation)

Current and Future Work

● Agents = LLM + harness
● Agent to convert process description to model and execution specification 
● Compliance-checking agent

● FRAME project pilots
● Data management pipeline (e.g., for metamorphic testing with federated data)
● Agentic decision support (statistical models)
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Brane Ecosystem: Key Implementations & Extensions
Project Purpose / Contribution Link

Brane Framework Core privacy-focused application orchestration framework for 
distributed resources; containerized building blocks and 
programmable workflow orchestration

GitHub – 
BraneFramework

BraneHub Governance platform for federated data-analysis projects GitHub

BraneHub + Brane 
Integrator

Connects governance decisions with Brane workflow execution GitHub

Secret 
Management

Secure, site-specific secret distribution in Brane workflows GitHub

FedTheses Agent Federated thesis search & summarisation using agents over Brane GitHub

Extended Policy 
Reasoner

Policy reasoning with extended eFLINT + OPA/Rego support GitHub

Matchmaking 
benchmark

Evaluation of LLM-based clinical-trial matchmaking GitHub

Brane Easy 
Deployment

Simplified deployment and management of Brane infrastructure GitHub

https://github.com/BraneFramework?utm_source=chatgpt.com
https://github.com/BraneFramework?utm_source=chatgpt.com
https://github.com/MingjiangMa/branehub-platform?utm_source=chatgpt.com
https://github.com/aditya-130/brane-integrator?utm_source=chatgpt.com
https://github.com/Jeeva-uva/brane-nightly-secret?utm_source=chatgpt.com
https://github.com/MingjiangMa/fedtheses?utm_source=chatgpt.com
https://github.com/BraneFramework/policy-reasoner?utm_source=chatgpt.com
https://github.com/albatros13/clinicalTrials?utm_source=chatgpt.com
https://github.com/AdamBelloum/brane-deployment?utm_source=chatgpt.com


Brane for Federated Data Processing



Secure Data Exchange - Brane
● Programmable Orchestration of Applications and Networking  (POAN) framework. 
● Runs distributed applications across geographically dispersed IT resources
● Specifically targets environments with sensitive data (like the EPI project - Enabling Personalized Interventions )
● Containerization to encapsulate functionalities as portable building blocks 
● DSL (BraneScript/Bakery) to allow end-users to compose workflows 

Geo-Distributed Execution

Problem: Executing code on data that cannot be moved due to legal or technical 
reasons. Solution: The Planner (brane-plr) and Worker nodes allow 
"computing to move to the data." Brane handles the orchestration of containers 
across these sites transparently.

Security and Policy Enforcement

Problem: Ensuring that only authorized workflows can access sensitive datasets. 
Solution: Integration with a Policy Reasoner (deliberation) and the use of 
Proxies (brane-prx) to enforce network and data access rules at every step.

Ease of Use for Non-Programmers

Problem: Scientists often aren't distributed systems experts. Solution: 
BraneScript provides a high-level, Python-like syntax that hides the complexity 
of container management, networking, and data discovery.

https://enablingpersonalizedinterventions.nl/


Policy reasoner

New



eFLINT vs Rego
Aspect eFLINT OPA / Rego

Abstraction Norms, duties, powers, violations Rules over structured JSON

Temporal reasoning Native fact lifecycle Via input attributes

Legal traceability High Moderate

Performance Interpreted; moderate Optimized; sub-ms

Tooling Research-grade (rule-editor,...) CLI, LSP (Language Server 
Protocol), linter, CI/CD

LLM generation Moderate–low reliability High reliability

Best use Design-time normative audit Runtime enforcement

Expressive, hard Good for RBAC/ABAC, easy



Role-based access control

Step 1: Lightsaber 
Customization

● Task: color-obi-wan-lightsaber
● Location: Tatooine (the desert 

planet)
● Operation: Takes a "jedis" dataset 

as input and produces a modified 
"jedis" dataset as output

● Purpose: Appears to simulate 
customizing Obi-Wan Kenobi's 
lightsaber color

Step 2: Jedi Promotion
● Task: promote-anakin-to-master
● Location: Moraband (the ancient 

Sith homeworld)
● Operation: Takes the modified 

"jedis" dataset from Step 1 and 
produces a final "jedis" dataset

● Purpose: Simulates promoting 
Anakin Skywalker to Jedi Master 
rank

● Completion: The workflow ends 
after this step

Policy Overview

Character Roles

● Jedi Masters: Yoda, Mace Windu, 
Obi-Wan Kenobi

● Jedi Knights: Anakin Skywalker, Kit 
Fisto, Plo Koon

● Sith Lords: Darth Sidious, Darth 
Vader, Darth Maul

Access Rules

1. Jedi Masters can execute any task 
on any planet

2. Obi-Wan Kenobi can specifically 
color his own lightsaber on Tatooine

3. Darth Sidious can specifically 
promote Anakin to master on 
Moraband

4. Jedi Knights can view but not 
modify the workflow

5. Sith Lords can view but not modify 
the workflow (except for Darth 
Sidious's specific permission)

6. All other characters are denied 
access by default



Policy specification languages
Languages for defining access control and data privacy policies.

● [+] Rego (Open Policy Agent, OPA) – A declarative policy language 
used for expressing fine-grained access control policies, especially in 
cloud and microservices environments.

● XACML (eXtensible Access Control Markup Language) – A 
widely used XML-based standard for attribute-based access control 
(ABAC).

● AIR (Accountability In RDF) – A rule-based, RDF-based policy 
language designed for expressing privacy policies in the semantic 
web.

● PSL (Privacy Specification Language) – A formal language 
designed to express privacy preferences and data handling 
requirements.

● PawS (Privacy-Aware Security Language) – A 
semantic-web-based language for privacy policy enforcement.

● Legalease – A policy language developed by Microsoft Research for 
expressing compliance policies in natural-language-like syntax.

Languages used in privacy-preserving computing and 
federated learning.

● TLA+ (Temporal Logic of Actions) – Used in 
formal verification of privacy-sensitive access 
control policies.

● PPL (PrimeLife Policy Language) – A privacy 
policy language developed for user-centric identity 
management.

● LegalRuleML – An XML-based language used to 
model legal norms, including privacy policies.

● AAL (Attribute-based Access Language) – Used 
in federated identity management and access 
control frameworks.



Federated Data Processing
Can I have your data?

No!

But I will make your life better!

Research institute Medical center

Who are you? What data do you want?

How do I know you are who you say you are? 
Where are you from?
What are you doing?
What will I get from it?
Are you going to share data with someone else?
...

● EHDEN – European Health Data & Evidence Network
A large-scale European federated network for real-world healthcare data. Data remain at the local institutions, but are harmonised 
to the OMOP Common Data Model, enabling distributed epidemiological, drug-safety and effectiveness studies. The network has 
100+ data partners across 25+ countries, with more than 291 million people represented. 

● DataSHIELD / DARAH oncology network
Federated analysis infrastructure in which researchers send statistical analyses to participating sites rather than receiving 
patient-level data. The DARAH project deployed it across three French hospitals (Toulouse, Reims and Foch) for an oncology 
study; all planned aggregate analyses were successfully performed without centralising patient data. It also demonstrated 
integration of differential privacy.



Practical problems

Researcher

● How do I process data I cannot see?
● What do I do if these data are not in the 

format I need?
● What if the data is not compatible / useful 

for our needs?
● …

Data provider

● How do I enable research without jeopardising 
my data?

● They use formats and DSLs I do not understand 
or have no resources to comply with…

● …

● Data agnostic ML
● Collect metadata (+ synthetic data) and 

adapt processing to a specific provider 
● Clear instructions + tool helpers
● Framework-level protection and automation



Semantic heterogeneity. LLM + ontologies harmonization
MPRINT: Maternal Pediatric Precision in Therapeutics Hub - improve maternal and pediatric 
pharmacology research

Dataset - observations during pregnancy (EHR, e.g., substance use) vs outcomes for the baby (EHR, diagnosed conditions or 
phenotypes - set of observable characteristics or traits)  

Various formats: natural language / unclassified, ICD, MONDO, HPO, SNOMED CT, OMOP, ORDO,...

Precision: RAG is not enough (42.3% pairs approved), with LLM-as-a-judge 78% - 92%

Recall: Assessed via alternative pair generation (14.7% pairs approved), RAG+LLM missed ~40% of valid mappings (wrong 
cut-off, 3 best matches vs 10)

M →N, all pairs |M| x |N|

https://www.mprint.org/


Medical / healthcare use cases

Global research and Regulatory Surveillance

1. Clinical trial patient selection. An R&D facility gathers 
information about cohorts of patients, such as the frequency 
of condition occurrence and circumstances in which the 
condition developed: 

○ selected patients' medical history, laboratory tests, 
and images.

○ personal data to identify and recruit patients for 
clinical trials. 

2. Nationwide study of effects of a screening program 
○ e.g., colonoscopy from age of 35 vs from age 50 
○ does it help early cancer detection - count cancer 

discoveries in asymptomatic patients in the age 
group 35 vs 50, average tumor size/staging, 
treatment outcomes...

3. Hospital quality controls: count number of in-hospital 
mortality and 30-day readmission cases…  



BraneHub + integration with Brane
● Bring researcher (data consumer) and data provider together
● Consumer: describes organization, project, required data,... 
● Provider: organization, available data, access rules,...
● Agreement + access policies
● Admin / audit - history of projects



Onboarding + policies

Rego / Open Policy Agent (OPA)

● Policy-as-Code framework for declarative policy definition

● Decouples policy decisions from application logic

● Enables fine-grained authorization and compliance enforcement

● Widely used for cloud-native infrastructure, APIs, and data governance

Typical uses

● Access control (RBAC / ABAC)

● API authorization

● Kubernetes admission control

● Compliance and security policies

● Onboarding - not every data provider is useful…
● Templates / Schema to describe project and data
● Use project / data descriptions to decide proceed 

or not

HealthDCAT-AP DCAT-AP — a machine-readable description 
that enables discovery across organisations.



Not all compliance rules are workflow requirements

Make BraneHub + Brane + ?... GDPR 
compliant

GDPR Article 16: The data subject shall have the right to 
obtain from the controller without undue delay the 
rectification of inaccurate personal data concerning him or 
her

What should happen if stakeholders 
update region or rules?

Trace Regulations - [delivered_by] - Implementation 
relations?





Agent-as-a-task in Brane

🟢 Workaround
Docker Desktop WSL integration targeted wrong distribution; no 
docker CLI in Ubuntu
v3.0.0 binaries require missing libssl.so.1.1 on Ubuntu 
branectl download services targets dead 
archived-repository assets (404)
brane build fails with default buildx driver (Docker exporter 
unsupported)
API key must be passed as a function argument
MSYS path conversion mangles wsl one-liners
files: directory entries truncate host sources to 0 bytes
🟠 Needs user
.env API key empty during patched run; real-key run not 
executed
🔴 Platform-blocked
No runtime secrets mechanism in Brane v3.0.0
Task containers use Network::None; LLM API egress 
unavailable

Which master's theses exist on federated learning at Dutch universities in 2025?

Agent-as-a-service roadmap created…



Federated agents in Brane

Local LLM + harness 
→physical memory 

management

Trusted / stateless / 
open-source LLM + 

harness → agent memory   
management



Agent memory management

Memory layer What it contains Federated governance challenge

🧠 In-context / 
Working

Prompt, history, RAG, tool outputs, 
scratchpad

Minimize & filter sensitive information within token/context 
limits

💾 Session / Workflow State, checkpoints, execution 
history

Retention, deletion & recovery across long-running workflows

🤝 Shared / 
Multi-agent

Task progress, intermediate results, 
shared state

Role-based access & controlled information exchange

🗃 Semantic / 
Knowledge

Documents, KG, embeddings, 
domain knowledge

Provenance, ownership & policy-governed retrieval

Memory must never be treated as an invisible agent implementation detail.
It is a policy-governed, provenance-aware, resource-limited asset subject to the same data-sovereignty constraints as the 
underlying federated data.





Matchmaking agent (finds suitable data records)

Inclusion • ECOG performance status 0–1 • Life expectancy ≥12 weeks • Adequate bone marrow: ANC ≥1.5 × 10⁹/L, platelets ≥90 
× 10⁹/L, Hb ≥9 g/dL • Adequate hepatic & renal function • LVEF ≥50%

Exclusion • Known/suspected autoimmune disease • Systemic corticosteroids within 28 days • Prior LAG-3 antibody treatment • 
Untreated CNS metastases • Treated, stable CNS metastases permitted after 1-month washout

eFLINT Rego



Matchmaking agent (TREC 2021 benchmark)
Basic Matching (Full Criteria)

LLM is provided with the full text of the clinical trial's eligibility 
criteria and the patient's profile in a single prompt. The LLM is 
asked to make a direct decision.

● Pros: Simple, captures context from the entire criteria 
block.

● Cons: Large prompts, potential for missing specific 
constraints in long texts, lack of granularity in 
explanations.

Criteria extraction-based Matching

Step A (Extraction) + Step B (Evaluation)

Parameter extraction + rule-based Matching

https://www.trec-cds.org/2021.html


Secret passing requirements

SR-A Secret reaches the worker unreadable by any intermediary, including the controller (sealed bundle 
encrypted for the target worker)

SR-B Every cross-site dispatch hop is mutually authenticated and encrypted (mutual TLS)

SR-C Secret release occurs only after explicit authorization by the receiving domain; failure denies  
(per-site policy checker and allow/deny decision)

SR-D Secret values remain outside arguments, logs, environment dumps, and failure output (direct 
injection and redaction)

SR-E Each threat’s status is assessed against captured evidence (security evaluation) 

SR-F Authority is short-lived, session-bound, and restricted to the requested secret handles (capability 
token)

SR-G Each release decision is recorded for later review (release-decision logging)



Credential-exposure patterns in agentic and tool-calling systems
Threat Evidence / Motivation Why It Matters Req.

T3 — Hardcoded 
credentials

24,008 unique secrets found in MCP configs; 2,117 
valid

Setup guides promote CLI args / JSON keys, causing 
credentials to spread with configs

SR-A

T4 — Credentials in 
logs/traces

73.5% of leaks in 17,022 agent skills came from 
debug printing

Task output enters model context and framework logs 
without boundary redaction

SR-D

T10 — Coerced tool 
calls

MCP clients can be coerced to exfiltrate env vars / 
system files

Ambient credentials are inherited; tool calls lack 
per-release authorisation

SR-C

T7 — Excessive 
agent authority

Goal hijacking & excessive agency are leading 
OWASP agentic risks

Credentials are broad, static and long-lived rather than 
step-scoped

SR-F

T8 — Weak identity 
binding

MCP/A2A threat models identify unenforced 
execution identity

Redirected requests can carry authority not granted to the 
executor

SR-F

T6 — Host credential 
theft

s1ngularity harvested 2,349 credentials from 1,079 
systems

Host-wide tokens are inherited by compromised packages



Brane with secret passing



Regulatory Documents (in Healthcare) 

Rights Model Example Regions Frameworks

Security & access control USA NIST

Healthcare privacy laws USA, Canada, 
Australia

HIPAA, PIPEDA, PHIPA

Comprehensive data protection EU, UK GDPR, ePrivacy

National healthcare security standards Netherlands, 
Germany

NEN 7510, BSI 
IT-Grundschutz

Extended personal data rights Japan, Korea, 
China

APPI, PIPA, PIPL





Automatic Agent Integration & Orchestration

● Middleware translating agent DSL workflows into executable 
pipelines

● Combine agent planning with policy-aware workflow orchestration
● Support coordination across heterogeneous data and compute 

environments
● Integrate uncertainty, security and compliance constraints into execution

Automated Data Preparation & Quality

● Develop automated ETL and data-quality pipelines for FRAME 
experiments

● Produce versioned, reproducible and auditable datasets
● Integrate bias/quality evaluation and human-in-the-loop validation
● Generate data for RLHF and agent evaluation

Legal & Ethical AI for Data Governance

● Translate GDPR, EU AI Act and data-governance requirements into 
technical constraints for agentic systems

● Develop ethical AI and responsible-use guidelines
● Connect legal requirements with policy enforcement and system 

architecture

Agent Architecture: modular LLM-agent architecture and 
policy-driven workflows through Brane

Agent Adaptation & Evolution: semantic integration, federated 
adaptation, distribution-shift and forgetting indicators

System Integration: integrate orchestration, compliance 
metadata and federated execution into the unified FRAME 
platform

Research focus: How can autonomous AI agents safely plan, 
execute, adapt and coordinate workflows when data remains 
distributed and governed by heterogeneous policies?

Develop the policy-driven, federated infrastructure and AI-agent methods to operate autonomous agents over distributed and 
sensitive data.



Frame Pilots at a Glance
AL Robotics — Physical AI agents

● Translate human commands into valid robot skill sequences
● Replan on interruption or skill failure
● Uncertainty-aware validation & automated test generation
● Key challenge: Small local models (~10B params) must plan in under 2s at 80+ TFLOPS

Process Talks — Automation platform (PTAP)

● Generate automation processes from natural-language descriptions
● Expose processes as MCP tools for agent orchestration
● LLM-assisted RPA for legacy web apps without APIs
● Key challenge: Avoid destructive actions and prompt-injection risk when LLMs improvise

SAS / FISEVI — Clinical decision support

● Summarize a patient's status within the Care Pathway (ICP)
● Suggest next clinical steps from reference ICPs
● Flag incomplete or low-quality clinical information
● Key challenge: All processing must stay on-premise — no patient data leaves SAS infrastructure



What FRAME partners expect

PAL Robotics

● MCP-based access to ROS2 (an open-source set of software libraries and tools used to build robot applications) robot skills 
(navigation, manipulation, social interaction)

● Compact, on-device planning models that hit accuracy/latency/compute targets
● A safety-testing loop that can surface "toxic prompt" / jailbreak failure modes before real-world deployment

Process Talks

● Agentic planning over a large, dynamic catalogue of MCP process-tools, with on-the-fly tool descriptions
● Authentication patterns for agents calling multi-tenant SaaS processes on users' behalf
● Guardrails so LLM-driven RPA never takes destructive, hard-to-reverse actions

SAS / FISEVI

● RAG tailored to complex, multi-modal, multi-level clinical guideline documents
● Fully local/on-premise deployment — zero external processing of (synthetic) patient data
● Human-in-the-loop validation with practicing physicians on realistic, synthetic patient cases



No/low-code Data-Agnostic ML & AI
Data analysis and decision-support methods designed to work across heterogeneous data sources and formats

● Data-agnostic by design: separate AI/ML reasoning from assumptions about a specific dataset, schema, domain, or data 
provider.

● Heterogeneous inputs: support structured, semi-structured and unstructured data, with varying schemas, vocabularies, 
modalities and levels of completeness.

● Reusable methods: the same analysis, reasoning and decision-support components can be applied across datasets and use 
cases with minimal adaptation.

● Robustness & generalisation: explicitly handle missing, inconsistent, uncertain and evolving data rather than relying on fixed 
input characteristics.

● Compositional AI workflows: agents can select, combine and orchestrate analysis and decision-support capabilities based on 
the available data.

Significance for Agentic Decision Support

Data-agnostic methods provide the foundation for agents that can make decisions across changing data environments — 
enabling portable, composable and adaptable decision-support workflows rather than systems tied to a single dataset or 
application.

Key challenge: ensuring that data independence does not become decision unreliability → agents need explicit schemas, 
provenance, validation, uncertainty handling and verifiable decision mechanisms.

Research project: federated outcome prediction for patients (multi-modal and explainable) 



Agentic decision support 

Federated causal treatment-effect estimation 

Statistical models estimate treatment outcomes and uncertainty across institutions.

Formal rules determine which treatments are clinically admissible and sufficiently supported.

Three questions: 

1. formalising clinical guidelines, 
2. incorporating multiple outcomes and patient preferences
3. handling uncertainty and cross-site transportability. 

The system can abstain when evidence is insufficient and should provide an auditable set of 
supported interventions rather than relying on an opaque AI recommendation.



Future work

FRAME project

Agent-as-a-service in federated networks


