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Foreword

Natallia Kokash
Leiden Institute of Advanced Computer Science, Leiden BErsity

Antbnio Ravara
Dep. de Informéatica, Faculdade de Ciéncias e Tecnologia
Universidade Nova de Lisboa

Welcome to the proceedings of FOCLASA 2012, the 11th Intesnal Workshop on the Founda-
tions of Coordination Languages and Self Adaptation. FOSRA012 was held in Newcastle upon
Tyne, UK, on September 8, 2012 as a satellite event of CONCUR ,2he 23rd International Confer-
ence on Concurrency Theory.

The workshop provides a venue where researchers and jpraet# could meet, exchange ideas,
identify common problems, determine some of the key anddorehtal issues related to coordination
languages and self adaptation, and explore together asendiisate solutions. Indeed, a number of hot
research topics are currently sharing the common probletorobining concurrent, distributed, mobile
and heterogeneous components, trying to harness thesinotdomplexity of the resulting systems.

Computation nowadays is becoming inherently concurretiteebecause of characteristics of the
hardware (with multicore processors becoming omniprésantiue to the ubiquitous presence of dis-
tributed systems (incarnated in the Internet). Computatisystems are therefore typically distributed,
concurrent, mobile, and often involve composition of hegeneous components. To specify and reason
about such systems and go beyond the functional corregmesss, e.g., by supporting reusability and
improving maintainability, approaches such as coordimmatinguages and self adaptation are recognised
as fundamental.

This year, we received 13 submissions involving 35 authan f10 different countries. Papers un-
derwent a rigorous review process, and all accepted papees/ed 3 review reports. After the review
process, the international Program Committee of FOCLASE2flecided to select 8 papers for presen-
tation during the workshop and inclusion in these procaegdiThese papers tackle different issues that
are currently central to our community, self-adaptatiod aoordination, processes and coordination,
and type systems. The workshop features an invited talk ImasSman Uchitel from Imperial College
London (UK).

We would like to thank all the members of the program commifte their great work during the
review process, the external reviewers for providing ihig review reports, the authors for submitting
papers to the workshop, and the participants for attendiagMorkshop in Newcastle. All these people
contribute to the success of the 2012 edition of FOCLASA.

Natallia Kokash
Antobnio Ravara

Natallia Kokash and Antonio Ravara (Eds.): 11th Intewra Workshop on © N. Kokash & A. Ravara
Foundations of Coordination Languages and Self AdaptdBQCLASA'12) This work is licensed under the
EPTCS 91, 2012, pp. ii-iii, d0i:10.4204/EPTCS.91.0 Creative Commons Attribution License.
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A Type-Safe Model of Adaptive Object Groups*
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joaki mbj @fi . uio.no dave. cl arke@s. kul euven. be einarj@fi.uio.no

Olaf Owe

University of Oslo, Norway
olaf @fi.uio.no

Services are autonomous, self-describing, technologyralesoftware units that can be described,
published, discovered, and composed into software apigiicaat runtime. Designing software
services and composing services in order to form applicatar composite services requires ab-
stractions beyond those found in typical object-orientempmming languages. This paper ex-
plores service-oriented abstractions such as servicaattap discovery, and querying in an object-
oriented setting. We develop a formal model of adaptiveahbjeiented groups which offer services
to their environment. These groups fit directly into the objeriented paradigm in the sense that
they can be dynamically created, they have an identity, lagyl¢an receive method calls. In contrast
to objects, groups are not used for structuring code. A gexgorts its services through interfaces
and relies on objects to implement these services. Objexygom or leave different groups. Groups
may dynamically export new interfaces, they support serdiscovery, and they can be queried at
runtime for the interfaces they support. We define an opmratisemantics and a static type system
for this model of adaptive object groups, and show that wgded programs do not cause method-
not-understood errors at runtime.

1 Introduction

Good software design often advocates a loose coupling leetitree classes and objects making up a
system. Various mechanisms have been proposed to achisyatituding programming to interfaces,
object groups, and service-oriented abstractions sudrases discovery. By programming to interfaces,
client code can be written independently of the specificseashat implement a service, using interfaces
describing the services as types in the program. Objectpgrmosely organize a collection of objects
that are capable of addressing a range of requests, refi¢ctrstructure of real-world groups and social
organizations in which membership is dynamic [18]; e.ghssuiption groups, work groups, service
groups, access groups, location groups, etc. Servicewdiscallows suitable entities (such as objects)
that provide a desired service to be found dynamically, gdlyebased on a query on some kind of
interface. An advantage of designing software using thesehanisms is that the software is more
readily adaptable. In particular, the structure of the geocan change and new services can be provided
to replace old ones. The queries to discover objects aredt@msénterface rather than class, so the
software implementing the interface can be dynamicallyaega by newer, better versions, offering
improved services.

This paper explores service-oriented abstractions suseraie adaptation, discovery, and querying
in an object-oriented setting. Designing software ses/iaed composing services in order to form

*This research was done in the context of the EU project FABZBHATS Highly Adaptable and Trustworthy Software
using Formal Modelsht t p: / / ww. hat s- pr oj ect . eu).

Natallia Kokash and Anténio Ravara (Eds.): 11th Intern@ldVorkshop on
Foundations of Coordination Languages and Self AdaptdEQCLASA'12)
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2 A Type-Safe Model of Adaptive Object Groups

applications or composite services require abstracti@y®id those found in typical object-oriented
programming languages. To this end, we develop a formal hud@elaptive object-oriented groups that
also play the role of service providers for their environmérhese groups can be dynamically created,
they have identity, and they can respond to methods cabidépg@ously with objects in the object-oriented
paradigm. In contrast to objects, groups are not used farugixgy code. A group exports its services
through interfaces and relies on objects to implement thesgces. From the perspective of client code,
groups may be used as if they were objects by programmingtéofaces. However, groups support
service-oriented abstractions not supported by objectspatticular, groups may dynamically export
new interfaces, they support service discovery, and theypeaqueried at runtime for the interfaces they
support. Groups are loosely assembled from objects: abjaaly dynamically join or leave different
groups. In this paper we develop an operational semantidsaastatic type system for this adaptive
group model based on interfaces, interface queries, gramsb service discovery. The type system
ensures that well-typed programs do not cause methodsuErstood errors at runtime.

The paper is organized as follows. Section 2 presents tlgudmye syntax and a small example.
A type and effect system for the language is proposed in @e&iand an operational semantics in
Section 4. Section 5 defines a runtime type system and shavththexecution of well-typed programs
is type-safe. Section 6 discusses related work and Secttondudes the paper.

2 A Kernel Language for Adaptive Object Groups

We study an integration of service-oriented abstractioraniobject-oriented setting by defining a kernel
object-oriented language with a Java-like syntax, in thesif Featherweight Java [14]. In contrast to
Featherweight Java, types are different from classesdridahguage: interfaces describe services as sets
of method signatures and classes generate objects whidénmapt interfaces. By programming to inter-
faces, the client need not know how a service is implemeriedthis reason, the language has a notion
of group which dynamically connects interfaces to impletagons. Groups are first-class citizens; they
have identities and may be passed around. An object may dgaliyrjoin a group and thereby add new
services to this group, extending the group’s supportedfates. Objects may be part of several groups.
Both objects and groups may join and leave groups, thereyatmg their services between groups.
The kernel language considers concurrent objects whighdat by synchronous method calls. Con-
current activities are triggered by instantiating classéhl r un methods (similar to overriding the run
method of Java’s Thread class). This simple concurrencyelrisdelevant for service-oriented systems.

2.1 The Syntax

The syntax of the kernel language is given in Figure 1. A ty¥pm the kernel language is either a
basic type, an interface describing a service, or a groupteffaces. Aprogram Pconsists of a list
IF of interface declarations, a li€iL of class declarations, and a main block X;s}. The main block
introduces a scope with local variab$yped by the type§’, and a sequenceof program statements.
We conventionally denote Ii¥a list or set of the syntactic construcin this case, a program variable),
and furthermore we writ& X for the list of typed variable declaratiofs x1;. .. ; T X» Where we assume
that the length of the two list§ andx is the same. The typeE are the basic typ8ool of Boolean
expressions, the empty interfadey, the names of the declared interfaces, and group ty@esup(I)
which state that a group supports thelsef interfaces. The use of types is further detailed in Sacsio
including the subtyping relation and the type system.
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Interface declarations IFassociate a namlewith a set of method signatures. These method sigha-
tures may be inherited from other interfades they may be declared directly 8g A methodsignature
Sgassociates a return ty@ewith a namem and method parametexsvith declared types.

Class declarations Clhave the forncl ass C(T X)i npl enents | {T; X1;{T2 Xz;s}; M} and asso-
ciates a class nan@to the services declared in the interfaces$n C, these services are realized using
methods to manipulate the fields of typesT;. The constructor blocK T, Xz;s} initializes the fields,
based on the actual values of the formal class parantetéiypesT. Remark that the constructor block
is executegsynchronouslyConsequently, it can be used to trigger concurrent aietd/gtarting in a new
instance of a class. The methddshave a signatur8gand a method bodyT X; s;return X; } which
introduces acopewith local variablesk of typesT where the sequence of statemesisexecuted, after
which the expressioais returned to the client.

The expressions ef the kernel language consist of Java-like expressionsefiing program vari-
ablesx, method callsx.m(X) where the actual method parameters are give,tand object creation
new C(X) where the actual constructor parameters are giver ethod calls are synchronous and in
contrast to Java all method calls are synchronized; i.allerdlocks until a method returns and a callee
will only accept a remote call when it is idle. For simpligithe kernel language supports self-calls but
not re-entrance (which could be addressed using threatitideras in Featherweight Java [14]). In addi-
tion, we consider two expressions which are related to seoriented softwareiewgr oup dynamically
creates a new, empty group which does not offer any sercietenvironmentService discovergnay
be localized to a named groypthe expressioacquire | i n y except X finds some groug or objecto
such thag or o offers a service better thdn(in the sense of subtyping) and such tgair o is not in the
setX. If thei n y clause is omitted, then the service providar o may be found anywhere in the system.

Thestatements ef the kernel language include standard statements sush psassignmentz = e,
sequential compositios;; s, conditionals, anahi | e-loops. To simplify the kernel language, we keep
a flat representation of expressions; i.e., expressions eugsssigned to program variables before they
can be used in other statements. Service interfaeesdynamically exportedhrough a grougy by the
expressiorxj oi ns yas I, which states that object or groxps used to implement the interfaces the
groupy. Consequentlyy will support the interfaces afterx has joined the group. Objects and grovps
may try to withdraw service interfacé$rom a groupy by the expressior| eaves yas | {s;} el se {}.
Withdrawing interfaces from a group can lead to runtime pkoes which need to be handled either by
the client or by the service provider. In our approach, theepkion is handled on the server side; i.e.,
withdrawing interfaces from y only succeeds iff continues to offer all the interfaces bf exported
by other objects or groups. Thus, removals may not affectytpe ofy. If the removal is success-
ful then branchs; is taken, otherwises, is taken. In addition, the language includes the statement
XsubtypeO |y {s1} el se {S;} which is used ta@uerya known groupx about its supported interfaces.
The statement works like a conditional and branches theudirecdepending on whether the query suc-
ceeds or not. I offers an interface better thdn the expanded knowledge of the groxpecomes
available through the variabiein the scope of the statemerss If x does not offer an interface as good
asl, the brancts;, is taken. Remark the introduction of a new name for the grosjle the scope, which
ensures that the knowledge of the extended type is local.syByactic sugar, the variabieneed not
appear in the surface syntax).

2.2 Example

We illustrate the dynamic organization of objects in grobgsan example of software which provides
text editing support (inspired by [22]). This software poms two interfacesspel | Checker allows
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Syntactic Categories. Definitions.
C:Class name P == ITFCL{TXxs}
| :Interface name T = Bool|Any|l |G oup(T)
T:Type name IF == interfacel extends I{Sg}
m: Method name CL == classC(Tx)inplenentsT {Tx{T x;s}; M}
Sg = Tm(TX)
M == Sg{Tx sreturnx}
e = x|xm(xX)|newC(x)|newgroup|acquirel[inx except x
s = skip|x=e|ss|if x{s} el se{s}|whil e x{s}

| xjoinsxasT|xleaves xasT| {s} el se {s}
| xsubtypeO Ix{s}else {s}

Figure 1: Syntax of the kernel language. The type namiglude interfaces namésandBool. Square
brackets [] denotes optional elements.

the spell-checking of a piece of text abdcti onary provides functionality to update the underlying
dictionary with new words, alternate spellings, etc. Agestn an underlying shared catalog of words,
these two interfaces need not share state and may be impkxiiey different classes. Let us assume
that the overall system contains several versior@ of i onary, some of which may have an integrated
Spel | Checker. Consider a class implementing a text editor factory, whiginages groups implement-
ing these two interfaces. The factory has two methedgeEdi t or dynamically assembles such soft-
ware into a text editor group am@pl aceDbi ct i onary allows thebi ct i onary to be dynamically replaced
in such a group. These methods may be defined as follows:
G oup(Spel | Checker, Di ctionary) makeEdi tor() {
G oup(D) editor; Spell Checker s; Dictionary d;
editor = newgroup;
d = acquire Dictionary except enptyset;
d subtypeOF Spel | Checker ds {
ds joins editor as Dictionary, Spell Checker;
} else {
d joins editor as Dictionary;

s = new Spel | Checker();
s joins editor as Spell Checker;

return editor;

}

voi d repl aceDi cti onary(G oup(Spel | Checker, Di cti onary) editor, Dictionary nd){
Di ctionary od;
nd joins editor as Dictionary;
od = acquire Dictionary in editor except nd;
od | eaves editor as Dictionary {skip;} else {skip;};
return;

}

The methodrakeEdi t or acquires a top-level servigewhich exports the interfada ct i onary (since
there is na n-clause in theacqui r e-expression). It also supports thepel | Checker interface, we let
d join the newly created grougdi t or asbothbDi cti onary andSpel | Checker. Otherwised joins the
edi tor group only asi ctionary. In this case a newgpel | Checker object is created and added to
the group aspel | Checker. Remark that we assumed the presence of sewetal onary services in
the overall system, otherwise the initiadqui r e-expression may not succeed and execution could be
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(T-CALL)

o (T-NEw)
(T-VAR) Frex:T TEx:T Fix esC) C<|
_ X: <
MEx:T(x) matchm,T,T')  retTypdT',m) =T pyp
— rEnewC(x): |1
Mr=xmx): T
T-ACQUIRE T-Sus
(T-GrRoOUP) ( Q ) ( )
-y:Goup(S T<T' TreT
I - newgr oup : Gr oup(0) - -
r-acquirelinyexcept x:l Fr-e:T’

Figure 2: The type system for expressions.

blocked at this point. The kernel language could be extebgiedmore robust version atqui r e which
uses branching (similar teubt ypef); in fact, inside a groum, robustness may be obtained by first
checking for the existence of an interfdcim g usingsubt ype and then binding to the object or group
implementingl in g usingacqui re.

The method epl aceDi cti onary will replace thebi cti onary service in a text editor group. First
we add the nevmi ct i onary servicend to theedi t or group and then we fetch the old serviaein the
group by means of ascqui r e, where theexcept -clause is used to avoid binding to the new servige
Finally the old servicend is removed a®i cti onary in the group by a eave statement. The example
illustrates group management by joining and leaving meshanas well as service discovery.

3 A Type and Effects System

The language distinguishes behavior from implementatipnsising an interface as a type which de-
scribes a service. Classes are not types in source progfaniass can implement a number of service
interfaces, so its instances can export these servicegetd| A program variable typed by an interface
can refer to an instance of any class which implements thetfate. A group typed b oup(l) ex-
ports the services described by thelset interfaces to clients, so a program variable of typeay refer

to the group ifl € 1. We denote byAny the “empty” interface, which extends no interface and desla
no method signatures. A service described by an interfageamasist of only some of the methods
defined in a class which implements the interface, so integfdead to a natural notion of hiding for
classes. In addition to the source program types used byrtlgggmmer, class names are used to type
the self-referenceé hi s; i.e., a class name is used as an interface type which exglbitise methods
defined in the class.

Subtyping. The subtype relatior is defined as the transitive closure of the extends-relatiomter-
faces: ifl extends) andJ’ < J orJ' = J, thenl < J. Itis implicitly assumed that all interfaces extends
Any, so we letl < Any for all I. A group typeG oup(S) is a subtype of if there is some) € Ssuch that

J <1, andG oup(S) < Group(S) if for all J € S there is somé € Ssuch that < J. We extend the
source language subtype relation by letting a class be gilof all its implemented interfaces. The
reflexive closure oK is denoted<.

Typing contexts. A typing contextl" binds variable names to types. [ifis a typing contextx a
variable, and a type, we denote bgom(I") the set of names which are bound to typeE ifthe domain
of ) and byl (x) the type bound tox in I'. Define theupdatel [x — T] of a typing context™ by
Mx— T](x) =T andl [x+— T|(y) = (y) if y # x. By extension, iik andT denote listsx, ..., %, and
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(T-Sk1P) (T-AsSIGN) (T-RETURN) (T-CoMPOSITION)
-SKIP
FE ski K M-e:r(x) MN-s:ok{A)y ToAEX:T MEs:ok(A1)  Tolg ks :ok{Ay)
skip:o
P M-x=e:ok Fr=sreturnx:T 58 ok{A10Ap)
(T-CONDITIONAL) (T-WHILE)
F(x)=Bool Tksi:ok(A1) THsp:ok(A2) I(x) =Bool T s:ok(A)
Feif x{si}el se{s}:0k(A1NAy) I =whi | e x{s}: ok{A)
T-LEAVE
(T-JoIN) ( )

r(x)<T T(y)=Goup(S
Mtsi:ok(A1) T HEspiok(Ag)
r-xleaves yas T {s;} el se {s}:0k(A;1NAy)

locally) T(y)=Goup(S I(x)<I
I+xjoinsyas T:ok{y— G oup(SUT))

(T-INSPECT) (T-METHOD)
r(x)=Goup(S y¢domr) M=TR=T,X =T
Fly— G oup(SU{I})]Fsi:ok(A1) T Fsy:o0k(Ag) MEsreturne:T"(A)
FExsubtypedt Iy {s;} el se {s}:0k(A1NA2) =T m (T X){T’ X;sreturn x}: ok
(T-CLAsS) (T-PROGRAM)
[ [thisi—» C, %z +— T2] - M : ok Mx— T]+Fs:ok(A)
C<T TrJthis— C, Xz — T2.XT +— T1,%3 +— T3] - S: 0k (A) VYCLeCL-T+CL:ok
I+class C(Ty x7) i mpl enent s T {T; Xz;{T3 X3;s};M} : ok I+=1F CL {T x;s}: 0k

Figure 3: The type and effect system for statements, metlotatses, and programs.

Ti,..., Th, we may writel [R— T| for the typing context [x3 — Ti]... [Xn — Ty] andl" [Xg — T1, %z — T
for I'[xXg — T1)[Xz — T]. For typing context§ ; andl,, we defind™; o, such thaf 1 oM (X) = [(X) if
x € domy) andlMolMa(x) = 1(X) if x¢& dom(T ).

For typing context$ ; andl, we define thentersectionl 1Ny by F1NIM2(X) =T if T is the best
type such thaf'1(x) = Ty, M'2(X) =T, andTy X T andT, < T. In particular, we havé 1 NIM2(X) =
G oup(SNS) if M (x) = G oup(S) andlNz(x) = G oup(Sy).

The Type and Effect System. Programs in the kernel language are analyzed using a typefteu
system (e.g., [2,19, 24]). The inference rules for expoessare given in Figure 2 and for statements,
methods, classes, and programs in Figure 3.

Expressionsare typed by the rules in Figure 2. LEtbe a typing context. A typing judgment
I - e: T states that the expressierhas the typd if the variables ire are typed according tb. By T-
VAR, variables must be typed In Method calls to a methowoh on a variablex are typed tal if x has the
(interface) typ€el’ such that the typ€E of the actual parametexgjive a match fomin T’ with parameter
typesT and the declared return type wfin T" is T. In T-NEw, new C has typel if the types of the
actual parameters to the class constructor can be typed tiettiared types of the formal parameters of
the class, by means of the auxiliary functiptypes and the class implementsexpressed b€ < |. We
omit the definitions of the auxiliary functiomaatchandretTypehere, these are straightforward lookup
functions on the program’s interface table which perfore tiiatching and retrieve the return type of a
method in a class, respectively. Similanbtypesretrieves the types of the formal parameters to a class
in the program’s class table. By TR®UP, a new group has the empty group type (with no exported
interfaces). By T-&AQUIRE, service discovery has the obvious type, if successful. preenise of the
rule is omitted if the statement has ne-clause. Rule T-8B captures subtyping in the type system.
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Statementsire typed by the rules in Figure 3. LetandA be typing contexts. A typing judgment
I - s: ok(A) expresses that the statemeris well-typed if the variables i$ are typed according to
I and that the typing context for further analysis should baliffexd according to theffectA. Empty
effects are omitted in the presentation of the rules. Thimtypf statementski p andx = e are standard.
These judgments have no effects. The statemenirn X has a return type and is typed in the effect
of typing the statements of the method body. The use of sffeah be seen in rule TEPOSITION,
where the second statement is type checked in the typingxiomiodified by the effect of analyzing the
first statement, and the effects are accumulated in the wsinal of the rule. Rules T-GNDITIONAL
and T-WHILE propagate effects from the subexpressions; in the caseCQifNBITIONAL the resulting
effect is approximated by taking the intersection of the&# of the branches. By ToiN, when an
object joins a grouy and contributes interfaceégo y, the effect is that the type gfis extended with the
interfaced . Note the requiremenbcal(y), which expresses thgtmust be a local variable in the scope
of the method being analyzed. (We omit the definition, whichgain a lookup in the class table of the
program). Without this restriction, a field could dynamigaxtend its type, resulting in an unsound
system; e.g., an assignmenie in a statically well-typed method could become unsoundéftilpe of
f were extended. However extending the typaf a local variable which copies the valuefofo a type
T and assigning the result back to a fieldis allowed, as’ would need to be of the extended type
andf would remain of typer as required by the other method. (For comparison, the nemdéction
to local variables is handled differently in the query staatsubt ypeO , which introduces a fresh local
variable.) Rule T-IEAVE shows that leaving a group has no effect on the typing congext the effects
of the two branches are treated as for the conditional. RuleSPECTshows how the typing context is
extended with a new variablewhich extends the type of the growor the scope of the branch. The
overall effect is again the intersection of the effects eftihvo branches.

Programs, classes, and methods are typed in the standardMatlyods do not have effects, which
reflects that effects are constrained to local variablddénsethods. Likewise, classes and programs do
not have effects. (For simplicity, the standard type chaglif interface declarations is omitted in the
presentation.) The body of a class constructor and the mathad of a program may have the same
effects as the body of a method.

4 Operational Semantics

The runtime syntax is given in Figure 4. A runtime configuratcn is either the empty configuration
€ or it consists of objectsbj and groupgyrp. Groupsgrp have an identityg and contain a sedxport
of interfacesl associated with the objectsimplementing them. Objectsbj have an identityo, a state
o, and a staclp of processeproc. When an object has processes to execute, it executes itesprat
the top of its stack. The stack grows with self-calls andritsriat method returns. The empty stack is
denoteddle. A stateo maps program variablesto their typesT and values/. A processproc can be
error or it has a local state and a sequencgr et ur n x; of statements to be executed. The expression
wai t (o,m) encodes dock, expressing that the object is waiting for the return valbienethodm in
another objeco (or on an auxiliary self-call). Valuesinclude object and group names, and Booleans.
The operational semantics is given by rules in the style d $1], reflecting small-step semantics.
Each rule describes one step in the execution of an objecicient execution is given by standard SOS
context and concurrency rules (not shown here), and we a&sagsociative and commutative matching
over configurations (as in rewriting logic [7]). Thus obg&xecute concurrently, with the following
exceptions: The rule for synchronous remote calhi(C1) refers to both the caller and callee objects
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Syntactic Categories. Definitions.
g: Group name cn = g|grp|objjcn cn
0: Object name grp = g(expor)
export = {0:l}|exportUexport
obj = o(o,p)
p == idle|proc|proc;p
proc = m{o]|sr}|error
g = x—=(T,v|ooo
e = wait(om)]...
sr = s|sreturnx;
v = o|g]true|false

Figure 4: The runtime syntax, extending the language syfiotaexpressiong and statements

and therefore the two objects musstnchronizeand the caller will be blocked by theni t statement.
Furthermore rules involving an object and a group will lobk group in question, thereby disallowing
concurrent execution of other objects involving the sanoeigr This is crucial in thedin and LEAVEL
rules forj oi ns and! eaves, which may actually modify the group.

We define the lookup of a program variablén a statec by o(x) = (T,v), with the projections
o' (x) =T andgV (x) = v. Thus, for a state, o' gives the associated mapping of program variables to
their types anar¥ the mapping of program variables to their values. TherSule is standard and states
that a skip has no effect. The effect of assignment is dividixmtwo rules, AsSIGNL for local variables,
updatingl, and AssIiGN2 for fields, updatinga. In the rule New-GRoup, a globally unique group
identifier is found byfresh(g). Then an empty group with this identifier is added to the camégon.
The two rules ©ND1 and GND2 handle the two cases of the conditional statement.

Method callsare handled by €LL 1 for calls to other objects, AL 2 for self calls, and &LL 3 for
calls to groups. When a call is made to another objectAnld, the called object must be in adle
state. The caller blocks until the generatedlt statement can be executed. In et statement, the
callee and method name are recorded, which allows the rartijyre system to infer the proper type
of the return value from methoeh in the proper class. Ldiind(m,C,v) denote the process resulting
from the activation of methochin C, in which| maps the parameters ofto their declared types and
valuesv, and the local variables to their declared types and defaliltes. The callee gets the process
bind(m,C, (ac 1)V (y)), whereC is the class of the callee, pushed onto its process gtacWith self
calls in CaALL 2, the process stack cannot be idle, butiat statement replaces the call statement and an
instance of the called method is pushed to the stack.An.@, a call to a group is reduced to a call to a
group or an objecinsidethe callee which exports an appropriate interface to thamr8y appropriate
we mean that the called method is supported by the interfaca#lly, m € mtd(l)). RETURN1 handles
returns from remote calls. Here the blocking t statement is replaced by the returned value. Returns
from self calls are handled in a similar way by th& RIRN2 rule. (Remark that the generalization
to concurrent objects with asynchronous calls and futwsestraightforward as in [6, 15] whereas the
extension to multi-threaded programs would require reagtock as in [14]).

The new statement is handled by theeM-OBJECT rule, wherefresho’,C) asserts that' is a new
name in the global configuration such tledassOf0’) = C. An object with this name is created. The
mappingatts(C,v) maps the declared fields of claSgo their declared types and default valutss to
C, and the class parameters to declared types and actuasvdlbe procesait(C) corresponds to the
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init-block of C, which instantiates local variables to their declared syaed default values. The process
of the new object is the initial process of its class. Noté #mainit-block is executed independently from
the creator, so it may triggerctive behavigrfor instance, the init-block can call a run method.

The rule dIN extends the knowledge of a group with the new interfaces franobject’s perspective
and correspondingly extends thrportsset from the group’s perspective. Service discovery is leghd
by the ACQUIRE rule. Theacqui re expression is replaced by a valugwhich is an object or group
identifier satisfying the n andexcept clauses. If the n clause is omitted from the expression, then the
premise(ac )V (y) = g is omitted from the rule. Note that this rule will block if noatching object or
group exists. This could be solved by either returningl (by means of a global check) or by adding
anel se branch similar to those in QERY1 and QUERY2. Within the kernel language, the existence of
a matching object or group inside a group can be checked tlsenguery mechanisms.

Thel eaves statement is handled by the rulegAvel for a successful leave and=hve2 for an
unsuccessful one. A group or objectnay leave a group successfully if the group provides the same
interface support without. To determine this, we use the functiomf (export) which returns a set con-
taining the interfaces of all the pairséxport removing redundant information. An entry is redundant if
a subtype of the entry is present in the set. The type of thepgiloes not change byl aaves statement
and hence the object does not need to update informationt #i®group. The branches or s, are
chosen depending on the success. The rulesr1 and QIERY2 handle the branching statement that
checks if a group exports a given interface. If the test sete¢hen a fresh variableis introduced and
is only visible ins;. The type of this variable is the union of what the curreneobplready knew about
the group and the new informatidn|f the test fails thes, branch is chosen by QERY2.

The initial state.For a progranP = IF CL {T X;s}, we define the initial state to b#e, main{X -
(T,defaul{T))|s; }) whereo is such thafresh(o,Main).

5 Type Safety

This section extends the type system of Section 3 to runtonégurations and shows that the execution
of well-typed programs remains well-typed.

5.1 Well-Typed Configurations

The extension of the type system to runtime configuratiorgivien in Figure 6. The typing context
I" stores the types of all constant values (object and grouptitaes) at runtime. By RTT-ONFIG, a
configuration is well-typed if all objects and groups arelvigbed. By RTT-GROUP, a group is well-
typed if all the objects which export interfaces through gineup implement these interfaces (checked
by RTT-Expsand RTT-EP). By RTT-OBJECT, an object is well-typed if its class is its typelinand

its state and stack are well-typed in the context of the tygbdise fields. Substitutions (the state of fields
and local variables) are checked by RTU&S and RTT-%B. The stack is well-typed by RTTa8ck

if all its processes are well-typed by RTTREC; i.e., the state of local variables and the method k&rdy
are well-typed. Observe that due to the query-mechanisimedéihguage, the types of program variables
in two processes which stem from activations of the sameodethay differ at runtime. For this reason,
the typing context used for typing runtime configurationsra# rely on the statically declared types of
program variables. This explains why RT R&cextendd™ with thelocally stored typing information'l

to type checkY andsr. The effects of the static type system are not needed hetlegyasare reflected by
how the operational semantics updates this local typerimdtion. For consistency in the presentation,
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(ASSIGNL) (ASSIGN2)
(SkiIP) x € dom(l) x ¢ dom(l)
o(a,m{l | ski p;st};p) ITx) =T (aol)V(y)=v ax)=T (acl)V(y)=v

A Type-Safe Model of Adaptive Object Groups

(NEW-GROUP)
fresh(g)

— o(a,m{l | sr};p)

o(a,m{l[x+— (T,v)] | sr};p)

(ConD1)
(@) (x)

o(a,ml | x=y;sr};p) —

(ConD2)
~(aoh)V(x)

olamflfif x{si1} el se {sx};sr};p)
— (o(a,m{l|st;sr}; p)

(CALL1)
(aoh)V(y)=d classOfd’)=C
pr = bind(m,C, (ao )V (y))

olam{l|if x {si} el se {s};sr};p)
— o(a,m{l|s;sr}; p)

(CALL2)
(aol)V(y)=o0 classOfo) =C
pr = bind(m,C, (ac 1)V (y))

o(a,m{l | x=newgr oup;sr}; p)
—o(a,m{l [x=g;sr};p) g(0)

o(a,m{l [x=y;sr};p) —
o(ax— (T,v)],m{l | sr};p)

(WHILE)
o(a,m{l |whil e x {s1};sr};p)
—oam{l |if x{s1; whilex{s1}}
el se {ski p} ;sr};p)

(CALL3)

(@oh)V(y)=g
v:l eexports memtdl)

o(a,m{l | x=y.m(y);sr};p) o'(d,idle) —
o(a,m{l | x=wai t (0/,m);sr};p) (&, pr)

(RETURN1)

(achV(x)=v p=idle

ofa,m{l | x=ym(y);sr}ip) —+
o(a, pr;m{l | x=wai t (o,m);sr}; p)

(RETURN2)

(aochV(x)=v

o(am{l |[returnx};p)
o@,m{l'|ly=wait (o,m);sr};p’)
—o(a,p) o@,m{l'|ly=v;sr};p’)

(JoIN)
(@aol)V(x)=v

T =G oup(SUT)

I(y) = (Group(S),9)
export$ = |J, ;{v: I} Uexports

o(am{l [returnx};
m'{l" | y=wai t (o,m);sr};p)
—o(am{l' |y=v;sr};p)

(ach)V(y)=g

(v:J) € exports

o(a,m{l | x=ym(y);sr};p) g(exports
— o(a,m{l | x=v.m(y);sr};p) g(exporty

(NEW-OBJECT)
fresho/,C)  pr=init(C)
a = atts(C, (aol)V ()

o(a,m{l|x = new C(x);sr}; p)

— o(a,m{l|x =0d';sr};p) o' (&,pr)

(ACQUIRE)

<1 vé (ao)V(X)

o(a,m{l|x j oi ns y as T;sr};p) g(exporty
—o(am{lly — (T,g)][sr};p) g(exports)

(LEAVEL)

(@oh)V(y)=g
exportd = exports\ U {v: I}

(@ol)V () =v

intf (exportg = intf (exports)

o(am{l |[x=acquire |l inyexcept X;sr};p) g(exporty

— o(a,m{l | x=v;sr};p) g(exporty

(@aoh)V(y)=g
exports$ = exports\ U, r{v: I}

(LEAVE2)
(ach)V(x) =v

intf (exportg # intf (exports)

o(a,m{l|x | eaves yas I {s1} el se {s;};sr};p) g(exporty
— o(a,m{l|s1;sr}; p) g(exports)

(QUERY1)
y ¢ dom(aol)

aol(x) = (Group(S),g)

o :Jeexports J<I

o(a,m{l|x | eaves yas I {s;} el se {s;};sr};p) g(exporty
— o(a,m{l|sz;s7}: p) g(exporty

(QUERY2)

(@aol)V(x) =g G oup(intf (exportg) £ 1

o(a,m{l|x subtypeOf 1y {s1} el se {sp};sr};p)

g(exporty

— o(a,m{l[y — (G oup(SU{l},9))]|s1;sr}; p) g(exporty

o(a,m{l|x subt ypeOf 1y {s1} el se {sp};sr};p)

g(exporty

o(a,m{l|sp;sr}; p) g(exporty

Figure 5: The operational semantics.
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(RTT-EmMPTY) (RTT-IDLE) (RTT-WAIT) (RTT-DEF)

Ie:ok Mtidle:ok I ~wai t (o,m) : retTypéclassOfo), m) It defaul{(T): T
(RTT-CONFIG) (RTT-GROUP) (RTT-EXP) (RTT-SuB) (RTT-SuBS)
M-cn:ok Tken:ok I F exports: () leS T(o)=<I FEv:ir(x) M-a:ok Tr+a:ok
Icncrd:ok I - g(exports : ok FFo:l:Goup(S MEx—v:ok IFaod :ok

(RTT-OBJECT) (RTT-EXxPS) (RTT-PrROC) (RTT-STACK)
M=roa T[’+a’:ok I+ exports: G oup(S) IM"=rolT TI(thisf=C I +proc: ok
classOfo) = (o) ['+p:ok I+ exports: G oup(S) rM=1V:ok Tt sr:retTypdC,m) r-p:ok
I+o(a,p):ok I" - exportsJexports : G oup(S) IEmfl|sr;} : ok I - proc; p : ok

Figure 6: The runtime type system.

the typing of fields is represented in the same way, altholgbet types are not altered by the execution.
The rules from the static type checking are reused as apatepr

5.2 Subject Reduction

The type system guarantees that the typfeddsin an object never changes at runtime (in particular, re-
call the restrictioriocal(y) in rule T-JoIN). This allows us to establish in Lemma 1 from the static tgpin
of methods in well-typed programs that method binding, dcassful, results in a well-typed process at
runtime. To show that ther r or process cannot occur in the execution of well-typed progransuf-
fices to show that substitutions are always well-typed. Lan@rshows that this is the case for the initial
configuration and Lemma 3 shows that one execution steprpessauntime well-typedness. Together,
these lemmas establish a subject reduction theorem foattgridge, expressing that well-typedness is
preserved during the execution of well-typed programs angairticular that method binding always
succeeds. Heress denotes the reflexive and transitive closure of the redacttation— .

Lemma 1 Assume that a well-typed program has a class C which definestfaochm with formal para-
metersx of typeT and return type T. Let o be an object such that clagsOf C andl™ +o(a, p) : ok.
If F-v:T,thenl oa’ - bindm,C,v) : T.

Lemma 2 Let P be a program such th&t- P : ok and let cn be the initial state of P. Thér- cn: ok.
Lemma 3 If [ - cn: ok and cn— cnf then there is &’ such that™ - cn' : ok andl" C I,

Theorem 1 (Subject reduction) Letl" - P and let cn be the initial runtime state of P. If encnl then
there is al”’ such that™ - cn’ : ok andl" C I

6 Related Work

Object orientation is well-suited for designing small snithich encapsulate state with behavior, but
does not directly address the organization of more compdévare units with rich interfaces. Two
approaches to building flexible and adaptive complex safivegystems involve, independently, object
groups and service discovery. Our work unifies these twoaggbres in a formal, type-safe setting.

The most common use of object groups is to provide replicagedices in order to offer better fault
tolerance. Communication to elements of a group is via asti This idea originated in the Amoeba



12 A Type-Safe Model of Adaptive Object Groups

operating system [16]. The component model Jgroup/ARM §igjpts this idea to provide autonomous
replication management using distributed object groups.this setting, members of a group main-
tain a replicated state for reasons of consistency. The &n@Aactive object programming model [3]
supports abstractions for object groups, which enableggcommunication—via method call—and var-
ious means for synchronizing on the results of such methlig} sach as wait-for-one and wait-for-all.
ProActive is formalized in Caromel and Henrio’s Theory offibuted Objects [4]. These notions of
group differ from ours in two respects. Firstly, in these mgghes communication with groups is via
multicast, whereas in our approach each message will beededi to exactly one object, and secondly,
in the formal theory, groups are fixed upon creation. Funtiwege, there is no notion of service discovery
associated with groups.

Object groups have been investigated as a modularizatibfouobjects which is complementary to
components. Groups meet the needs of organizing and desctiie statics and dynamics of networks
of collaborating objects [18]; groups can have many threddsntrol, they support roles (or interfaces),
and objects may dynamically join and leave groups. Lea [i83¢nts a number of common usages for
groups and discusses their design possibilities, insjiced CORBA. Groups have been used to provide
an abstraction akin to a notion of component. For exampl@racle Siebel 8.2 [8], groups are used as
units of deployment, units of monitoring, and units of cohtwhen deploying and operating components
on Siebel servers. Our approach abstracts from most of thetads, though groups are treated as first
class entities in our calculus.

Another early work on groups is ActorSpaces [1], which camabActors with Linda’s pattern match-
ing facility, allowing both one-to-one communication, micést, and querying. Unlike our approach,
groups in ActorSpaces are intensional: all actors with #mesinterface belong to the same group. Fur-
thermore ActorSpaces support broadcast communicatiorgtowgp, which has not been considered in
this paper as it would differentiate communication with doject and with a group. Compared to our
paper, these works do not give a formalization of group bienar discuss typing.

Object groups have further been used for coordination magoFor example, CoLaS [9] is a coor-
dination model based on groups in which objects may join aasld groups. CoLaS goes beyond the
model in our paper by allowing very intrusive coordinatidmuessage delivery based on a coordinator
state. In our model, the groups don’t have any state beyomdttiie of their objects. Similar to our
model, objects enroll to group roles (similar to interfgceésowever, unlike our model objects may leave
a group at any time, and the coordinator may access the $tpéetiwipants. The model is implemented
in Smalltalk and neither formalization nor typing is dissed [9]. Concurrent object groups have also
been proposed to define collaborating objects with a sifgésat of control in programming and model-
ing languages [15,23]. Concurrent object groups do not fiwrgity and function as runtime restrictions
on concurrency rather than as a linguistic concept.

Microsoft's Component Object Model (COM) supports quegyancomponent to check whether it
supports a specific interface, similar to the query-meamardonsidered in this paper. A component in
COM may also have several interfaces, which are indeperafezdch other. In contrast to the model
presented in our paper, COM is not object-oriented and tiegfates of a component are stable (i.e., they
do not change). COM has proven difficult to formalize; Pucekvelops\ ©©M [22], a typedA -calculus
which addresses COM components in terms of their interfao®s discusses extensions to the calculus
to capture subtyping, querying for interfaces, and agdiega

A wide range of service discovery mechanisms exist [13]. Phegramming language Ambi-
entTalk [10] has built-in service discovery mechanismgggrated in an object-oriented language with
asynchronous method calls and futures. In contrast to odk,wanbientTalk is an untyped language,
and lacks any compile time guarantees. Various works fasedhe notion of service discovery [17],
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but they often do so in a formalism quite far removed from tiaadard setting in which a program using
service discovery would be written, namely, an objectrugd setting. For example, Fiadeiro et al.’s [11]
model of service discovery and binding takes an algebrailogaaph-theoretic approach, but it lacks the
concise operational notion of service discovery formalize our model. No type system is presented
either.

Some systems work has been done that combines groups aiwkssecovery mechanisms, such as
group-based service discovery mechanisms in mobile adibteorks [5, 12]. In a sense our approach
provides language-based abstractions for a mechanisrthlikeexcept that ours also is tied to interface
types to ensure type soundness and includes a notion ofsexelto filter matched services.

Our earlier work [6] enabled objects to advertise and reirdgerfaces to which other objects could
bind, using a primitive service discovery mechanism. A gromechanism was also investigated as a way
of providing structure to the services. In that work sersiegre equated with single objects, whereas in
the present work a group service is a collection of objecporing their interfaces. In particular, this
means that the type of a group can change over time as it cansepport more functionality.

The key differences with most of the discussed works is thaintodel in this paper remains within
the object-oriented approach, multiple groups may implerae advertised service in different ways, and
our formalism offers a transparent group-based serviceodesy mechanism with primitive exclusion
policies. Furthermore, our notion of groups has an impéioid dynamically changing interface.

7 Conclusion

The paper has proposed a formal model for adaptive servieated systems, based on a notion of
object-oriented groups. We develop a kernel object-ceirdinguage in which groups are first-class
citizens in the sense that they may play the role of objeats; & reference typed by an interface may
refer to an object or to a group. A main advantage is that ongauobect several objects into a group,
thereby obtaining a rich interface reflecting a complexiserwvhich can be seen as a single object from
the outside. Although objects in our language are restfittteexecuting one method activation at the
time, a group may serve many clients at the same time due ¢éo aumcurrency.

In contrast to objects, groups may dynamically add supgporafn increasing number of interfaces.
The formation of groups is dynamijgin andleaveprimitives in the kernel language allow the migration
of services provided by objects and inner groups as well #iwaee upgrade, provided that interfaces
are not removed from a group. An object or group may be partedral groups at the same time. This
gives a very flexible notion of group.

Adaptive object groups are combined with service discobgmneans ocquireandsubtypeOfcon-
structs in the kernel language, which allow a programmeiigcoder services in an open and unknown
environment or in a known group, and to query interface sttpgiba given object or group. These
mechanisms are formalized in a general object-orientdthgebased on experiences from a prototype
Maude [7] implementation of the group and service discoyeiyitives. The presented model provides
expressive mechanisms for adaptive services in the sattiogject-oriented programming with modest
conceptual additions. We have developed an operationarst@s and type and effects system for the
kernel language, and show the soundness of the approachrbgfeoptype-safety.

The combination of features proposed in this paper suggfest®ur notion of a group can be made
into a powerful programming concept. The work presentechis paper may be further extended in
a number of directions. The overall goal of our work is to gtaoh integration of service-oriented
and object-oriented paradigms based on a formal foundatiorfuture work, we plan to extend the
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proposed kernel language to multi-thread concurrency amty $n more detail how different usages of

object groups such as replication, resource, and acceapgfeee, e.g., [18]) may be captured using
the proposed primitives. It is also interesting to studyitiiegration into the kernel language of more

service-oriented concepts such as for example error padjpacand handling, as well as high-level group
management operations such as group aggregation.
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Session types have been proposed as a means of statically verifying implementations of communi-
cation protocols. Although prior work has been successful in verifying some classes of protocols, it
does not cope well with parameterized, multi-actor scenarios with inherent asynchrony. For example,
the sliding window protocol is inexpressible in previously proposed session type systems. This paper
describes System-A, a new typing language which overcomes many of the expressiveness limitations
of prior work. System-A explicitly supports asynchrony and parallelism, as well as multiple forms
of parameterization. We define System-A and show how it can be used for the static verification of a
large class of asynchronous communication protocols.

1 Introduction

Session types [27] are a means of expressing the order of messages sent by actors [1] (or processes). In
particular, session types can be used to statically check if a group of processes communicate according
to a given specification. In these systems, a global type specifies the permissible sequences of messages
that participants may exchange in a given session, as well as the types of these messages. The typing re-
quires the programmer to provide the global type. A projection algorithm then generates the restrictions
implied by the global type for each participant. Such restrictions are called end-point types or local types
and describe the expected behavior of individual participants in the protocol. The actual program code
implementing the participant behavior is checked for conformance against this localized behavior speci-
fication. We are interested in generalizing prior work on session types to typing coordination constraints
on actors, which can then be enforced e.g. with Synchronizers [19, 20, 17] or other ways [30].

This requires addressing two limitations of previous work. First, session types do not (directly)
support asynchronous events; asynchronous communication leads to delays which require considering
arbitrary shuffles. Second, we wish to consider parameterized protocols. For example, consider two
actors communicating through a sliding window protocol: the actors agree on the length of the window
(i.e., the number of messages that may be buffered) and then proceed to an exchange of concurrent
messages. Prior work on session types is not suitable for typing protocols like this: the reason for this
deficiency is the fact that their respective type languages depend on other formalisms for type checking
(such as typed A-calculus [3] or System T [25]) and these formalisms do not support a parallel construct.

Contributions. We overcome many of these shortcomings by developing System-A, a new system for
expressing types for multi-party interaction that does not depend on other formalisms for type check-
ing. The main contributions are (a) parameterized constructs for expressing asynchrony, parallelism,

Natallia Kokash and Anténio Ravara (Eds.): 11th International Workshop on
Foundations of Coordination Languages and Self Adaptation (FOCLASA’12)  (© M. Charalambides, P. Dinges & G. Agha
EPTCS 91, 2012, pp. 16-30, doi:10.4204/EPTCS.91.2
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sequence and choice (Section 4), (b) a projection mechanism to provide type constraints on individual
actors (Section 5), (c) the conditions under which conformance of the latter with the global type is assured
(Sections 7, 8) and finally (d) we show that structural equivalence of types is decidable in System-A, by
proving strong normalization of our local types (Section 6). Proofs of our theorems are included in the
long version of this paper [13].

Limitations. Using the strong normalization result, we can decide whether the local behavior of an
actor follows the protocol. However, this result relies on a type inference mechanism for the actor’s
behavior (of the sort in Alur et al. [2]). We do not describe such a type inference mechanism in this
article. Moreover, we omit support for session delegation. Finally, our realizability results rely on
structural criteria and are hence conservative rather than precise [4].

2 Related Work

Session types [27, 39, 36, 26] originate from the context of 7-calculi as statically derivable descriptions
of process interaction behaviors. In two-party sessions, they allow us to statically verify that the partici-
pants have compatible behavior by requiring dual session types, that is, behaviors where each participant
expects precisely the message sequence that the other participant sends and vice versa. Extensions to
session types support asynchronous message passing [32] and introduce subtyping [21] for a looser
notion of type compatibility. Session types have been integrated into functional [37, 35] and object-
oriented [16, 29, 23] languages among others, with a wide range of applications including deadlock and
livelock detection [24]. Other extensions deal with evolving system specifications using transforma-
tions [18]. Exception handling, which allows the participants of a protocol to escape the normal flow of
control and coordinate on another, has been considered in [11, 10]. The present article combines three
enhancements to session types that majorly extend their applicability: concurrent multi-party sessions,
parameterized session types, and an enhanced syntax.

Asynchronous Multi-Party Sessions. Many real-world protocols involve more than two participants,
which makes their description in terms of multiple two-party sessions unnatural. To overcome this limi-
tation, Honda et al. [28] extend session types to support multiple participants: a global type specifies the
interactions between all participants from a global perspective. A projection algorithm then mechanically
derives the behavior specification of the individual participants, that is, the local type.

The notion of global type and the associated correctness requirements for projection were first studied
by Carbone et al. [9]; Bonelli’s work on multi-point session types [7] treats multi-party protocols from
the local perspective only. Bettini et al. [6] allow multi-party sessions to interleave and derive a type
system guaranteeing global progress. Gay et al. [22] consider subtyping in presence of asynchrony.

The present article builds on the foundation of a global protocol specification and its projection onto
local behaviors [28]. However, we do not address the question of local type safety and inference of
actual programs, which is a major part of Honda et al.’s work. Furthermore, unlike their approach (but
following Castagna et al. [12]), we simplify the notation for global types by replacing recursion with the
Kleene star and limiting each pair of participants to use a single channel. We introduce an explicit shuffle
operator to preserve the commutativity of message arrivals that can be achieved using multiple channels.
Explicit shuffles also reduce the need for a special subtyping relationship that allows the permutation of
(Lamport-style) concurrent asynchronous events for optimization [31].
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Following Castagna’s global type syntax further, we support join operations. Joins cannot be ex-
pressed in Honda et al.’s global types because of the linearity requirement. However, as Deniélou re-
marks [15], join operations can only describe series—parallel graphs. Protocols such as the alternating
bit protocol that require interleaved synchronization between two processes consequently cannot be ex-
pressed in our global type language. Our choice to not support generic graph structures as global types is
founded on the desire to support parameterization and, at the same time, keep the language understand-
able; it remains unclear to us how to visualize parameterized graphs in an intuitive fashion.

Parameterized Session Types. Our major extension of global types over Honda et al. and Castagna
et al.’s work is the introduction of parameters. The starting point for our parameterization of session
types is the work of Yoshida et al. [38] and Bejleri [5]. Yoshida et al. augment the global types of Bettini
et al. [6] with primitive recursive combinators to obtain dependent types that support the parameterization
of the repetition count and the connection topology. This allows, for example, using a single global type
for a highly participant-count dependent butterfly network. Static verifiability—without instantiating
the type parameters—is maintained by projecting onto parameterized local types that allow syntactic
comparisons. In [14], Deniélou et al. achieve parameterization by means of quantification over behavior
specifications they call roles. Like Bettini et al. and unlike System-A, neither Deniélou et al. nor Yoshida
et al. support arbitrary, concurrency-induced shuffles in their global and local types. While Bettini et al.
regain parallel composition through the interleaving of global types, it is unclear how the results transfer
to the other two approaches.

Modeling of Multi-Party Protocols. Formalisms for describing multi-party communication protocols
have been studied in the context of designing distributed systems and cryptographic protocols. As mod-
eling tools, the formalisms provide ways to check a protocol for desired properties [40], or to synthesize
such protocols [34]. In contrast to session types, the formalisms lack ways to statically verify the compli-
ance of an actual protocol implementation against the specification. Deniélou and Yoshida [15] discuss
session types and their relation to work on distributed systems or cryptographic protocols in greater
depth.

3 Motivation

Formalisms introduced in previous work are not expressive enough to define the types of some interesting
protocols such as the sliding window protocol, a locking—unlocking protocol, and a case of limited
resource sharing. In this section, we demonstrate how the behavior of these protocols can be described
in System-A.

The Sliding Window Protocol. Assume an actor a sends messages of type m to an actor b, which
acknowledges every received message with an ack message. The protocol determines that at most n
messages can be unacknowledged at any given time, so that a ceases sending until it receives another ack
message. In this example, the window size n is a parameter, which means we need a way to express the
fact that n sending—acknowledging events can be in transit at any given instant in time. Following is the
global type of the protocol.

(aLb;bﬂ)a) I (aﬁﬂo;ba—d{)a) -l (aLb;bﬂa)

n times
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a - b denotes that a sends a message of type m to b. Operator ; is used for sequencing interactions. I
is used for composing its left and right arguments in parallel. The Kleene star has the usual semantics
and takes precedence over ||.
The above type can be expressed using the notation of Castagna et al. [12], albeit with a fixed window
size n. In System-A on the other hand, we can parameterize the type in n and statically verify that
n
participants follow the protocol without knowing its value at runtime. Using || to denote the parallel

i=1
composition of n processes, we obtain the following type in our notation:

n m ack *
I (a—>b;b—>a>
i=1

Locking / Unlocking. Consider a set of n processes, each of which needs to acquire exclusive access
to a resource by sending it a lock message. The resource replies with ack, the process uses the resource
and unlocks it by sending an unlock message, at which point the next process can do the same, and so
on. The following type describes the locking—unlocking protocol for a fixed number of processes.

lock ack unlock

lock unlock
(ci —s;8s—crsc1 — )

k
)@ .. @ (cn 58S cpicn =5 s

. . . . . lock k lock
With ® denoting shuffling, this formula expresses that any ordering of the (c; Dsis S ™S s)

events is acceptable. To support a dynamic network topology, the number of participants should be a
parameter. The following is the locking—unlocking example in System-A, where conformance to the
protocol is statically verifiable without knowledge of the runtime value of .

n

lock ack unlock
Qi =S 515 S civei = s)
i=1

Limited Resource Sharing. In this scenario, a server s grants two clients c¢; and ¢, exclusive access
to a set of n resources. At any given point, a maximum of n resources can be locked, but the relevant
lock—ack—unlock messages from both clients can be interleaved in any way. Following is the global type
for this situation:

n lock; ack; unlock; lock; ack; unlock; *
| (c1—=s:;s—ci5¢1 — s@ca—3s;5—>Cr360 —'§
i=1

The parallel composition is parameterized in n, the number of resources. Each sequence of lock—ack—
unlock messages is also parameterized in i, which ranges from 1 to n. This is necessary to ensure
realizability of the protocol, as in the case of multiple outstanding requests, it allows the participants to
n
disambiguate the responses they receive. Each parallel instance subsumed by the || operator consists of
i=1
a loop (Kleene Star) which entails a choice, indicated by @. Either ¢ gets access to a resource, or ¢; and
this happens repeatedly.

4 Type Syntax

4.1 Global Types

A global type describes a protocol which the whole system must adhere to. The examples in Section 3
are all global types, since they describe the behavior of all participants. Global types in System-A can be
constructed according to the grammar in Table 1, with operator descriptions following.
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Table 1: The grammar of global types

&G = (¢) (G-Paren) | € (G-Empty)
| 9:9  (G-Seq) | 0% (G-SeqN)
| Y09 (G-Choice) | En%% (G-Choice-N)
| 9|9 (G-Parallel) | _Tl% (G-Parallel-N)
| 9®%  (G-Shuffie) | ég (G-Shuffle-N)

i=1
| p e p> (G-Interaction) | %" (G-Exp)
| @ (G-KleeneStar)

(G-Seq) is used for the sequential composition of events.

(G-Choice) denotes exclusive choice between the arguments. For instance, 4 @ % means that either
4, or %, will be executed (but not both).

(G-Parallel) means that the arguments run in parallel; any interleaving of sequenced actions is possible.
For instance, (a — b;a 25 ¢) | ¢ -5 b means that any of the interleavings ABC, ACB, CAB
is possible, where A = (a — b), B = (a —% ¢) and C = (¢ — b). Notice that B is not allowed to
precede A, as the ordering of actions as determined by operator ; is not allowed to change.

(G-Shuffle) means that both arguments are executed atomically, in an unspecified order. Formally,
G QD= (%:%) ©(4:%).

(G-Interaction) denotes the sending and receiving of a message. For instance, p; SLAN p2 means that
process p; sends a message of type ¢ to process p;.

(G-KleeneStar) has the usual semantics, of zero or more repetitions of the argument.

The n-ary versions of the operators express behaviors where the value of n is unknown at com-
pile time. (G-Seq-N), (G-Choice-N), (G-Parallel-N), (G-Shuffle-N) apply the respective binary operator
n— 1 times to n global types, parameterized in i. (G-Exp) denotes n-fold repetition of the argument (in
sequence). Note that for known values of n, we do not need the right column of Table 1, as the desired
behavior can be produced by suitable repeated applications of the binary operators.

All of the operators are commutative, with the exception of sequencing. All operators are furthermore
associative, with the exception of shuffling. In particular,

QRG#(..(4 D) @%...) R ... 0 G,).
i=1

n
Instead, ®%; means that all arguments ¥; are executed atomically, but in an unspecified order.
i=1
The distinction between the Kleene star and exponentiation is fundamental. The use of 4" means
that the protocol conformance checker will have to prove that the system is correct for any fixed value
of the parameter n. &* on the other hand means an arbitrary number of repetitions of &. There is no
parameter fixing this number and it may be different from instance to instance of the Kleene Star and/or

among executions of the same program with the same run-time values for its parameters.
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4.2 Local Types

A local type specifies the abstract behavior of a single protocol participant. The syntax of local types is
given in Table 2, with descriptions following.

Table 2: The grammar of local types

L= (2) (L-Paren) | € (L-Empty)

| alt (L-Send) | a (L-Recv)

| 2.2 (LSeq) | ©ZL (LSeqN)
i=1

| Z &% (L-Choice) | B(Z) (L-Choice-N)
i=1

| Z||« (L-Parallel) | | %  (L-Parallel-N)
i=1

| Z ® % (L-Shuffle) | éiﬂ, (L-Shuffle-N)
i=1

| " (L-Exp) | & (L-KleeneStar)

(L-Seq), (L-Choice), (L-Parallel), (L-Shuffle), (L-Exp), (L-KleeneStar) are defined as in the case of
global types (Section 4.1).

With (L-Parallel) being defined as in the global case, the local type (a!f ; alu) || a?v again allows
three orderings of the events T = al!t, U = alu, and V = alv: TUV, TVU, and VTU. As above,
the specification alt ; alu enforces that T happens before U.

(L-Send) denotes sending a message of type ¢ to process a.

(L-Recv) denotes receiving a message of type ¢t from process a.

In the sliding window example of Section 3, the behavior of the sender a is described by the local type
n n
| (b!m ; b2ack)*. Leaving out the initial || symbol for the time being, what remains is (b!m ; b?ack)*.
i=1 i=1
This means sending a message and then receiving an acknowledgment (b!m ; b?ack), an arbitrary number

of times. Assuming that the window size n is a parameter, any interleaving of n of these sequences
is possible, with the obvious constraint of not receiving more acknowledgments than the number of
messages sent. This is ensured by composing sequences of the form (b!m ; b?ack), where ordering is
forced by the ; operator.

S Projection

The local type of the sliding window protocol in Section 4.2 is a restriction of the respective global
type in Section 3 onto the individual processes. In this section, we investigate a way of automating this
process. ¢ > p is read “the projection of global type ¢ onto process p” and the result is a local type as
defined in Table 2. The projection function > is formally defined in Table 3 and the result of applying
it to all the processes in the system is an environment A = {p; : £;}ic; which maps processes to local

types.
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Table 3: The projection function

blm ifp=a
(a5b)>p = LaMm ifp=b (P-Interaction)
£ otherwise
G"op = (Gop) (P-Exp)

(G dD)>p == (G>p @ (%> p) (P-Choice)
@G %) >p = (Gv>p)|(%e>p) (P-Paral)
(“G:D)pp = (%>p)i(%rep)  (P-Seq)

(G4 @%)>p == (%h>p) @ (%>p) (P-Shuffle)
(©%)>p == ©(>p) (P-Seq-N)
@) e p == o p) (P-Choice-N)
(@4 > p == Qo p) (P-Shuffle-N)
(ﬁl%) >p = i\_n\l(%- > p) (P-Paral-N)

For the lock/unlock example of Section 3, projecting onto a client ¢; and the server s yields

n

G > = ®(c,~ lock ) S ack, Ci unlogk o 1, Ck) (P-Shuffle-N)
i=1
= ®8 ® (s'lock ; s?ack ; slunlock) (P-Interaction), (P-Seq)
ik
= sllock ; s?ack ; s'lunlock, (eliminating €)
n
Gp>s= ®(c,- Lock ) S ack, Ci;C unlogk ¢ s) (P-Shuffle-N)
i=1
n
= ®(c,-?lock ; cilack ; c;unlock) . (P-Interaction), (P-Seq)

i=1

Similarly, the projected local types for the resource sharing protocol of Section 3 are

%= || (c1Nock; ; c1\ack; ; c1unlock; & czUock; ; ¢alack; ; ¢ unlock;)”

n
|
i=1
n
Lo = || (sllock; ; s?ack; ; stunlock;)”

i=1

n
Ze, = || (sllock; ; s2ack; ; s\unlock;)™ .
i=1
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6 Type Checking

Given a global type, we need to be able to check the respective projections against the local types inferred
from the program itself. This is possible due to the following properties of our language of local types:

Theorem 1 (Weak Normalization). For any local type . in System-A, there exists a finite sequence of
reduction steps which brings the type to a normal form.

We prove this in the extended version of this paper [13], where we provide the reduction semantics
and a normalization process.

Corollary 1 (Strong Normalization). For every local type .Z in System-A, all sequences of reduction
steps are finite and lead to the same normal form.

In the extended version of this paper, we show that the aforementioned normalization process uniquely
determines the reduction semantics, implying the uniqueness of normal forms.

Checking structural equivalence of the types derived from the program against the projections is
decidable up to a-conversion. However, all that is required to overcome this issue is that names in the
code are consistent with those in the supplied global type. In our opinion it is reasonable to expect
programmers to adhere to such a naming convention.

7 Global Type Realization

In this section, we discuss the properties that a given global type must satisfy in order to be projectable.
These properties are discussed while assuming actor semantics [1] for the messaging system; that is,
asynchronous, unordered and eventual (guaranteed, albeit with arbitrary delay) delivery of messages.
Applying the projection function to a projectable global type will result in local types for the participants,
whose combined behavior is consistent with the global type—a fact we show in Section 8.

The subsequent discussion of projectability criteria uses the following definitions:

Definition 1 (Event). An event is a single interaction p; — p» in a global type.
We extend the projection function onto events and write e > p to denote the projection of event e
onto process p using rule (P-Interaction).

Definition 2 (Trace). A trace is a sequence of events producible by a global type ¢ and is of the form
er;ex; ... ;e The set of traces a global type ¢ can produce is denoted by 7 (). The first and last
events of a trace ¢ are denoted first (¢) and last (t) respectively. Abusing notation, the set of events that
appear first in traces of ¢ is denoted first () = {first(t) | t € tr(¢)}. Similarly, the set of events that
appear last in traces of ¢ is denoted last (¥).

Since a trace is simply a sequence of events of the form p — ¢, we extend the projection function
onto traces in the natural way. We write ¢ > p to denote the projection of trace ¢ onto process p using
rules (P-Seq) and (P-Interaction).

7.1 Sequentiality Criterion

The purpose of this criterion is to ensure that the sequential constructs of a global type retain sequential
semantics after projection. As an example problematic case, consider ¢ = a 2 b ¢ 22 d. Without
the use of some covert coordination channel (for example by implementing a barrier mechanism), it
.. . . my my

is impossible for ¢ to know when b has received the message. The two events a — b and ¢ — d
are impossible to order using our projection function, as the resulting environment would be A} = {a :
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b!my,b:a?my,c:dmy,d:c?my}, which allows ¢ to send my to d before a sends m; to b. ¢4, does not
satisfy the sequentiality criterion and thus is not projectable.

Another problematic case is % = a 2 b a2 b, where a cannot know when my has been received
so as to start transmitting my, hence %, is not projectable either. The following definition captures the
conditions under which events are guaranteed to respect the sequencing restrictions imposed in a global
type, when the latter is projected onto individual processes.

Definition 3 (Sequentially Projectable Global Type). The set of sequentially projectable (SP) global
types is defined inductively as follows:

pL—py €SP Vpi,pyell
PN paipy T ps €SP Ypi,pa,py €Il

(Vel € last (%)) e € first (%) = (e1;e2) € SP) = 9 :%cSP
(Vey € last (4{1/i}) ez € first(9{2/i}) = (e1;e2) €SP) = él)l% €SP
(Vey € last(4) ,e; € first(9) = (e1 ; e2) € SP) = Y"eSP
(Vel €last(9),e; € first(9) = (e1 ; e2) € SP) = Y*eSP

where IT denotes the set of processes.
Illustrating the third case of the definition above, the following global type is in SP:

G=(aSbllcb); (b1 bS5 k)

Itiseasytoseethatlasz(aLbHciﬂ)) —{a" b, c ™ b} andﬁrst(biw Hbi>k>

={b RNy N /RN k} so that all four sequences (e.g. a 5 b ;b k) are in SP according to the first
two lines of the definition above.

7.2 Choice Criterion

The purpose of this criterion is to ensure that projecting ¢; & % maintains the choice semantics, meaning
that all participants can recognize which branch of the choice operator they need to take during execution.
As an example of a type that does not satisfy this criterion, consider

G =(a5 b, bS5 e e d) @ (a%b;bi)c;cini).

Here, a and b know which branch they are on, because on the left branch b receives a message of type
my from a, while on the branch on the right it receives a message of type my. However, from that point
on, b behaves identically with respect to ¢, which has no way of telling whether the message to send to d
should be of type #; or f,. We call the first point at which two traces differ with respect to a given process
the distinctive point, which can be € if no such point exists. This notion is formalized in the following
definition:

Definition 4 (Distinctive Point). The distinctive point of a process p with respect to a pair of traces
t1 = (e1,...,ex) €tr(¥)and t, = (f1,..., f;) € tr(¥) is an index i given by

dy i (p) =min{i | (e; > p) # (fi > p)}

where ¢, f; denote events. In the case where ty > p=¢€,0ort, > p=¢€,o0rt; > p=1, > p,no suchi
exists and the distinctive point is defined to be €.
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The definition that follows captures the conditions under which the choice semantics are maintained
after projection. The first bullet deals with the non parameterized version of the choice operator &. Item
(i) captures the case where a process p is the first process acting on the two branches, in which case it
must inform the others of the branch they are on. It does so by either sending a different message, or
by sending to a different process in each case. Note that the same process must inform the others on
both branches. Item (ii) captures the case where p is not the first process to act, in which case it must be
informed of the branch it is on and the distinctive point should be a suitable receive event.

Notice how the second bullet deals with shuffling by means of choice. Clearly, if a process can tell
whether it is on 4 or 4, it is also able to tell the order in which they appear.

The third bullet inductively uses the previous two to define choice-wise projectability in the parame-
terized cases of choice ¢ and shuffle ®.

Definition 5 (Choice-Wise Projectable Global Type). The set of Choice-Wise Projectable (CP) global
types is defined inductively as follows:

e Y=9 © % cCPiff Vp € ¢4, either of the following is true:

(i) 9=9% & % and

Ve, € first(4)), ey € first (%) : e1=p —q,e2=p LN q where p£Aqgand p # 4
and (¢ #q orm #m')
() Vo =(s1,....81) €tr(%), r = (u,...,up,) € tr(%),
either d; ;,(p) = €, or

!/

dzl,tz(P):iandSi:qi*Pa ui=q == p where p # g and p # ¢
and (¢ # ¢ orm # m')

e 9=4% %cCP iff % »%ecCP

«I=QYeCr if (4{1/i} & 4{2i)eCp

i=1

I=@4eCP if (I{1/i} @ F{2/i}) eCP

i=1

n
The criterion for parameterized shuffling ) is stricter than what one can derive if the value of n is
i=1
given. However, it is hard to loosen up the constraint when it is dealt with as a parameter.

7.3 Parallel Composability Criterion

As an example of what can go wrong when composing two global types using the || operator, consider
the example ¥ = ((a M by b ¢)® (ab;b N c)) | @ ™ b. The intended behavior of ¥ is
that a chooses whether to send a message of type m; or my to b, which in turn decides whether to send
¢ a message of type k; or kp. Concurrently with this, an additional m; is sent from a to b. Assume that
as far as @ is concerned, a decides to send m; to b. It is then obvious how the additional parallel event
a =% b might confuse b to simultaneously take both branches of the choice operator.

In general, the problem appears when actions in one parallel branch affect choices made on another.
Global types that do not exhibit this problem are parallel projectable (PP).
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Definition 6 (Parallel Projectable Global Types). For two global types %) and %, ¥ = 9, || %, is parallel
projectable (PP) if there is no overlap between the distinctive points in ¢; and events in %,. Formally,
°* Y HgQEPP iff th:(el,...,ek),t{:(e’l,...,e;,)etr(%),tzetr(%),pen we have
dy, 1 (p) = i and one of the following is true:

(a) i=¢
(b) e, e? both have p as the sender
(c) ei¢trande: ¢t

o lgerr ig @1/ 402/ < PP

where IT denotes the set of processes. Notice how this definition incorporates parallel composability of
two Kleene starred types (the Kleene Star entails a choice pertaining to loop entrance and exit).

7.4 Kleene Star Criterion

Use of the Kleene Star in global types can result in protocols whose projection is unsafe, that is, can result
in execution traces that are not part of the original global type. To avoid this, a global type must be such
that the entry and exit conditions to the starred type can be identified by all participants. Determining
whether this is the case requires inspection of not only the starred type itself, but also of what comes
after the starred section.

Definition 7 (Kleene Star Projectable Global Types). For global types ¢,%’, we say that ¢* ; 4’ is
Kleene Star Projectable (KP) iff ¢ & ¢’ € CP.

As an example of a type that is not in KP, consider 4 = (a — b ; b — ¢)* ; ¢ =~ d where ¢ has
no way of knowing whether it should wait for m’ from b, or proceed immediately with sending d the
message m’” .

8 Correctness

The conditions discussed above are sufficient to ensure that the projection function generates local types
which are functionally consistent with the global type. We call a global type that satisfies all of the above
criteria projectable:

Definition 8 (Projectable Global Type). The set of projectable (PR) global types is inductively defined
in Table 4.

Theorem 2 formalizes our intuition that under the constraints mentioned above, the projection func-
tion is correct; that is, the projected environment is consistent with the global type. In what follows,
tr(A) with A = {p; : £ }ie; denotes the set of traces producible by environment A. Also, Ay denotes the
environment resulting from the projection of ¢ onto the set of processes, i.e. Ay = {p: ¥ > p}pem.
Theorem 2. 4 € PR=tr(¥Y) =tr(Ay)

We sketch the proof of this theorem in the extended version of this paper [13], where we inductively
treat each of the cases in Table 4. What needs to be proved is essentially Vs € tr(¥) < 1 € tr(Ag). While
the forward direction is rather obvious, proving that the projected environment does not generate traces
that are not part of the original global type is trickier and is why we need the criteria of Section 7.

Proving this theorem, we get a correctness proof of our projection function (given the premises
discussed previously) for free.
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Table 4: The set PR

€ e PR
a—"sbePR
4 cPR and ¥"cSP = ¥"cPR
“%,% €PR and (% ;%)cSP = (% :%)€<PR
“4,% € PR and (gl &>, gz) € CP = (gl &>, gz) € PR
“%,% € PR and (gl ® gz) eCP = (g1 & gz) € PR
“%,% €PR and (4 | %)ePP = (4| %)c<Pr
“%,% PR and ¥ e€SP and (9 :%)cSPNKP = (9 :%)cPR
G/}, %{2/iy € PR and (4{1/i}:%{2/i})eSP = ,c'é]% € PR
G{1)i}, %2/ PR and (4{1/i} ® 9{2/i}) eCP = &%cPR

i=1
G{1/i},9{2/i} ePR and (9{1)i} & 4{2/i}) eCP = Q% €PR

i=1
G/} 942/} € PR and  (G{1/i}|942/i}) ePP = | %ePR

i=1

9 Conclusions and Future Work

We introduced System-A which allows for parameterized parallelism, where the number of participants,
the types of messages sent, as well as the number of such messages are controlled by type parameters.
Choice among various execution paths can also be parameterized, so that the number and types of differ-
ent paths to be taken is not known at compile time. System-A also introduces a shuffling operator, which
expresses arbitrary reordering of its arguments, again in a parameterized fashion. A series of examples
demonstrates the usefulness of these extensions, which allow us to specify and check previously inex-
pressible interactions such as the sliding window protocol and parallel resource locking/unlocking (Sec-
tion 3). In System-A, we can statically verify—without instantiating the parameters—the compliance of
implementations to protocols: we do this by first projecting (Section 5) the specification to parameterized
types, and then comparing these projections against the types extracted from the program. An important
result we obtain is that structural equivalence of types in System-A is decidable; we present this result
in Section 6 by first showing weak and subsequently strong normalization of local types. Unlike other
typing proposals, System-A does not depend on other theories (typed A-calculus, system T, or system F)
for type-checking. In Section 7 we discuss the conditions under which our projection function is correct
and state their sufficiency in Section 8.

Future Work. Complete type checking with System-A is only decidable up to type inference; we do
not provide an algorithm for inference of suitable types in an actor language. The design of a pro-
gramming language along with the relevant type inference algorithm is the next step towards a practical
implementation.

Another practical consideration includes semantic comparison of local types. Our normalization al-
gorithm [13] already includes many cases of semantically equivalent, yet structurally differing types.
Semantic comparison is unnecessary for the weak normalization proof, but would be useful in a prac-
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tical setting where the user is interested in semantic adherence to a protocol. Specifically for the case
where reordering of terms is possible as a result of operator commutativity, our suggested coding only
serves as an existential proof. A more practical coding scheme could be developed, perhaps employing
lexicographic ordering.

Deniélou et al. [14] propose a system where parameterization is achieved by means of quantification
over roles. Roles are behavior specifications that are taken up by processes while they participate in
a protocol, and processes are allowed to join and leave protocols (respectively, adopt and drop roles)
dynamically. Their notation’s expressiveness is limited when it comes to arbitrary, concurrency-induced
interleavings of events. Nevertheless, incorporating their ideas in System-A would greatly expand the
applicability of the ideas presented here, towards a different direction than what is addressed in the
present paper.

Support for session delegation and exception handling (in the sense of Carbone et al. [10]) repre-
sents another opportunity for extension. Furthermore, it may be possible to transfer the recent, precise
realizability results [4] for choreographies [33] to our parameterized specifications.
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For data-centric systems, provenance tracking is paatilyuimportant when the system is open and
decentralised, such as the Web of Linked Data. In this papenncise but expressive calculus
which models data updates is presented. The calculus istagadvide an operational semantics
for a system where data and updates interact concurretigyoperational semantics of the calculus
also tracks the provenance of data with respect to updateis. pfovides a new formal semantics
extending provenance diagrams which takes into accoureheution of processes in a concurrent
setting. Moreover, a sound and complete model for the aadclbibsed on ideals of series-parallel
DAGs is provided. The notion of provenance introduced candsal as a subjective indicator of the
quality of data in concurrent interacting systems.

1 Introduction

There is a growing trend to publish data openly on the Web.s Tinbvement is gaining significant

momentum as the governments of several countries and numetber organisations adopt common
principles for publishing data [2]. Data published accogdio these principles is referred to as Linked
Data, due to the use of URIs to establish links between phadiglata. By establishing links between
arbitrary data sets, significant problems emerge that aeedifferent flavour to those associated with
traditional closed databases.

Many of the new problems which emerge in this scenario aretaltige the decentralised nature of
the published data. Some significant challenging problemwisidle: the &icient execution of distributed
queries and processes which exploit multiple data souticesmpossibility of enforcing a global schema
on data; the lack of boundaries for data ensuring the impitisgiof complete results; and establishing
global standards for data formats and protocols.

This work considers another essential problem, which rsflde diversity of published data. The
challenge considered here is that each piece of data pedlishs a varying degree of trust or relevance.
A user may consider data published by the BBC to be more tortity than data published on a personal
blog. However, if the blog is run by a political activist thtae consumer of data approves of, then the
blog may be more relevant. Thus data should not be assosatiec specific trust measure. Instead,
some extra information about the data should be trackedthieeprovenance of data. From the extra
information provided by the provenance of data, the consunay judge the quality of the associated
data according to their own policy.

Provenance can track several characteristics of the asfgilata. Characteristics include “who” has
influenced the data, “where” the data has been located, aowd"‘the data is produced [7]. For Linked
Data, a basic notion of “where” provenance called a namephgrarhich indicates where the data is
located now, is the recognised standard [5]. In related wankodel extending named graphs is used
to track more comprehensive “where” and “who” provenande T&e related work associates trees of
identifiers for agents and locations with data. This allowsséory of where the data has been published
and who published it to be tracked.

Natallia Kokash and Antonio Ravara (Eds.): 11th Intevai Workshop on © G. Ciobanu & R. Horne
Foundations of Coordination Languages and Self AdaptdBQCLASA'12) This work is licensed under the
EPTCS 91, 2012, pp. 31-44, doi:10.4Z0RTCS.91.3 Creative Commons Attribution License.
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This work focuses on a form of “how” provenance. This form bbi” provenance tracks causal
relationships between stored data and data that was useddoge the data [6]. For instance, due to
a change in usage of a building, data about the building maypblated. The updates may replace or
extract information from the original data. Thus “how” pemance can be used to determine how old
data influenced the new data with respect to an update.

The notion of “how” provenance investigated is stronglyatetl to event based models of causal-
ity [3, 16]. This model clarifies, for the first time, the retatship between concurrent process and the
provenance diagrams that they produce. An operational r#&adormalises the operational behaviour
of processes while recording the provenance associatédtlétresulting data. The model presented
provides insight that may be used to refine the definition o¥@nance diagrams. Provenance diagrams
that arise from concurrent updates are guaranteed to bedriieypar (series-parallel) form. This insight
is a contribution to theféort to establish a common notion of a provenance diagram FA&jthermore,
the model presented is proven to be sound and complete. Tihalfmodel provides a foundation for in-
vestigating problems associated with tracking and explpithe provenance of data, including querying
provenance [4, 1], and employing trust metrics [10].

2 Causal Dependencies in Provenance Diagrams

This work focusses on a particular aspect of provenancéiitrgc The aspect considered is a form of
“how” provenance, which indicates how old data contribui@groducing new data. The consensus in
the provenance community is that provenance diagrams whwdrd this information form a directed
acyclic graph (DAG), where the edges are transitively dogestandard format for representing prove-
nance, called the Open Provenance Model [15], encompasisasotion of provenance. The informal
definitions provided by the standard are as follows.

For this work,artefactsare data tuples. Theas derived fronmelation between artefacts is such that
if there is an edge from artef to artefac , then there is a causal relationship that indicates that

needs to have been generated to ento be generated. The standard defines a multi-step was
derived from relation. This is simply the transitive closwf thewas derived fromrelation, indicating
that an artefact had an influence on another artefact.

A provenance diagram that indicates the provenance of redtpieces of data, where the stored
data is indicated by an over line, is presented in Fig. 1. ™aenple is used throughout this work and
concerns monuments adjacent to the venue of the workshop.

((Turner loc Tatg| ((Turner loc Londop)
! =t

((Turner loc Baltig ) (Turner loc UK)
/

(Turner loc Taté

Figure 1: The Turner Prize is held at the Tate Britain in Lamdblowever, in 2011 it was held in The
Baltic Gallery in Gateshead, but returned to the Tate Britai2012. The data in the above diagram is
about the location of the Turner Prize. Edges are causdlaeships indicating the data consumed to
produce new data as the location of the Turner Prize is ugdate
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3 A Syntax and Semantics for Provenance Tracking Data Update

This section introduces the syntax and semantics for a cmmuinteracting system that tracks prove-
nance. The provenance community have introduced proverstnactures based on DAGs; therefore a
process model which gives rise to DAGs is considered [15fotfunately, many models of concurrency

are based on traces or trees rather than DAGs, such as inlthdusaand provenance structures intro-
duced in [18]. This limitation is addressed by providing a+aterleaving semantics, inspired by [9].

3.1 An Abstract Syntax for Processes

The grammar for processes is provided in Fig. 2. The con@ptsummarised and made precise by the
operational and denotational semantics presented in tinis. w

skip
consume data
stored data

a hame X variable

'U@Q.IQ_—
jv)

|
|
A:=x|a variable or name | artefact
| P seq
| PIP par
di=A]A1]224]... datatuple | PoP choose
| AxP exists

Figure 2: The syntax of processes.

The data tuples. The basic unit of information considered in this work is aléupf names. Tuples are
commonly used to convey data. Linked Data is based on RDFwhiolves triples of names [2, 13].
RDF makes use of URIs for names, since URIs provide a globatlggnised naming system. In Linked
Data, often RDF triples are extended to quadruples of UREra/the extra URI indicates where the triple
is located [5]. This provides a basic notion of “where” pmoaace. This notion of “where” provenance
is extended in [8].

The artefacts. A data tuple can be stored, represented.aStored data can then be consumed in an
interaction with the process. The result is an artefa@ used to explicitly track interactions which
have occurred. An artefact is used to record a data tupléviestan an interaction. Artefacts are used to
capture “how” provenance.

The multiplicatives. There are two multiplicative operators. The “par” multigliive represents the
parallel composition of processes where interactions éetwrocesses are permitted. The “seq” multi-
plicative represents the strict sequential compositioproesses, where the first process must terminate
before the second process begins, hence the second precesssally dependent on the first process.
There is one unit for the multiplicatives, namely skip, whrepresents a successful action with no side
effects.
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1;Q=Q;1=Q[1=Q  PIQIR=(PIQIR P;(Q:R=(P;Q;R QIR=RIQ
(PeQooR=Pa(QaR) PoQ=QaeP PeP=P
(PeQ);R=(P;R®(Q;R  P;(QeR=(P;Qe(P;R  (PeQIR=(PIR&(QIR)
Ax(Pe Q) =IxPaIxQ Axl =1

Ix(P|S)=3IxP|S Ax(S;Q) =S;3IxQ Ix(P;S)=3IxP:S
whereS is a process whenedoes not appear free

Figure 3: The structural congruence, which can be appliethapoint in a derivation.

The additives. There are two additivess represents a choice between two branchesepresents a
choice between all possible name substitutions for the ¢heanable.

3.2 Operational Semantics of Processes

Deductive systems are typically presented using inferemles applied at the base of a syntax tree, as in
the sequent calculus. However, such systems are unsuisgtiems which mix commutative and non-
commutative operators [11]. For this reason, a deep inferetyle of presentation is adopted, where
inference rules can be applied at an arbitrary depth in adtam

A structural congruence which extendsconversion is introduced, in Fig. 3, which is used to rear-
range processes. The structural congruence ensureseétatgr of composition matters for sequential
composition, but does not matter for parallel compositieor simplicity, both parallel composition and
sequential composition share the same unit. The struatorairuence handles contraction for choice,
using idempotency. The other rules of the structural cogergre determine how operators distribute over
each other. Distributivity properties are used in relatestets of concurrency [9, 12]. Note that this
selection of rules is not minimal; however they are used im S&o rewrite processes into normal forms,
thereby simplifying the completeness proof.

A deductive system is presented in Fig. 4. Deductions maypipéeal at any depth in a process,
as with the structural congruence. Deductions are presdemith the premise above the line and the
conclusion below the line.

(P1Q); (P'1Q) P . P{/x}
equence choice

P P)Q:Q) P&Q P

W interact exists

Figure 4: The deductive system for processes. All dedustaam be applied in any context.

The interact rule. The interact rule only applies to tuples. The rule indicated a stored tuple is
consumed by the process which deletes that triple. Thetrefsthie interaction is an artefact that records
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the consumed tuple.

The sequence rule. The sequence rule reorders processes composed in paféléepremise is more
deterministic than the conclusion. The premise decideshvpart of the process will execute first;
whereas the conclusion leave open several other oppaesinithis rule allows parts of a process to travel
to the intended location where they will interact. This rafgears in related models of concurrency [9,
11, 17].

The additives. The premises of the additives indicate the branch that isenoFor choice, either the
left or the right branch is chosen. For exists, any name magubstituted for the bound variable. This
kind of choice is known as external choice in process caglatiiere exists is an infinite external choice.

4 A Process Calculus for Provenance Tracking Updates

This section identifies a sub-grammar of processes that Insed@in systems. The systems modelled
are those which involve stored data composed in parallél wotates. The updates involve the removal
of some stored data satisfying a query, followed by the timeof some new stored data.

The operational semantics for processes are provided byutbe of the system in the previous
section. A system can evolve to a given state if and only ifthe state entails the original state. Notice
that implication is in the opposite direction to the evadatiof the system. The direction of implication
is in line with related approaches to operational semafititp

Data:= | Update:= Query; Data
| d | Updates Update
| Data| Data | Ax.Update
System:= |
Query:= | ystem
| (d]

| d | Update

| Query| Query a3
uery® Que

: gx QZ er(j Y | System System
' | System System

Figure 5: Sub-algebras of processes for data, queriestagpdad systems.

Data. Data simply represents zero or more stored data atoms. Towiftg presents two stored triples
in RDF format, which consist of three URIs: the subject, @rty and object.

(Sage rdf:type Concettdall) | (Baltic rdf:type ArtGallery)

Note that all names are active URIs which link to real puldtsihinked Data. The reader is invited to
follow the URIs to witness the examples in a real context.
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Queries. Parallel compositionand choiced are exploited to model the following queries. As in [13],
the existential quantifier is used to select URIs which odawtata. The following pattern uses choice
to select between two objects. This example discovers aecbhall located in either Newcastle or
Gateshead.

Ax.((x rdf:type ConcertHall) | ((x loc Newcastlps (x loc Gateshea)y))

Note that a tighter operational semantics could be provijeasing a tensor product to join queries [13].
A tensor product ensures both parts of a query are answesedcatly. Unfortunately, the calculus for
Linked Data in [13] has an interleaving semantics, which i @give rise to trees of provenance diagrams
as in [18]. Future work would be to combine the strengths ¢t lwalculi.

Updates. The following is an example of an update which applies to sstoeed data. The existential
guantification discovers a name which is used in the delatersent and the data stored after the delete.
The Baltic Art Gallery is a converted flour mill. The updatertsia depiction of the old flour mill into a
depiction of the new art gallery.

(Mill depiction photq | Hx.((MiII depiction X ; (Baltic depiction 3{)
The above process is provable from the following procesagube exists, sequence and interact rules.
This means that the system above can evolve to the system.belo

((Mill depiction photq; (Baltic depiction photp

Notice that the original stored triple appears as an attefatich the new triple is dependent on. This
provides “how” provenance that indicates the old tripledutsecreate the new triple.

Distinctions between execution paths. There are multiple ways of evaluating processesffebent
methods of evaluation can give rise dfelient provenance. Here three distinct executions of thesam
process are presented to demonstrate the complexity ofpamee tracking in a concurrent setting.

An example which involves two updates executed in paradlgdresented below. It is a common
misconception that The Sage and Baltic Art Gallery are pnemi monuments in Newcastle. In reality
they are located in Gateshead on the opposite bank of theTsme!. The updates transform the location
of these monuments from Newcastle to Gateshead.

(Sage loc Gateshez)td((Sage loc Gateshead(Sage loc Newcasﬂ)al
(Baltic loc Gateshead ((Baltic loc Gatesheay; (Baltic loc Newcastl)a

The process below yields the process above, using the sexjugle. The two updates occur indepen-
dently, hence each provenance is independent.

([(Sage loc Gatesheft (Sage loc Newcasi|

(((Baltic loc Gatesheal) ; (Baltic loc Newcastlp
The process below yields both process above. This suggedhthtwo updates were combined before

they were applied, hence data produced by each update indiageon the artefact of the other update.
Therefore the process below has stronger dependencieththarocess above.

([(Sage loc Gateshedyl ((Baltic loc Gatesheal) ; ((Sage Toc Newcasf¢ (Baltic loc Newcastly

Indeed the above process can be refined further to imposeiarser] dependency on the artefacts. Thus
the execution of the concurrent processes gredigcts the form of “how” provenance.

lindeed the venue of FOCLASA 2012 is also in Gateshead, rétharin Newcastle.
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The Turner Prize revisited. The operational behaviour which gives rise to the proveaaliagram in
the introduction can now be expressed. The initial configmas expressed below. It shows two stored
triples, an update that moves the exhibition from the TaitaBrto the Baltic and broadens London to
the UK, and an update which moves the exhibition back fronBtléic to the Tate Britain.

(Turner loc Londoi| (Turner loc Tatg|
((Turner loc Tatg| (Turner loc Londo)) ; ((Turner loc Baltig | (Turner loc UK)) |
((Turner loc Baltig ; (Turner loc Tatez)

By applying the sequence rule several times the processdsecaarranged as follows.

((Turner loc Tate| (Turner loc Tatg| (Turner loc Londoi| (Turner loc Londom) ;
((((Turner Toc Baltiq | (Turner loc Baltig) ; (Turner loc Tatg) | (Turner loc UK))

Finally, by applying the interact rule the delete operatiamd stored data cancel each other out. The
interaction produce the artefacts that record the provaahthe data.

(((Turner loc Tatg)|((Turner loc Londop) ;
((((Turner loc Baltiq ); (Turner loc Tatg) | (Turner loc UK))

The next section provides a denotational semantics wherdéghotation of above process is exactly the
provenance diagram in the introduction.

5 A Denotational Semantics for the Provenance Tracking Caldus

This section provides a denotational semantics for theuttzdc A denotational semantics provides a
sound and complete model which increases confidence in fhétide of the calculus. In this case, the
semantics of the calculus fulfils an additional purposelst anakes explicit the connection between cer-
tain terms of the calculus and provenance diagrams. Fuontirer;, a restriction on provenance diagrams
that track series-parallel computations is highlighted.

The denotational semantics, similarly to provenance diagt is based on directed acyclic graphs
(DAGS). The denotation relies on some technical appar#tustly, DAGs are restricted by a forbidden
minor property, which guarantees that each DAG arises frpptyang series and parallel composition
to smaller DAGs. Secondly, homomorphisms between DAGs efieatl such that the inference rules
of the calculus hold. By taking ideals of series-parallel@Awith respect to these homomorphism, a
sound and complete model is obtained.

5.1 Series-Parallel DAGs and théN-free Condition

This section recalls some standard definitions which ard tséouild a denotational semantics. The
definition of a DAG is standard, as are the definitions of thedgitive closure of a graph and the notion
of a graph homomorphism. Transitive DAGs are used becausemance diagrams are transitive, and
graph homomaorphism are used to compare the structure oftsagtams.

Definition 5.1. A DAG D= (V,E) is a digraph with no directed cycles. LetAV,E) and B= (V’,E’) be
graphs. A graph homomorphism is given by a function on \astiic V — V’ such that if(u,v) € E then
(f(u), f(v)) € E’. Two graphs are isomorphigfithere exists a bijective homomorphism whose inverse
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function is also a homomorphism. A transitive digraph isstiat if there exists a path from u to v, then
there exists an edge from u to v. A transitive closure of aagigi(V, E) is a minimal transitive digraph
(V, E’) such that there exists an injective graph homomorphism {M1E8) to (V,E’). A graph(V,E) is a
sub-graph(V’,E’) ifand only if VC V" and E= E'NnV x V.

Several series-parallel digraphs are studied in [19]. Heresitive series-parallel DAGs are defined.
The series-parallel restriction on transitive DAGs is liegfl because this work considers provenance
diagrams which arise from the execution of series-parphetesses.

Definition 5.2. The trivial DAG with no vertices is a series-parallel DAG,cathe DAG with a single
vertex and no edges is a series-parallel DAG. § &(Vo,Ep) and G, = (V1,E;) are series-parallel
graphs with disjoint vertices, then the following are sefparallel DAGs.

e Gg||G; defined b)(Vo UV, EqU El).

e Gg; G, defined as the transitive closure(®f U V1, EgU E; U (L x R)), where L is the source nodes
of Gg and R is the sink nodes ofG

In structural graph theory it is studied how graph classégecan be defined by forbidden minors,
or by being glued together from simple starting graphs (abéndefinition above). A forbidden minor
is a sub-graph with a particular form; the forbidden minarderies-parallel DAGs has arshape, as
proven in [19].

Theorem 5.3(Forbidden minor) A transitive DAG is series-parallel if and only if it does rwve a
sub-graph isomorphic to M ({vo, V1, V2, Va}, {(V2, Vo), (V3, Vo), (V3,V1)}).

Notice that use of transitive DAGs is motivated, by provereadiagrams; while the series-parallel
restriction is motivated by concurrent processes. Thusrtbéel studies structures which respect both
provenance and the processes which track the provenance.

5.2 Interacting Series-Parallel DAGs Labelled with Data

The notion of a series-parallel DAG is extended with lab&lse labels allow data to be accommodated
in the model. Also the notion of a homomorphism is extendedlltav interactions between data and
operations on data which give rise to artefacts.

The definition of a labelled graph is standard. A special kildomomorphism is defined on labelled
DAGs. This smoothing homomorphism is bijective, but doelsd®dine an isomorphism. Thus vertices
are preserved, but extra edges may appear.

Definition 5.4. Fix X as the set of labels which are either tuples d, stored tugles artefacts[@. A
labelled graph(V, E, ) is such thai(V, E) is a graph andu : V — X is a labelling function from vertices
to labels. Let A= (V,E,u) and B= (V’,E’,u’) be labelled DAGs. A labelled homomorphism f from A to
B is such that f is a graph homomorphism fr¢vhE) to (V’,E’) and for all vertices uu(u) = u’(f(u)).

A smoothing homomorphism is a bijective labelled homomnisnph

The notation of a smoothing homomorphism defined above i$ igseharacterise the sequence rule.
To capture both the sequence rule and the interact ruleastten homomorphisms are introduced. The
definition involves a coherence condition which capturescnditions under which an interaction may
occur. Two vertices can interact if they have complemeniabgls and they are in parallel with each
other. This leads to the following definition.
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Definition 5.5. For a labelled graph A= (V,E,u), define u~q v in A such that there is no directed path
between u and v, and eithdr= u(u) = (V) or u(U) = u(v) = d. Let A= (V,E,x) and B= (V',E’,i’) be
labelled DAGs. An interaction homomorphism f from A to B ialzelled graph homomorphism such
that f is onto and, if fu) = f(v), one of the following hold: either &~q v in A andy’(f(u)) = @; or
u=vandu(u) =y’ (f(u)).

The following example demonstrates two compatible vestioepped to the same vertex by an in-
teraction homomorphism.

a b p a b b
i 5 AN
d d — (d]
b N
b a b a

Note that the diagrams in examples represent equivaleassed of labelled graphs up to labelled graph
isomorphism. Thus only the labels and not the underlyingices are indicated. The same practice is
followed when presenting provenance diagrams.

The homomorphisms defined over labelled DAGs are used torgienileals. Ideals are sets of
labelled series-parallel DAGs closed with respect to eisineoothing or interacting homomorphisms.

Definition 5.6. A smoothinginteracting ideal | is a set of labelled series-parallel D&8uch that if A€ |
and there exists a smoothjfigeracting homomorphism :fA — B, then Be |. For any set of labelled
series-parallel DAGs P the smoothjimgeracting ideal closure of P, denotegP/;P, is the least ideal
containing P, defined as the intersection of all smoothitgracting ideals | such that B I.

These ideals are employed to denote processes in the nérnsddeal closure is essential for the
denotation of parallel composition.

5.3 Correctness of the Denotational Semantics

The denotational semantics for processes is defined usinigi¢lals introduced in the previous section.
Most operations on ideals are the obvious point-wise eidarns the corresponding operator. The main
subtlety is that parallel composition introduces new pmbsés for both smoothing and interaction,
which are not represented by the point-wise parallel coitipoof ideals. Thus the ideal closure is em-
ployed to denote parallel composition. Valuations are usedpresent substitutions, which are required
to denote existential quantification.

Definition 5.7 (denotation) A valuation v is a mapping from variables to names. LUeat+s a] be the
valuation which is the same as v except at x where it maps tda.gflect of a valuation on a label is
defined as follows.

[d) = @'=F  (o-dn)'=a525  d=a  X=v(Xx)

The denotation of a process with respect to a valuation s8as the following, whered(s,i}, € is the
set containing the empty labelled graph, ant\ is the equivalence class of labelled graph with one
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vertex labelled withlwith respect to labelling isomorphism.

Iv,1Tn = € IV, 1T = €(1,V) Iv,3xPlh = [ ] Ivix+ al,Ply

acNames

[v,P& QI = [V, Pl ULV, Qlj [v.P; Qllh={A; B| (A B) € [lv,Plx x [V, Qlln}

[v.PIIQlIn = tn {AlIB (A B) € IV, PIn X [V, Qlln}

All the operations used in the denotational semantics presdeals, as verified by the following
proposition. Therefore the denotational semantics is &dedined mapping from processes to ideals.

Proposition 5.8. The following are idealsg, €1, V), the union and intersection of sets of ideals, and the
point-wise sequential composition of ideals.

Soundness of the calculus defined in Sec. 3 with respect tdethetation is straight forward. The
proof follows from checking that all equations of the sturet congruence hold as set equality of ideals,
and that all deductive rules hold as set inclusions of ideals

Theorem 5.9(soundness)If P yields Q, then[v, P;  [[v, QT for all valuations v.

Completeness of the calculus with respect to the denot#tiorore challenging. The proof follows
from interpolation lemmas. An interpolation lemma esttidis that if there is a strict inclusion between
the denotation of processes then there must be a finite segjwérdeductions that can be applied to
transform one process into the other process. The trick lisvimite processes into a normal form and
deal with each deductive rule one by one.

Firstly consider series-parallel terms, which are proegsehich does not feature any choice or exists.
Two interpolation lemmas apply to series-parallel term&e Tirst interpolation lemma, stated below,
deals only with the sequence rule. This lemma is closelyedlso the interpolation lemma established
in [9], where a similar calculus without interactions is smered. Thus only smoothing ideals are
treated.

Lemma 5.10(sequence interpolation)Given two series-parallel terms P and Q[[if, P]s C [v, Q] s for
all valuations v, then eitherflv, P]s = [[v, Qlls for all valuations v; or there exists R such tHat, P]s
[v.Rls C [lv, Qs for all valuations v, and P yields R is provable using only seguence rule.

The above result is extended to interacting homomorphisthenfollowing interpolation lemma.
The proof of this lemma is an important technical contribatof this work. It shows that, for any strict
inclusion between the denotation of series-parallel m®ceither the sequence rule or the interact rule
can be applied.

Lemma 5.11(interaction interpolation) Given two series-parallel terms P and Q[ P]; C [[v, Q]| for
all valuations v, then: eitheffv, P]s C [v, Q] for all valuations v; or there exists R such tHat P]; c
[v,RI; ¢ [Iv, QI for all valuations v and P yields R is provable using only thieract rule.

Proof. Assume thatP and Q are series-parallel terms such tifat P];; c [[v, Q]}; for all valuationsv.
Also assume thdkv, P]s ¢ [V, Qs for some valuatiow. SinceP, Q are series-parallel terms, there exist
SEI’iES-pB.I’B.”El DAGHg = (Vo, Eo,ﬂo), D, = (Vl, El,,ul) such thatjDg = [[v, P and;jD1 = v, Q]]| Also,
since[lv, PJ; c [[v, Qll;, there exists an interacting homomorphi$mD; — Dy.

There must be at least one interaction in the homomorpHisehibited above, i.e. there exists
m,n € V1 such thatf(m) = f(n), m —~¢ n and f(m) = w € Vg such thajup(w) = @ Suppose otherwise,
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then for allm,ne V; if f(m) = f(n) thenm=n, and sof is bijective, since interacting homomorphisms
are surjective. Hencéis a smoothing homomorphism froBy to Dg, so[[v, P]s c [[v, Qs contradicting
the above assumption.

A DAG D, = (V2,Ez,up) is constructed to dier from Dy only by the interaction exhibited by
f. Firstly, takeVy, remove vertexw and include verticesn andn, so Vo = Vo \ {(wju{m,n}. Let
Eo \ w be the set of edges iBy without the vertexw and defineE, = (Eg \ w) U {(X,m) | (X,w) € Eg} U
{(m,x) | (W, X) € Eo} U {(x,n) | (x,w) € Eo} U{(n,X) | (W, X) € Eg}. Retain all the labels gy except atm
andn, so if x=mor x = nthenua(X) = u1(X) and otherwisex(X) = uo(X).

Construct two homomorphisms frogm D, — Dg andh: D; — D> as follows.

f(x) if x=morx=n X if x=morx=n
90 = { X otherwise h(xy ={ f(x)  otherwise

Clearly f = goh. Furthermore, botly andh are interacting homomorphisms by the following arguments.
Check thatg is a graph homomorphism, by case analysis. Only one casessmied. By definition of
Eo, if (m,x) € E> then n, x) € {(m,Xx) | (w, X) € Ep}, thus @(m),g(X)) = (W, X) € Ep. Also check thag is
an interaction homomorphism, as follows:glfx) = g(y) then eitherx =y, or x=mandy = n. Clearly,
m and n are not connected i, and bothuy(m) = ua(m) and ua(n) = p1(n) hold, som —~q nin Dy
and ug(f(m)) = uo(w) = @ Check thath is a graph homomorphism. Only one case is presented. If
(m,x) € E; then (v, f(X)) € Eg sincef is a graph homomorphism, thusy(f(x)) € {(m, X) | (w, X) € Eo}
so [, f(X)) € Ep, by definition. Now consider wheh(x) = h(y) either x =y or x,y ¢ {m,n}, hence
f(x) = f(y), thusx —~q y sincef is an interacting homomorphism. Suppose, without loss neg#ity,
thatx=mandy ¢ {m,n}, som= f(x), butm¢ Vy contradicting the definition of. Thushis an interaction
homomorphism.

Furthermore, the constructed DAG;, is series-parallel. Suppose otherwise, then there exists
N-shape isomorphic to a sub graphf. Now consider the image of tHé-shape undeg. Either zero
or one nodes in thil-shape arenor n so the image of thdl shape is aiN-shape irDg. By Theorem 5.3,
this contradicts the fact thd& is series-parallel. Now, suppose that battandn are in theN-shape.
Sincem ~g nin D2, mandn are not connected, so dshape must be of the forfiim, x), (n, X), (n,y)}
or {(x,m),(x,n),(y,n)}. However (m,x) € D, iff (w,X) € Do iff (n,X) € D2 and & m) € Dy iff (X,w) € Do
iff (x,n) € Dy, so neither shapes are sub-graph®afThusD; is N-free, hence by Theorem 5B is a
series-parallel DAG.

Since,D; is a series-parallel DAG, there exists a series-paraltel Rsuch tha{v, R]; = ;D». Since
g: D2 — Dg exhibiting an interaction and: D1 — Do, the following inequalities holdv, P]i; c [v, R]
and[[v,R]; c [v, Q. Sinceuz(w) = @ the sub-terrr@ must appear in the procefs= S{ @ } for
some contextS{ }. Also, sincem —~g4 n and, the edges ddg differs from those oD, only in that the
edges connected tin Dg are instead connect to batlhandnin D, the following holdsR= S{ djd }
Thus the interact rule proves thRatlyields R, as required. O

To clarify the significance of the interpolation lemmas ddas the running example. The initial
configuration of processes is denoted by the following DAG)(

Di1: (Turner loc Tat® (Turner loc Tatg (Turner loc Londoh  (Turner loc Baltig

| > | |

(Turner loc Londoh  (Turner loc Baltig (Turner loc UK) (Turner loc Tatg
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There exists an interaction homomorphism frbmto the DAGDg below, which appears also in Sec. 2.

Do: ((Turner loc Tatg ((Turner loc Londop)
[(Turner loc Baltioj (Turner loc UK

T

(Turner loc Taté

Now, by applying Lemma 5.11 three times, we can constructiassef DAGs cumulating irD, pre-
sented below, such that the following properties hold. &lexist interaction homomorphisms frdn

to D, and fromD> to Dg, and the process denoted Dy yields the process denoted By using the in-
teract rule three times. Furthermore, the homomorphism 2g to D> is a smoothing homomorphism.
Hence, by Lemma 5.10, the process denote@®pgan be transformed using the sequence rule applied a
finite number of times into the process denotedqy

D2: (Turner loc Tate (Turner loc Tatg (Turner loc Londoh (Turner loc Londoi

|

(Turner loc Balti9 (Turner loc Baltig (Turner loc UK)

T |

(Turner loc Tatg

Thereby the existence of the interaction homomorphism éeni; andDg guarantees the existence of
a deduction from the process denoteddgyto the process denoted By using the interact and sequence
rules. Indeed the processes and deductions are presenteddérample at the end of Sec. 4, where the
first process in the example is denotedy the second by, and the third byDg.

Every process can be written in a normal form, using the &iratcongruence, as a sum of series-
parallel process with all the existential quantificationvedto the front of the process, i.e. for Blthere
exist series-parallel processAssuch thatP = AXZi| A;. It is then easy to show that a finite number
of choice and exists rules can be applied to prove any inggumtween ideals. This establishes the
completeness of the calculus with respect to the denotattated as follows.

Theorem 5.12(completeness)If v, P]; ¢ [v, QJ|; for all valuations v, then P yields Q.

Thus the model based on ideals of labelled series-parad&d s a sound and complete model of
processes. The labelled DAGs are inspired by the guidefin@gded for provenance diagrams [15];
while, the series-parallel processes are motivated bygaihich model systems which produce prove-
nance diagrams. Hence a formal connection between seaxiafigh DAGs and processes is established.
Specifically, provenance diagrams are the denotation @ssparallel processes consisting of only arte-
facts and stored data. Hence provenance diagrams arerhtaithin a denotation for a provenance
tracking calculus. Due to soundness and completeness afathelus with respect to the denotation,
provenance diagrams can be considered in a new operatinaldge based setting.
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6 Conclusion

Provenance is a key problem in processing data which iscpéatly important in systems that publish
data on the Web, such as the Web of Linked Data [8, 13]. Alrezaiiain aspects of provenance are
gifted with deep theoretical results [10]. However, thesend sound and complete model for the as-
pects of provenance tracking considered in this work: $igadly “how” provenance which indicates
causal relationships; and a provenance tracking calcuhishwproduces such diagrams by recording
interactions between processes and stored data. Thenskip between the diagrams and the calculus
is exhibited by providing a sound and complete denotatisaailantics which contains such provenance
diagrams.

The examples presented in this paper illustrate that tngckrovenance is particularly challenging
in a concurrent setting. The causal aspects of data proeera® closely related to the operational se-
mantics of the systems involved. Hence when consideringuwoent systems, models of concurrency
provide insight into problems associated with provenamcea tconcurrent setting. For instance, this
work demonstrates that provenance diagrams that arisedooicurrent interactions form series-parallel
DAGs. Consequently, certain graph homomorphism problevh&h can be employed to query prove-
nance diagrams, can be solved mdifecently for series-parallel digraphs [19]. This model isposed
as a foundation for “how” provenance, which can be applied agbjective measure of the quality of
data.
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Self-adaptation is a promising approach to manage the complexity of modern software systems. A
self-adaptive system is able to adapt autonomously to internal dynamics and changing conditions in
the environment to achieve particular quality goals. Our particular interest is in decentralized self-
adaptive systems, in which central control of adaptation is not an option. One important challenge in
self-adaptive systems, in particular those with decentralized control of adaptation, is to provide guar-
antees about the intended runtime qualities. In this paper, we present a case study in which we use
model checking to verify behavioral properties of a decentralized self-adaptive system. Concretely,
we contribute with a formalized architecture model of a decentralized traffic monitoring system and
prove a number of self-adaptation properties for flexibility and robustness. To model the main pro-
cesses in the system we use timed automata, and for the specification of the required properties
we use timed computation tree logic. We use the Uppaal tool to specify the system and verify the
flexibility and robustness properties.

1 Introduction

Our society extensively relies on the qualities of software systems, e.g., the reliability of software for
media, the performance of software for manufacturing, and the openness of software for enterprise col-
laborations. However, ensuring the required qualities of software that has to operate in dynamic envi-
ronments poses severe engineering challenges. Self-adaptation is generally considered as a promising
approach to manage the complexity of modern software systems [12, 14, 5, 15]. Self-adaptation enables
a system to adapt itself autonomously to internal dynamics and changing conditions in the environment
to achieve particular quality goals. It is widely recognized that software architecture provides the right
level of abstraction and generality to deal with the challenges of self-adaptation [17, 8, 14]. In particu-
lar, the use of an architecture-based approach can provide an appropriate level of abstraction to describe
dynamic change in a system, such as the use of components, bindings and composition, rather than at
the algorithmic level. Our particular interest is in decentralized self-adaptive systems, in which central
control of adaptation is not an option. Examples are large-scale traffic systems, integrated supply chains,
and federated cloud infrastructures.

One important challenge in self-adaptive systems, in particular those with decentralized control of
adaptation, is to provide guarantees about the required runtime quality properties. In previous research,
we have defined formally founded design models for decentralized self-adaptive systems that cover struc-
tural aspects of self-adaptation [24]. These models support engineers with reasoning about structural
properties, such as types and interface relations of different parts of the decentralized system. How-
ever, in order to provide guarantees about qualities, we need to complement this work with an approach
to validate behavioral properties of decentralized self-adaptive systems. The need for research on for-
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mal verification of behavioral properties of self-adaptive systems is broadly recognized by the commu-
nity [16, 25, 21, 15].

This paper reports a first step of our research goal to develop an integrated approach to validate
behavioral properties of decentralized self-adaptive systems to guarantee the required qualities [22]. This
approach integrates three activities: (1) model checking of the behavior of a self-adaptive system during
design, (2) model-based testing of the concrete implementation during development, and (3) runtime
diagnosis after system deployment. The key underlying idea of the approach is to enhance validation of
qualities by transfering formalization results over different phases of the software life cycle, e.g., model
based testing starts with a verified model and a set of required properties and then intends to show that
the implementation of the system behaves compliant with this model. The focus of this paper is on
the first activity. Concretely, we present a case study of a decentralized traffic monitoring system and
use model checking to guarantee a number of self-adaptation properties for flexibility and robustness.
With flexibility we refer to the ability of the system to adapt dynamically with changing conditions in
the environment, and robustness is the ability of the system to cope autonomously with errors during
execution. We model the main system processes with timed automata and specify the required properties
using timed computation tree logic (TCTL). We use the Uppaal tool that offers an integrated environment
for modeling, simulation and verification, based on automata and a subset of TCTL.

The remainder of this paper is structured as follows. In Section 2, we introduce the traffic monitoring
system and explain a number of adaptation scenarios. In Section 3, we give a brief background on
formal modeling with Uppaal. Section 4 presents the design model of the traffic monitoring system,
and Section 5 explains how we verified key properties and discusses potential uses of the study results
both as input for model based testing and as a starting point for the definition of a reusable behavior
model for self-adaptive systems. We discuss related work in Section 6, and conclude with a summary
and challenges ahead in Section 7.

2 Traffic Monitoring System

Intelligent transportation systems (ITS) is a worldwide initiative to exploit information and communica-
tion technology to improve traffic.! One of the challenges in this area is effective monitoring of traffic. In
[23], we have introduced a monitoring system that provides information about traffic jams. This informa-
tion can be used to reduce traffic congestion by different types of clients, such as traffic light controllers,
driver assistance systems, etc. The main challenges of the system are: (1) inform clients of dynamic
changing traffic jams, (2) realize this functionality in a decentralized way, avoiding the bottleneck of a
centralized control center, (3) make the system robust to camera failures. Whereas the focus in [23] was
on the structural aspects, here we focus on the behavioral aspects of the system’ architecture.

The system consists of a set of intelligent cameras, which are distributed along the road. An example
of a highway is shown in Fig. 1. Each camera has a limited viewing range and cameras are placed to
get an optimal coverage of the highway with a minimum overlap. To realize a decentralized solution,
cameras collaborate in organizations: if a traffic jam spans the viewing range of multiple cameras, they
form an organization that provides information to clients that have an interest in traffic jams.

Fig. 1 shows two scenarios that require adaption. The first scenario concerns the dynamic adaptation
of an organization from TO to T1, where camera 2 joins the organization of cameras 3 and 4 after it
monitors a traffic jam. The second scenario concerns robustness to a silent node failure, i.e., a failure
in which a failing camera becomes unresponsive without sending any incorrect data. This scenario is

Thttp://ec.europa.eu/transport/its/, http://www.its.dot.gov/
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Figure 1: Self-healing scenario

shown from T2 to T3, where camera 2 fails. Since there are dependencies between the software running
on different cameras (details below), such failures may bring the system in an inconsistent state and
disrupt its services. Therefore, the system should be able to restore its services after a failure, although
in degraded mode since the traffic state is no longer monitored in the viewing range of the failed camera.

2.1 Dynamic Agent Organizations for Flexibility

Figure 2a shows the primary components of the software deployed on each camera, i.e. the local camera
system. The local traffic monitoring system provides the functionality to detect traffic jams and inform
clients. The local traffic monitoring system is conceived as an agent-based system consisting of two com-
ponents. The agent is responsible for monitoring the traffic and collaborating with other agents to report
a possible traffic jam to clients. The organization middleware offers life cycle management services to
set up and maintain organizations. We employ dynamic organizations of agents to support flexibility in
the system, that is, agent organizations dynamically adapt themselves with changing traffic conditions.
To access the hardware and communication facilities on the camera, the local traffic monitoring system
can rely on the services provided by the distributed communication and host infrastructure.

In normal traffic conditions, each agent belongs to a single member organization. However, when
a traffic jam is detected that spans the viewing range of multiple neighboring cameras, organizations
on these cameras will merge into one organization. To simplify the management of organizations and
interactions with clients, the organizations have a master/slave structure. The master is responsible for
managing the dynamics of that organization (merging and splitting) by synchronizing with its slaves and
neighboring organizations and reporting traffic jams to clients. Therefore, the master uses the context
information provided by its slaves about their local monitored traffic conditions. At TO, the example
in Fig. 1 shows four single member organizations, orgl with agentl, org2 with agent2, and similar for
org5, and org6. Furthermore, there is one merged organization, org34 with agent3 as master and agent4
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Figure 2: Local Camera System

as slave. At T1, the traffic jam spans the viewing range of cameras 2, 3 and 4. As a result, organizations
org2 and org34 have merged to form org24 with agent2 as master. When the traffic jam resolves, the
organization is split dynamically.

2.2 Self-Healing Subsystem for Robustness

To recover from camera failures, a self-healing subsystem is added to the local traffic monitoring system,
as shown in Fig. 2a. The self-healing subsystem maintains a model of the current dependencies of the
components of the local traffic monitoring system with other active cameras. Each working camera is
in one of three distinct roles: master of a single member organization, master of an organization with
slaves, or slave in an organization. As these roles come with certain responsibilities, each camera is
dependent on a particular set of remote cameras in order to function properly: (1) a master of a single
agent organization is dependent on its neighboring nodes; (2) a master with slaves is dependent on
its slaves and its neighboring nodes; (3) a slave of an organization is dependent on its master and its
neighboring nodes.

To recover from camera failures, the subsystem contains repair actions for failure scenarios in dif-
ferent roles. Examples of actions are: halt the communication with the failed neighboring camera, elect
a new master, and exchange the current monitored traffic state with another camera. To detect failures,
the self-healing subsystem coordinates with self-healing subsystems on other cameras in the dependency
model using a ping-echo mechanism. Cameras send periodically ping messages to dependent cameras
and a failure is detected when a camera does not respond with an echo after a certain time. [23] provides
a detailed description of the structural architecture of the traffic monitoring system.
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3 Uppaal

Model-checking is verifying a given model w.r.t. a formally expressed requirement specification. Uppaal
is a model-checking tool for verification of behavioral properties [4]. In Uppaal, a system is modeled
as a network of timed automata, called processes. A timed automaton is a finite-state machine extended
with clock variables. A clock variable evaluates to a real number, and clocks progress synchronously. It
is important to note that fulfilled constraints for the clock values only enable state transitions but do not
force them to be taken. A process is an instance of a parameterized template. A template can have local
declared variables, functions, and labeled locations. The syntax to declare functions is similar to that of
the C language. State of the system is defined by locations of the automata, clocks, and variables values.

Uppaal uses a subset of TCTL for defining requirements, called the query language. The query
language consists of state formulae and path formulae. State formulae describe individual states with
regular expressions such as x >= 0. State formulae can also be used to test whether a process is in a
given location, e.g., Proc.loc, where Proc is a process and loc is a location. Path formulae quantify over
paths of the model and can be classified into reachability, safety, and liveness properties:

e Reachability properties are used to check whether a given state formula ¢ can be satisfied by some
reachable state. The syntax for writing this property is £ <> ¢.

e Safety properties are used to verify that “something bad will never happen.” There are two path
formulae for checking safety properties. A[] ¢ expresses that a given state formula ¢ should be true
in all reachable states, and E[] ¢ means that there should exist a path that is either infinite, or the last
state has no outgoing transitions, called maximal path, such that ¢ is always true.

e Liveness properties are used to verify that something eventually will hold, which is expressed as
A <> ¢. The property “whenever ¢ holds, eventually y will happen” is stronger and is expressed as

¢ — .

Processes communicate with each other through channels. Binary channels are declared as chan x.
The sender x! can synchronize with the receiver x? through an edge. If there are multiple receivers x?
then a single receiver will be chosen non-deterministically. The sender x! will be blocked if there is no
receiver. Broadcast channels are declared as broadcast chan x. The syntax for sender x! and receiver x?
is the same as for binary channels. However, a broadcast channel sends a signal to all the receivers, and if
there is no receiver, the sender will not be blocked. Uppaal also supports arrays of channels. The syntax
to declare them is chan x[N] or broadcast chan x[N], and sending and receiving signals are specified as
x[id]! and x[id]?. Note that processes cannot pass data through signals. If a process wants to send data to
another process then the sender has to put the data in a shared variable before sending a signal and the
receiver will get the data from shared variable after receiving the signal.

Uppaal offers a graphical user interface (GUI) and model checking engine. The GUI consists of three
parts: the editor, the simulator and the verifier. The editor is used to create the templates. The simulator
is similar to a debugger, which can be used to manually run the system, showing running process, their
current location and the values of the variables and clocks. The verifier is used to check properties of the
model as described above.

4 Model Design in Uppaal

We now discuss the formal design of the traffic monitoring system in Uppaal. We already explained in
section 2 that each camera consists of 3 primary components: Agent, Organization Middleware and Self-
healing Subsystem. We have designed each of these components as a set of timed automata (templates)
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Figure 3: Environment processes

that represent abstract processes. Fig. 2b (section 2.1) shows how the processes map to the components
of the system. To instantiate a particular system model, each template is instantiated to one or several
concrete processes. We use channels to enable processes to communicate within a camera and between
cameras. To that end, the id of the receiver camera is used. We start by defining the different templates
of the system. Then we explain how the templates are instantiated into a concrete system model.

4.1 Environment Processes
The environment is modeled as two simple timed automata: Release Traffic and Car.

e Release Traffic is an abstract model of the traffic environment. Fig. 3a shows the template. The
purpose of traffic release is to feed the system with cars after some non-deterministic time CAR_GAP.
Variable x is a local clock and whenever its value is greater than CAR_GAP, the StartCar signal is
emitted. Only one instance of the release traffic process will be running all the time.

e Car is the abstract model of a car in the environment. Fig. 3b shows the template. Car waits for the
startCar signal from the release traffic process.> Once started, the car moves along the subsequent
viewing ranges of the cameras. Whenever a car enters/leaves the viewing range of a particular camera
it emits a signal. This allows the camera agents to monitor traffic congestion. As in real traffic, the
car template will have many running instances, each representing a car in the system.

4.2 Agent Processes

An agent is modeled as two timed automata: Camera and Traffic Monitor.

e Each Camera has four basic states. In normal operation, the camera can be master with no slaves,
master of an organization with slaves, or it can be slave. Additionally, the camera can be in the failed
state, representing the status of the camera after a silent node failure. Fig. 4a shows the template.
There is an instance with a unique id for each camera. Cameras in the master status are responsible
for communicating the traffic conditions to clients, but this functionality is not modeled here.

e Traffic Monitor keeps track of the actual traffic conditions based on the signals it receives from the
cars and determines traffic congestion. It interacts with the local organizational manager to handle
organization management. Fig. 4b shows the template. For each camera, one traffic monitoring pro-
cess instance is running all the time. Whenever a car enters into the viewing range of a camera, the

2startCar is the initial location marked by two circles.
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Figure 4: Agent processes

traffic monitor detects the car via the camEnter channel. Similarly when a car goes out of the range
of a camera, the traffic monitor detects this through the camLeave channel. The traffic monitors de-
termines a traffic jam by comparing the total number of cars in its viewing range with the CAPACITY.
Based on this, the monitor may interact with the organization controller to adapt the organizations.

4.3 Organization Middleware
The organization middleware is modeled as one timed automaton: Organization Controller.

e Organization Controller is responsible for managing organizations, based on the information it gets
from the traffic monitor process of the agent. Fig. 5 shows the template.> An organization middleware
process runs on each camera. A camera starts as master of a single member organization. When a
congestion is detected the organization controller sends a request_org signal to the neighboring cam-
era in the direction of the traffic flow. Depending on the traffic conditions of the neighboring camera
and the current role of the camera, the organizations may be restructured as follows. If traffic is not
jammed in the viewing range of the neighbor, organizations are not changed. If traffic is jammed
and the neighbor is Slave or MasterWithSlaves, the camera joins the organization as a slave. If both
are masters of single member organizations (Master), the camera with the highest id becomes mas-
ter with slaves of the joined organization (transition OrgOfferMaster to TurningMasterWithSlaves to
MasterWithSlaves), while the other will become slave (transition OrgOfferMaster to TurningSlave
to Slave). A master with slaves can add and remove slaves dynamically. When no slave remains,
the master with slaves becomes master again. Whenever, the role of a camera changes, the organi-
zation controller informs the camera process to update its status via signals slavelid|, masterlid], or
masterWithSlaves|id] respectively. If the organization controller receives the stopCam signal, it will
go to Failure state, which represents a silent node failure. The controller will not respond until it is
recovered via the startCam signal.

3Committed states are marked with C. These states cannot delay, and the next transition must involve an outgoing edge of
at least one of the committed locations.
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Figure 6: Processes self-healing subsystem

4.4 Self-Healing Subsystem

The self-healing subsystem is modeled as two automata: Self-Healing Controller and Pulse Generator.

o Self-Healing Controller is used to detect failures of other cameras based on a ping-echo mechanism.
Fig. 6a shows the template. A self-healing controller process runs on each camera. The self-healing
controller sends periodically isAlive[ping] signals (based on WAIT_TIME) to the self-healing con-
trollers of the dependent cameras. If a camera does not respond in a certain time (ALIVE_TIME) it
adapts the organizational controller, either by removing a dependency in case a slave failed, or by
restructuring the organization in case the master of the organization failed.

e Pulse Generator is responsible to respond to the ping signals sent by other cameras to check whether
a particular camera is alive or not. Fig. 6b shows the template.

4.5 Definition Model Instance

A concrete system model is defined in Uppaal’s system declarations section by listing the processes that
have to be composed into a system:

system Camera, TrafficMonitor, OrganizationController,
SelfHealingController, PulseGenerator,
ReleaseTraffic, Car;

To define a concrete model, each template has to be instantiated to concrete processes. The process
instances are defined in Uppaal’s project declarations section:

const int N = 6; // # Camera
typedef int[0, N-1] cam_id;

// Global Constants
const int CAM_TIME = 10;
const int RECOVER_TIME = 500;

// Channels
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chan startCar;
chan camEnter[N], camLeave[N], no_cong[N];

chan reqTrafficJam, repTrafficJdam[N];
broadcast chan request_org[N], change_master[N], congestion[N];

The declaration defines a setup with 6 camera systems. As each local camera system has 5 processes (see
Fig. 2), we will have 30 processes running, plus the environment processes. Unique identifiers are used
to identify related processes to work together. We have used an array of channels to enable processes to
communicate within each camera and between cameras. If a process has to communicate with another
process of the same camera it uses the id of the camera. If a process wants to communicate with a process
of another camera it will use the id of the other camera.

S Model Checking

Based on the formal design of the traffic monitoring system, we can now check properties of the traffic
monitoring system by Uppaal’s verifier. We have divided the properties in 3 groups, respectively system
invariants, correctness of dynamic organization adaptations, and correctness of robustness to silent node
failures. We start by defining the properties. Then, we discuss the design and verification process.

5.1 System Invariants

The following properties should hold:

e All cameras cannot be slave at the same time (the system would not provide its function, that is, there
are no masters that inform clients about traffic congestion):

I1: A[] not forall(i: cam_id) Camera (i) .Slave

e The system should not be in deadlock at any time. A deadlock may for example occur when the
self-healing controllers are waiting on each other for responses to ping messages and none of them is
able to send a response. Such situations should obviously be avoided.

12: A[] not deadlock

Checking for deadlock is directly supported by Uppaal.

5.2 Flexibility Properties

To guarantee that the system adapts itself dynamically to the changing traffic conditions, we define
properties that allow verification of correct merges of organizations, such as the first scenario described
in Fig. 1. In this scenario, camera 1 merges with the existing organization of camera 2 and 3. In the
resulting joined organization at T1, camera 1 is master and the other cameras are slaves. The properties
for verifying correct merging are formulated as follows:

e When the organization controller of a camera detects congestion (thus being master of a single mem-
ber organization), then the camera merges with the neighboring organization in the direction of the
traffic flow if this organization is detecting jammed traffic. Formally, we distinguish between three
properties according to the current role of the neighboring camera, i.e., master with slaves, slave, and
master of a single member organization. These properties are defined as follows:
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Fl: A<> forall(n : cam_id)
OrganizationController (n) .CongestionDetected
&& Camera (n+1l) .MasterWithSlaves
imply
Camera (n) .MasterWithSlaves
&& cameral[n].slaves[n+1]

F2: A<> forall(n : cam_id) forall(x : cam_id)
OrganizationController (n) .CongestionDetected
&& Camera(n+l) .Slave
&& cameral[x].slaves[n+1]
imply
Camera (xX) .MasterWithSlaves
&& cameral[x].slaves[n]

F3: A<> forall(n : cam_id)

OrganizationController (n) .CongestionDetected

&& Camera(nt+l) .Master

&& OrganizationController (n+l) .CongestionDetected
imply

Camera (n) .MasterWithSlaves

&& cameral[n].slaves[n+1] ||

Camera (n+l) .MasterWithSlaves

&& cameral[n+l].slaves|[n]

In case the neighboring camera is master with slaves (property F1), the camera joins the organization
and becomes master. In case the neighboring camera is slave (property F2), the camera joins the neigh-
boring organization as slave. In case both are masters of single member organizations (property F3), they
merge and one of them becomes master.

5.3 Robustness Properties

To guarantee that the system recovers from a silent node failure, we define properties that allow verifica-
tion of correct adaptations of organizations, such as the first scenario described in Fig. 1. In this scenario
camera 2 fails at T3, which is the master of an organization with two slaves. Subsequently, the slaves
elect a new master and the system recovers from the failure. To introduce failing cameras in the system,
we modeled a virtual environment template that allows us to create sequences of traffic conditions, such
as those described in Fig. 1. Fig. 7 shows this template. We focus here on properties to verify robustness
of a failure of a camera in the role of master with slaves. The properties to verify robustness for failing
cameras in other roles are similar.
The scenario of Fig. 1 is defined in the template’s declarations section as follows:

clock x;
cam_id id = 0;

bool isTrafficJam(cam_id id) {

if (id == 0) return false; if (id == 1) return true;
if (id == 2) return true; if (id == 3) return true;
if (id == 4) return false; if (id == 5) return false;

return false;
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Figure 7: Environment template to inject camera failures

bool isStopped(cam_id id) {

if (id == 0) return false; if (id == 1) return true;
if (id == 2) return false; 1if (id == 3) return false;
if (id == 4) return false; 1if (id == 5) return false;

return false;

bool isStarted(cam_id id) {

void setMasterIDs () {
for (i : cam_id) cameral[i].m_cam = 1ij;
id = N-1;

}

Verifying robustness of a failing master consists of three parts:

1. When the master camera fails, eventually, the self-healing controllers of the slaves detect the fail-
ure,

2. When the slaves have detected the failure, the organization controllers of the slaves will form a
new organization,

3. Finally, the cameras will continue their function and monitor traffic jams.
To verify the correct recovering of the organization we defined the following properties:
e When camera 2 fails then eventually the self-healing controllers of the slaves detect the failure.

Rl: A<> SelfHealingController(2) .Failed
imply
SelfHealingController (3) .FailureDetected
&& SelfHealingController (4) .FailureDetected

e [f organization controller 2 fails and organization controller 3 or 4 has detected this (by switching to
master), then eventually the organization controller of either camera 3 or 4 switches to master with
slave, and the other camera becomes slave.

R2: OrganizationController(2) .Failed &&
((OrganizationController (3) .Master
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&& OrganizationController (4) .Slave) ||
(OrganizationController (4) .Master
&& OrganizationController (3) .Slave))

——>
OrganizationController(2) .Failed &&
((OrganizationController (3) .MasterWithSlaves
&& cameral[3].slaves[4]) ||
(OrganizationController (4) .MasterWithSlaves
&& cameral4].slaves[3]))

e When camera 2 fails then eventually camera 3 and 4 will continue monitoring a traffic jam as a correct
organization.

R3: A<> Camera(2) .Failed
imply
((Camera (3) .MasterWithSlaves
&& cameral[3].slaves[4]) ||
(Camera (4) .MasterWithSlaves
&& cameral[4d].slaves[3]))

Finally, we verify whether neighbor relations* are correctly restored after a failure:

R4: A<> forall(n: cam_id) forall (x:cam_id)
(Camera (n) .Failed && Camera(x).getLeftNeighbour () == n
imply
SelfHealingController (x) .FailureDetected
&& Camera (x) .getLeftNeighbour() == n - 1)

We defined a similar rule for neighbors on the right hand side.

5.4 Design and Verification Process

For the design of the models of the managed system (Camera, Traffic Monitor, and Organization Con-
troller) and the managing system (Self-Healing Controller and Pulse Generator), we used Uppaal’s sim-
ulator to check and correct the design. In this stage, we used the environment models (Release Traffic
and Car) as shown in Fig. 3 to test the different models. Then we defined the system invariants and the
flexibility and robustness properties. To verify these properties, we designed the virtual environment
template as shown in Fig. 7. This restricted environment definition was needed, as verification of an
arbitrary environment with randomly injected camera failures suffers from the state space problem. On
the other hand, the virtual environment has the advantage that we could define the scenarios we wanted
to verify with different number of cameras and increasing complexity.

To give an idea of the time required for verification, we verified the different properties for an in-
creasing number of cameras and measured the verification time. Verification for checking that the system
works properly (invariant I1) increases from 1.2 sec for 6 cameras to 197.3 sec for 60 cameras, and from
7.2 to 1330.6 sec for checking deadlock (I2). We also measured the verification time for flexibility and
robustness properties. Fig. 8 shows the results for properties F2 and R3. The figure shows that the
verification time for these properties grows quasi linear with the number of cameras.

By activating the “diagnostic trace” option, Uppaal can show counter examples in the simulator envi-
ronment when a property is violated. This option allows to analyze the system’s behavior with respect to
the property and identify possible design errors. At the end of the design of the traffic monitoring system,

“For the scenario with 6 cameras, we assigned the first camera as the neighbor of the last and vice versa.
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Verification Time (sec) versus Number of Cameras
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Figure 8: Verification time for increasing number of cameras

all properties were satisfied which was a requirement as they are defined as system requirements. The
Uppaal models of the traffic monitoring system with a prototype Java implementation of the system is
available for download via: http://homepage.lnu.se/staff/daweaa/TrafficCaseUppaal.html.

5.5 Discussion

In this section, we discuss two topics. We start with explaining how the work presented in this paper fits
in the integrated approach for validating quality properties of self-adaptive systems. Next, we discuss a
reusable behavior model for self-adaptive systems that we derived from our study.

As explained in the introduction, the work presented in this paper fits in an integrated approach
that aims to exploit formalization results of model checking to support model-based testing of concrete
implementations and runtime diagnosis after system deployment. To that end, it is our goal to employ the
verified models to test the prototype implementation using model-based testing. The goal of model based
testing is to show that the implementation of the system behaves compliant with this model. Model based
testing uses a concise behavioral model of the system under test, and automatically generates test cases
from the model. As the focus of model-based testing so far has mainly been on functional correctness
of software systems [20], and self-adaptation if primarily concerned with quality properties, we face
several challenges here. A key challenges is to identify the required models to support model-based
testing of quality properties. We belief that environment models are a sine qua non for model based
testing of runtime qualities, which is central to self-adaptation. In our case study, it is the environment
model that specifies the failure events that have to be tested. An explicit model of the environment
allows an engineer to precisely specify the failure scenarios of interest and the conditions under which
the failures happens. For example, in the scenario shown in Fig. 7 a camera failure is generated after
traffic is congested, which allows to test the correctness of the system when one of the cameras of an
organization that monitors a traffic jam fails. Another challenge is to define proper test selection. As
exhaustive testing of realistic systems is typically not feasible, the tester needs to steer test selection. As
an example, to test the self-healing scenario described in Fig. 1, we could mark the RecoverFailure state
in the automaton shown in Fig. 7 as a success state. We can then formulate a reachability property to
check whether the system will always reach the recover failure state after the camera has failed. This
property can be issued to the model checker to test whether the implementation conforms to the model
with respect to this property.

Finally, from our experiences with the case study, we derived an interesting model that maps the
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different types of behaviors of self-adaptive systems to zones of the state space. Fig. 9 shows an overview
of the model.

invalid
p3 /4 behavior \ p4
/ \\7
undesired
v behavior
1 4 adaptation
V behavior
normal p2
behavior
A//

Figure 9: Zones in the state space that represent different behaviors of a self-adaptive system

In the zone normal behavior, the system is performing its domain functionality. In our case study
this corresponds to monitoring traffic jams. In the zone undesired behavior, the system is in a state
where adaptation is required. In the case study, this corresponds both to a state where a reorganization
is required, or a state where a camera failed. In the zone adaptive behavior, the system is adapting itself
to deal with the undesired behavior. In the case study, this means either organizations are merging or
splitting, or the system heals itself from a failure. Finally, the zone invalid behavior corresponds to states
where the system should never be, e.g., deadlock in the case study. Properties of interest with respect to
self-adaptation typically map to transitions between different zones. For example, property p1 in Fig. 9
refers to a transition from normal behavior to undesired behavior (e.g., property R1). Property p2 refers
to the required adaptation of the system to deal with the undesired behavior, that is, the system leaves the
undesired state, adapts itself and eventually, returns to normal behavior (e.g., R2 to R4). Properties p3
and p4 are examples of transitions to invalid behavior that should never occur (e.g., I1 and 12).

6 Related Work

We discuss related work on formal modeling of self-adaptation in three parts: fault-tolerance and self-
repair, verification of various properties, and integrated approaches. We conclude with a brief discussion
of the position of the work presented in this paper.

Fault-tolerance and self-repair. [25] introduces an approach to create formal models for the behavior of
adaptive programs. The authors combine Petri Nets modelling with LTL for property checking, includ-
ing correctness of adaptations and robustness properties. [10] presents a case study in formal modeling
and verification of a robotic system with self-x properties that deal with failures and changing goals. The
system is modeled as transition automata and correctness is checked using LTL and CTL (computational
tree logic). [16] outlines an approach for modeling and analyzing fault tolerance and self-adaptive mech-
anisms in distributed systems. The authors use a modal action logic formalism, augmented with deontic
operators, to describe normal and abnormal behavior. [7] models a program as a transition system, and
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present an approach that ensures that, once faults occur, the fault-intolerant program is upgraded to its
fault-tolerant version at run-time.

Various properties. [3] presents a verification technique for multi-agent systems from the mechatronic
domain that exploits locality. The approach is based on graph, and graph transformations, and safety
properties of the system are encoded as inductive invariants. [13] PobSAM is a flexible actor-based
model that uses policies to control and adapt the system behavior. The authors use actor-based language
Rebeca to check correctness and stability of adaptations. [11] presents a formal verification procedure
to check for correct component refinements, which preserves properties verified for the abstract protocol
definition. A reachability analysis is performed using timed story charts. [2] considers self-adaptive
systems as a subclass of reactive systems. CSP (Communicating Sequential Processes) is used for the
specification, verification and implementation of self-adaptive systems.

Integrated approaches. [9] uses architectural constraints specified in Alloy as the basis for the speci-
fication, design and implementation of self-adaptive architectures for distributed systems. [18] proposes
a model-based framework for developing robotic systems, with a focus on performance and failure han-
dling. The systems behaviour is modelled as hybrid automata, and a dedicated language is proposed
to specify reconfiguration requirements. The K-Components Framework [6] offers an integrated design
approach for decentralized self-adaption in which the system’s architecture is represented as a graph.
A configuration manager monitors events, plans the adaptations, validates them, rewrites the graph and
adapts the underlying system. [1] presents the PLASTIC approach that supports context-aware adaptive
services. PLASTIC uses Chameleon, a formal framework for adaptive Java applications.

Position of our work. In this paper, we focus on modeling and verifying combined properties of flexi-
bility and robustness of a real-world system. To that end, we use a well-established formal method, i.e.
model checking via the Uppaal tool. Most existing formal approaches for self-adaptive systems assume a
central point of control to realize adaptations. We target systems in which control of adaptations is decen-
tralized, that is, managing systems detect the need for adaptations and coordinate to realize the required
adaptations locally. Most researchers employ formal methods in one stage of the software life cycle;
notable exceptions are [9, 25, 18]. The formal approach used in this paper supports architectural design,
but fits in an integrated formally founded approach to validate the qualities of self-adaptive systems that
aims to exploit formal work products during subsequent stages of the software life cycle.

7 Conclusions and Challenges Ahead

In this paper, we presented a case study on formal modeling and verification of a decentralized self-
adaptive system. The Uppaal tool allowed us to model the system and verify the required flexibility
and robustness properties. We defined a dedicated environment model both to verify specific adaptation
scenarios and manage the state space problem. This work fits in our long term research objective to
develop an integrated approach for formal analysis of decentralized self-adaptive systems that combines
verification of architectural models with model-based testing of applications to guarantee the required
runtime qualities. As the next step in our research, we plan to build upon the work presented in this paper
in two ways. First, we plan to study how we can apply verified architecture models to test concrete im-
plementations using model based testing [19]. As model based testing has mainly focused on functional
testing so far, a key challenge here is to extend the approach to test quality attributes. Second, we plan
to elaborate on the initial zone-based model of self-adaptive systems that defines the different types of
behavior of this class of systems. To that end, we are currently performing a systematic literature review
on model checking of self-adaptive systems to map existing work on the model.
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Thanks to improvements in wireless communication technologies and increasing computing power in
hand-held devices, mobile ad hoc networks are becoming an ever-more present reality. Coordination
languages are expected to become important means in supporting this type of interaction. To this
extent we argue the interest of the Bach coordination language as a middleware that can handle
and react to context changes as well as cope with unpredictable physical interruptions that occur in
opportunistic network connections. More concretely, our proposal is based on blackboard rules that
model declaratively the actions to be taken once the blackboard content reaches a predefined state, but
also that manage the engagement and disengagement of hosts and transient sharing of blackboards.
The idea of reactiveness has already been introduced in previous work, but as will be appreciated by
the reader, this article presents a new perspective, more focused on a declarative setting.

1 Introduction

On the front-line of current research areas, mobility related technologies are being developed in an ex-
ponential manner as a natural response to our information needs, regardless of space or time. Such
information is mostly related to the context in which the user finds himself and usually dependent on
his current needs. In the field of mobility, applications must cope with constant context changes in or-
der to provide relevant information on demand. With current development strongly tackling the mobile
connectivity domain, we can understand why the seminal equation

programming = coordination + computation [7]

remains of great relevance. Coordination is thus an equal partner in the programming process as com-
putation. This is even an essential element in the fields of distributed systems and concurrency. To be
as generic as possible, coordination acts as a middleware layer between a consumer and a producer. It
must place a demand to an entity able to solve it and afterwards ensures that an answer is returned.
Departing from these two ideas we can see how mobility and coordination are key concepts for which
proper mechanisms of interaction are required. As such, our objectives in this paper are to tackle two
important needs: supporting context awareness and solving mobility issues in ad hoc networks related
to the unpredictability of their connections and topology. We propose a solution in the form of rules
spanning over one or more device data spaces (henceforth blackboards):

in(a,X), nin(b,Y) — in(c,W), nin(d,Z) (1)

with the intuitive meaning that as long as some information X is present on a blackboard a and some
information Y is not present on blackboard b, then we can assume that some information W will become
available on blackboard ¢ and some information Z will no longer be available on blackboard d.

Natallia Kokash and Anténio Ravara (Eds.): 11th International Workshop on © J.-M. Jacquet, I. Linden, M.-O. Staicu
Foundations of Coordination Languages and Self Adaptation (FOCLASA’12) This work is licensed under the
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64 Coordination Through Blackboard Rules

By providing two operational readings of such declarative rules, we aim at obtaining both of these
needed functionalities. First, by means of a forward reading (inferred from applying the rule from left
to right), we model the reaction to context changes occurring on the blackboards of mobile devices.
Intuitively, departing from the previous rule, a blackboard context is defined in terms of information
being present and/or absent and can model a user’s specific need. For example, the rule

in(a, (location, Brussels)), nin(a, (weather, sunny)) — in(a,(list, museums))

states that if a tourist is in Brussels and the weather is not sunny, he would like to receive a list of
available museums. Second, through a backward reading (inferred from using the rule from right to
left), we represent the links between blackboards that would model the connection state of two devices.
Let us assume the same tourist who is visiting Brussels, owning a mobile device, throughout the city info
posts can make available a broad range of information consisting of weather data, nearby parking places,
public transportation, etc. As he walks around the city, his mobile device roams between different such
info posts and eventually connects to these when coming within connection range, which can depend on
the wireless technology used for the connection. By exploiting the events raised at the networking level,
a backward reading rule of the form in(b,X) — in(a,X) is generated on the tourist’s blackboard
in order to define the connection state of his mobile device (containing the blackboard a) and the info
post (containing the blackboard b). This rule acts as a logical link and allows for the transient sharing
of the two blackboards, without the need to physically transfer the information between the blackboards.
In conjunction with this rule, the previous forward reading rule can be resolved since the info post will
provide the needed information about the weather.

The rest of this paper is organized as follows. Section 2 presents the concept of multiple blackboard
coordination through rules. Section 3 shows an operational implementation of the rules on the Bach
language. Section 4 presents some technical and architecture details of our mobile implementation. Sec-
tion 5 presents related work in the field of mobile coordination and how our work relates to it. Section 6
presents some related work in terms of reactivity and how our proposal is positioned with respect to
these. Section 7 draws the conclusions and presents the expectations for future work.

2 Blackboard coordination through rules

Reactivity in coordination languages relies on the basic idea of triggering an event when a predefined
condition is met. The purpose is to enrich the capabilities of classical tuple spaces in order to transform
them from simple tuple containers into context-aware entities, responsive to the interactions performed
by the agents. Extensions have been explored, either by defining more complex triggering conditions or
by taking a more complex set of actions.

Our approach, based on the principle of reactivity, is used to model the behavior of the system
due to context changes on the tuple space and to handle the execution of mobile agents in scenarios
that involve physical mobility of the hosts. Following the ideas exposed in LIME [15], when two or
more devices come into each-other’s range, their tuple spaces are merged in terms of information that is
publicly available. A hard to grasp notion is the one of “close enough” for two devices to be in range
and thus to be connected. Likewise, the idea of merging blackboards, although intuitive, is actually not
a clearcut one. Let us address these two points in turn. On the one hand, closeness in practical terms
is to be defined by the presence of a physical communication link, be it wired or wireless, that would
enable a communication channel between the devices. From an abstract perspective, modeling such a
notion is very difficult to express; however our solution benefits from the events raised by the operating
system of the device and captured by the middleware. On the other hand, merging the blackboards
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should not be seen straightforward in the sense of transferring tuples over the network, but by providing
logical links, as it was defined in [3]. These are in essence pointers that indicate the merging state with
other blackboards. Taking a declarative approach, having a local blackboard merged with a remote one
means that information is in some way available locally, assumed from the presence or absence on other
blackboards.

For example, the rule in(b;,X) — in(bp,X) states in a forward reading that any tuple X present
on b; should also be considered present on b,. By applying a backward reading we obtain a similar
semantic which asserts that X is to be considered present on b, for as long as X is present on b;. The
common ground between the two readings is represented by the two expressions that comprise the rule,
with respect to the —: the left-hand side (henceforth LHS) represents the rule’s activation condition
and the right-hand side (henceforth RHS) represents the effect produced by the rule’s activation. To
make such a rule more suitable for coping with context-awareness and transient sharing, we develop the
LHS and the RHS to a more generic form. To this end, we extend the declarative equation 1 into the
more general expression represented in equation 2. The context is represented by a sequence of template
tuples that should be present on (by use of the in primitive) or absent from (by use of nin primitive) the
blackboards. In the same way, the RHS can define the tuples that should be considered present or absent
on several blackboards. There is no restriction for the blackboards defined in the LHS and the RHS in
the sense that they don’t necessarily need to be the same. The more general formal representation of the
declarative rules is presented below:

ll’l(b] 7t1)7 Ut ,in(b,n,tm),nin(bm+1 7tm+1)7 e ,nin(bn,t,,)
— in(bps1,tnr1), -, in(bp,ty),nin(bp1,tpr1), - nin(by,t,) 2)

The meaning of this rule is that the presence of the tuples #;,--- ,#, on the blackboards by,--- ,b,, re-
spectively and the absence of the tuples ,,+1, - - - ,#, on the blackboards b, 1, - - , b, respectively, implies
the presence of tuples 7,1, -+ ,7, on the blackboards b, 1, , b, respectively and the absence of tuples
tpt1,- -+ 14 on the blackboards b, 1,--- ,b, respectively. In the scenario of opportunistic mobile ad hoc
networks, the operational translation of the LHS requires the acquiring of a lock on distributed black-
boards, which is not feasible due to the unpredictability of the connections. As we will see in section 3.2,
the solution amounts to restricting a rule’s activation condition to a single blackboard.

The implicit behaviour of a rule upon activation is that information is consumed from the LHS in
order to obtain the effect defined in the RHS. One important remark to be made is that for the nin primitive
the destructive behaviour actually results in producing the template tuple on the respective blackboard.
However, when using the rules to represent the transient sharing between blackboards such destructive
behaviour is not desired. In order to preserve the characteristics of a logical link, the content of the
blackboards defined in the rule must not be altered. To this extent we introduce a semantic notation in
the form of square brackets surrounding the primitives in or nin, obtaining the guarded variants [in(b,7)]
and [nin(b,t)]. In order to fine tune the effect of a rule’s activation, both the LHS and the RHS can have
sets of simple primitives or guarded ones.

By providing two operational readings of equation 2 it is possible to obtain two different function-
alities: (i) context awareness, by means of a forward reading and (ii) coordination in mobile ad hoc
networks, by means of a backward reading. The detailed description of each reading will be provided in
the next sections.

Note that other work, such as TuCSoN [19] or LIME [14], incorporate IF pattern THEN actions
mechanisms. However, as we will show in section 3, our declarative approach allows to have a more
refined view. For the moment, let us simply stress that in contrast to such an operational mechanism, we
provide two multi directional views out of a declarative implication.
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3 Language design

Having presented the declarative definition of the blackboard rules in section 1, we dedicate this section
to describe how they can be incorporated in the Bach coordination language. With this aim, the language
is first briefly presented in subsection 3.1. In subsection 3.2 we expand the idea of rule reading in order
to model different functionalities and explain the constraints imposed by MANETSs. We conclude with
subsection 3.4 by presenting examples for each of the two readings. A section on formal operational
semantics has also been developed, but due to page limitations could not be introduced in this version of
the paper. The interested reader can refer to the full version of the paper which is available online '.

3.1 Bach

Introduced in [9], the Bach coordination language is built upon the principle of a central blackboard
(the equivalent of Linda’s tuple space) represented by a shared memory space through which agents
can communicate. The interaction with the blackboard is ensured by the use of four primitives: tell for
outputting information on the blackboard, ask for querying the presence of information, get for retrieving
information and nask for querying the absence of information. In order to express more complex actions,
the four primitives can be linked by composition operators, namely: ;” for sequential execution, ”||” for
parallel execution and ” + " for nondeterministic choice execution.

We improve the language definition by adding a set of four similar primitives for handling the rules
over a network:

tellr(b,r) askr(b,r) getr(b,r) naskr(b,r)

having the respective semantics of adding a rule r to a blackboard b, querying the presence, retrieving,
querying the absence.

3.2 Forward and backward reading

As illustrated by other declarative languages (Prolog [23], Haskell [24], etc.), the declarative reading of
the blackboard rules must be completed by an operational one. To that aim let us now present in detail
the two readings of the blackboard rules introduced in equation 2.

Forward reading (LHS — y RHS). A first reading, named subsequently forward reading, is obtained
by reading the general rule expression from left to right and by acting accordingly: provided that the
condition in the LHS is met, then for each possibility in which the condition can be expressed from the
blackboard’s context the statements in the RHS are made true. Operationally, this means the following:

e For each tuple #; (1 <i < m) added on b; and for any tuple #; not present on b; (m+1 < j <n),
then for any set of tuples (¢, - - ,#,) from the set of blackboards (b, ,b,), the corresponding
tuples #; (n+ 1 < k < p) should be created on by (n+ 1 < k < p) and the corresponding tuples 7
should be removed from b; (p+1 <1 <g).

e Foreach tuple #; (1 <i < m) removed from b; and for any tuple #; not present on b; (m+1 < j <n),
then for any set of tuples (¢, - - ,#,) from the set of blackboards (b1, ,b,), the corresponding
tuples #; (n+ 1 < k < p) should be created on by (n+ 1 < k < p) and the corresponding tuples 7
should be removed from b; (p+1 <1 <gq).

Ihttp://info.fundp.ac.be/~msc/articles/FOCLASA_2012_full.pdf
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The activation condition of a rule represents a context defined on multiple blackboards. However, a
full implementation of that general rule would involve a costly mechanism and heavy network loading in
order to check whether the condition becomes active or not. Furthermore, in mobile ad hoc networks the
communication links between devices are unstable and unpredictable. In this hypothesis, the wise choice
is to restrict the context definition to only one blackboard. As such, the operational forward reading is
represented as:

il’l(bl,l‘1>, e ,in(bl,tm),nin(bl,tmﬂ), e ,nil’l(bl,tn)

—f in(bn-l-l?tn-i-l)’ T 7in(bp7tl7)7nin(bl7+1’tp+1)7 T ’nin(bQ’tQ)

Backward reading (LHS —;, RHS). A second reading is obtained in a backward fashion by read-
ing the general rule from right to left. The behavior is also different from the forward reading since as
long as the conditions in the LHS are met, the statements in the RHS are verified. As such,

e The presence of #; on by (n+1 < k < p) can be deduced from the presence of a set of tuples
(t1,-++ ,ty) on the set of blackboards (by,--- ,b,,) and the absence of a set of tuples (fy+1,- - ,t,)
on the set of blackboards (by+1,- - ,by).

e The absence of ; from b; (p+ 1 < k < q) can be deduced from the presence of a set of tuples
(t1,-++ ,tn) on the set of blackboards (by,--- ,b,,) and the absence of a set of tuples (fy+1,--- 1)
on the set of blackboards (b1, ,by).

For the backward reading, restrictions must be imposed in the RHS as well: only one in or nin
primitive is permitted. The reason is that the presence or absence of a tuple on a local blackboard can
be inferred from the context of another blackboard, thus providing pointers to virtual tuples that can be
used in the evaluation of ask, get, nask primitives. To this extent, the operational backward reading has
two possible forms:

in(b1 ,l‘]), cee ,in(bl ,lm),l’lin(bl ,l‘m+1), cee ,I’lil’l(b] ,tn) —b in(bz,l‘n+1)

in(bl,tl), s ,in(bl,tm),nin(bl,tmﬂ), s ,nin(bl,tn) —b nin(bz,th)

3.3 Refinements

It may be possible at a given time for two or more rules to become active at the same time. The order
in which the rules are handled is nondeterministic and the handling is an atomic operation. As such,
handling a rule may lead to data consumption which could render inactive some of the other previously
active rules. By default, the in and nin have a destructive behavior: once the rule activated, in consumes
information and nin produces information. Since the interest of the backward reading is to provide
logical links between blackboards it may not be desired to consume existing information or produce new
one. To this aim we introduce a semantic notation in the form of square brackets surrounding the in and
nin primitives in order to inhibit their destructive behavior. As such, [in] will not destroy information
and [nin] will not produce new information once the rule is activated. More details will be provided in
the following section.

3.4 Examples

By exploiting the expressiveness of the two operational readings, we can define special operations that
would model the way in which blackboards are connected to each-other and the way in which they
react to given contexts. Let us now present some practical uses of the rules in the context of distributed
coordination.
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The forward rule, defined as
forward(by,by) = {in(b1,X) —fin(b2,X)},

would redirect the tuples destined for b to b,. This is particularly interesting in scenarios of automatic
information sharing between devices that enter each other’s communication range. Other uses may
include load balancing or for memory management. We can imagine for example that if a blackboard
has a strict memory quota limit it could use the forward rule to bypass tuples to a remote blackboard in
order to prevent overflow. A variant can be represented as a copy rule by simply adding brackets in the
LHS:

copy(b1,bs) = {[in(b1,X)] — ¢ in(b2,X)}.

Every new tuple arriving on b; will be transmitted to b, without removal from b;. Used in TCP/IP, the
broadcast or multicast functionalities can also be modeled with the help of the following rule:

broadcast(b,by,- - ,b,) = {in(b,X) — s in(b1,X), - ,in(by,X)}.

The converse of a broadcast rule would be the merger one, with the purpose of collecting all the
tuples from several blackboards to a single one, with particular interest in the scenarios involving sensor
networks:

merge(by,- - ,b,,b) = {in(b1,X) — ¢ in(b,X),--- ,in(b,,X) —¢ in(b,X)}.
The inherit rule, defined as
inherit(by,by) = {[in(b1,X)] — [in(by,X)]},

states in a direct form that b; inherits b, or b has access to all the tuples present on b,. This type of rule
enables a logical link between two blackboards and defines the connection between two mobile devices.
By adding inheritance to the forward rule we allow the blackboard that is forwarding the tuples to also
keep a pointer in case it ever needs to access those tuples again. As such, the enriched forward rule is:

forward(by,by) = {in(b1,X) — ¢ in(bs,X), [in(b1,X)] — [in(b2,X)]}

It should be noted that the inherit rule must have the primitives in the LHS and RHS guarded by square
brackets in order to keep the significance of a logical link and not to change the contents of the black-
boards.

4 Implementation

4.1 General principles

Being a language designed for distributed systems, Bach has been implemented in a client-server fashion,
but only in terms of the architecture. Each device acts independently and is responsible for establishing
connections with neighboring devices. There are no devices designated as central managers for transac-
tions. No hypothesis is made on a-priori knowledge of the network architecture. The server-side and the
client-side represent just a separation of concepts and tasks that are to be performed on each device.
The server-side component is responsible for handling the communication, the blackboard and its
operations, a rule space for containing the reaction rules associated with the blackboard, a request space
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for the agents that need to be processed and a solved request space for storing the results of the agents
execution.

The client-side handles the parsing of string representations of agents, dispatches requests to a local
or remote blackboard depending on needs and receives the replies. Parsing an agent returns a tree-like
structure with the nodes consisting of the composition operators that link the primitives, which are stored
in the leaves. The processing of the tree begins at the root node with the recursive creation of sub-agents
until the leaves are reached, moment at which requests are formed towards the server.

Our purpose being to provide a fully functional framework for mobile devices, that would support
all the features of the proposed coordination language, we found Python a good choice of programming
language, since it ensures easy portability of the code on different mobile platforms: Symbian, i0S,
Android.

4.2 Implementation techniques

The blackboard rules are implemented as a structure comprised of two ordered arrays, one for the LHS
and one for the RHS, and a boolean variable depicting whether the rule is a forward reading, when true,
or a backward reading, when false.

For defining the activation condition of a rule it is not mandatory to have a context composed solely
of different tuples. Depending on the needs, several instances of the same tuple may be required. This
would translate by placing a sequence of in(b,t) primitives in the condition. In order to avoid writing
repeatedly one in primitive for each needed instance of the tuple * we provide a small extension allowing
to add an index to specify the total number of instances. Subsequently, in.(b,t) states that a total count
of c instances of tuple ¢ are required on blackboard b. Testing the absence of a tuple amounts to having
0 instances of the blackboard. Hence, no counters are needed for the nin primitives. By complementing
the above definitions with this notation we obtain the following general rules:

il’lcl (bl,tl), cee ,incm (bl,t,n),nin(bl,tm+1), cee ,nin(bl,tn)

Ny, (bn-H sIn+1 )7 T 7in6‘p (bpﬂtp)ﬂ nin(bp-l-l sIp+1 )7 T 7nin(bq7ttJ)
il’lcl (bl,tl), cee ,incm (bl,tm),nin(bl,tm+1), cee ,nin(bl,tn)

—p in(bz,ln+1)
ing, (b1,t1),- -+ ,ine, (b1,ty),nin(by,tys1), - - ,nin(by,t,)

—p nil’l(bz,tn+1)

A rule’s activation condition is defined by the minimum number of tuple instances specified in the
in primitives and by the absence of tuples specified in the nin primitives. Concretely, rules are handled
through an activation vector which has the generic form:

activation vector = [cy,- -+ ¢y, 0, ,0]

At the same time, each rule must keep track of the changes occurring on the blackboard. With the
execution of tell or get primitives, tuples are respectively added or removed. By keeping track of the
tuples that transit the blackboard it is possible to determine the moment when the context is met for the
rule to become active. To this purpose, a separate vector must be used in order to count the number
of tuple instances present on the blackboard and which match the tuples defined in a rule’s LHS. More
specifically, blackboard vectors are of the form:

blackboard vector = |bcy,,- - ,bc;, ,bey,,, |-+ ,bey |

where bc;, (1 <i < m) represents the counter for the number of tuples present on the blackboard that
match the tuples ¢; of the in primitives and bc,; (m+1 < j < n) represents the counter for the number
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of tuples present on the blackboard that match the tuples 7; of the nin primitives. This incremental
style of computing allows to observe only the modifications that occur on the blackboard. So instead of
comparing the entire LHS of a rule with the entire contents of the blackboard, only the tuple that was
used in the tell or get is the subject of this comparison.

By using these two definitions it is possible to formally define a rule’s activation condition:

be, > ek, k=1...m and bc, = 0, k=m+1...n

It is worth to notice that in the case of the backward reading the rule stays active as long as the above
condition is met, while in the case of the forward reading the rule acts as a reaction rule by producing
or deleting tuples as depicted by the RHS. Taking into account the definitions presented at the beginning
of this section we observe that if the activation context may be obtained in several ways from the tuples
of the blackboard, then the forward reading rule can be executed several times. In fact, this number
is determined by the total number of combinations in which the context could be obtained from the

blackboard’s content:
m
H (bc,k>
k=1 \ Ck

This is of course a maximum number, depending on the usage of brackets on the in and nin primi-
tives, because if tuples are consumed or produced on the blackboard due to the rule execution this may
deactivate the condition of the LHS.

4.3 Examples

Forward reading example: Let us consider two blackboards, b; and b,, initially empty of tuples and
the forward rule on blackboard b;:

inz(bl ,l]), [il’l(b] ,tz)], I’lin(bl,tg) —f il’l(bz,l‘z)

which states that if at least two instances of tuple #;, one instance of tuple #, and no instance of t3 are
present on blackboard b1, then one instance of tuple #, will be created on blackboard b;,. For this rule
the activation vector is [2,1,0]. Given that b; is empty, the blackboard counter for this rule is initially
[0,0,0]. Assuming a set of primitives executed in the sequence depicted in figure 1(a), we obtain after
step 5 a state of the blackboard vector that enables the rule.

By applying the combinatorial formula, we obtain a number of three possibilities in which the rule
can be fired. However, after the first execution, two instances of the tuple #; will be consumed from b,
and one instance of the tuple 73 will be produced on b;. In the meantime, due to the RHS of the rule, one
tuple #, is added to b,. After this execution the state of the two blackboards is as presented in figure 1(b)
with the blackboard vector having the values [1, 1, 1], which implies the deactivation of the rule.

Step | Primitives | Counter vector ‘ Comments
T tell(by, t1) [T, 0, 0]
2 tell(by, t3) 1, 0, 1]
3 tell(by, t1) 2, 0, 1] b1 1 b2 b1 b2
4 tell(b1,t2) 2,1, 1] to [t2](virtual) to
5 get(b1,t3) [2, 1, 0] Rule is active 31
(a) The evolution of the counter vector (b) The blackboards before and after executing the rule

Figure 1: Forward reading example

Backward reading example: As with the forward reading, we use the same two initially empty
blackboards, b and b, and associate a backward reading rule on blackboard b;:

il’lz(bl,tl), [l'n(bl,l‘z)} —b [in(bZJZ)]
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having its activation vector [2, 1]. Suppose an agent wants to execute the primitive ask(b2,1,). Given the
fact that b, is empty, the agent suspends its execution waiting for an instance of #, to become available. In
the meantime let us suppose that we execute a set of primitives on blackboard b1, as shown in figure 2(a).
Since at step 3 the rule becomes active, blackboard b, can assume the presence of an instance of tuple #,,
due to which the ask primitive previously suspended continues its execution.

Step | Primitives | Counter vector ‘ Comments

i tell(b1, t1) [T, 0]
R L. o b~ b2 b1 b2
3 tell(by, t2) 2, 1] Rule is active C to ) @](virtu@ C to ) C )
4 ask(ba, t2) [0, 1] Rule is fired 31
(a) The evolution of the counter vector (b) The blackboards before and after firing the rule

Figure 2: Backward reading example

By analyzing these two examples in more details we observe that in the case of forward reading the
rule needs to be associated only with the blackboard defined in the LHS, whereas the backward reading
rules require to be present on the blackboard from the LHS as well as the RHS.

4.4 Performance analysis

In order to have an image on how our approach is placed with respect to other implementations, we
ran a comparative performance test on one representative of reactive rule based model, TuCSoN. More
precisely, we have modeled the synchronization of multiple processes, which has been presented as a
practical application in the field of workflow management [18]. Assuming each process places a tuple
on the blackboard to signal that it had finished processing, the synchronization is achieved by reacting to
the presence of all the tuples on the blackboard. In our approach, this amounts to a forward reading rule
of the type:

in((task,1)), ..., in((task,n)) — 5 in({task, final))

In TuCSoN, since the reaction is observed only on one primitive execution, the test scenario implies
the use of n rules, one for each different tuple:

reaction(out (task(1)), completion, (in(task(1),... in(task(n),out(task(final))))).

reaction(out (task(n)), completion, (in (task( 1),...,in(task(n),out (task(final))))).

We ran several tests, increasing the value of n from 1 to 200. Two execution steps can be iden-
tified: (i) add and parse the reaction rules, (ii) add in sequence the tuples corresponding to the tasks:
(task,1), ..., (task,n).

The tests have been conducted on two different machines, one on which the tuples 1 to n were
outputted and the other on which the final task was outputted. For metrics, we have considered the total
execution time. The results are plotted in figure 3 on a semilogarithmic scale where the abscissa holds
the different values of n and the ordinate the execution time expressed in seconds.

We observe that, in most cases, up to n = 20, the results are comparable. The execution times differ
greatly as the value of n increases due to the fact that in TuCSoN, to achieve the same functionality, there
is the need to encode n rules and apply all of them each time a new tuple is added to the blackboard.
Moreover, TuCSoN requires additional processing for the transactional mechanism in the body of the
reaction. On the other hand, our approach makes use of an incremental computation in order to avoid
testing the entire rule activation condition after each operation performed on the blackboard.
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1,000

—e— Bach
—m— TuCSoN

100

10

1 10 50 200
Figure 3: Comparative performance result

TuCSoN Bach

reaction(out (task_result(taskA,X), (
in_r(task_result(taskA,X)),
in_r(task_result(taskB,Y)),
out_r (task_todo(taskC,args (X,Y)))))- | j((1askA, 7)), in((1askB, ?Y)) —> in({taskC, X, 1Y)

reaction(out (task_result(taskB,Y), ( ’
in_r(task_result(taskB,Y)),
in_r(task_result(taskA,X)),
out_r(task_todo(taskC,args(X,¥))))).

Table 1: Syntax translation from TuCSoN to Bach

The reciprocal translation, from TuCSoN to Bach, based on an example in [18] and presented in
table 1, amounts for the particular case of n = 2 in our test scenario.

Likewise, comparable results have been obtained for the examples presented in section 3.4. This was
expected since they are particular cases of the scenario presented above.

Based on these results, we can conclude that our approach presents advantages in terms of perfor-
mance and expressivity, mostly in scenarios which require the verification of complex contexts.

5 Mobile devices

By using the rule mechanism we can model in Bach the connection of remote blackboards when a
physical connection between their hosts exists. Being given two devices A and B, the blackboard b4 of
host A is linked to the blackboard b of host B by providing the backward reading rule [in(bg,X)] —»
[in(ba,X)]. Symmetrically, on bg, [in(ba,X)] — [in(bp,X)] defines the link between the blackboards
bp and by. The disengagement is modeled by simply deleting the rules that define the link between the
blackboards.

To intermediate between the physical connection of the hosts and the logical linking of blackboards
we introduce the notion of events that are triggered by dedicated processes that monitor the network
activity. The pair of tuples (connect, h) and (disconnect,h) can be generated when the local host connects
to a remote host £, respectively disconnects from A.

Each device is responsible for the discovery of its neighbouring devices, achieving this by use of
the dedicated functionalities of the network layer. In the same way in which Bluetooth publishes its
available services to inquiring devices, one host can publish the list of its public blackboards to other
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inquiring hosts. As a result, the hosts become self-aware of the neighbouring blackboards which could
be uniquely identified by a construct of type blackboard - name @ host - name, where the host’s name can
be represented by it’s MAC or IP address. We achieve the self-awareness and self-adaptation because
there is no central manager that handles the engagement and disengagements of hosts. However, for
external programming of the blackboards an a priori knowledge of their names is necessary. Generic
rules such as inherit, broadcast, merge (introduced in Section 3.4) are not affected by such a restriction
since they can be kept up to date by the events mentioned in the previous paragraph.

In mobile ad-hoc networks, sudden disconnections may occur without notice. When such an event
occurs in the course of an active rule, executing primitives on remote blackboards which are no longer
connected would fail. To prevent such an event from blocking the local blackboard it is fair to assume a
reasonable connection timeout. This is easily achievable by using the timed primitives introduced in [9]
and refined in [11].

As means of communication between hosts we are currently using the Bluetooth technology in RF-
COMM mode. It is fair to say that Bluetooth has become a standard on current smartphones. Also, if not
present by default on portable computers the low price of Bluetooth dongles makes it a viable choice for
short range communication. One drawback of Bluetooth is that devices cannot announce their presence,
but try to discover devices around them. For this reason, the concept of two devices being “close enough”™
to establish a connection can only be modeled by periodically scanning for devices within range.

The philosophy we aim to achieve is the one expressed by the BUMP application for mobile de-
vices [10]. Two devices having the BUMP application installed can be physically bumped-into each
other in order to get them connected. Once connected, it is possible to share contacts, photos, etc. by
means of drag-and-drop from one device to the other. Our experiments show that the application works
only in the presence of a functional internet connection. Because of this requirement we concluded that
BUMP could not be classified as an application destined for mobile ad hoc networks, even if the two de-
vices are physically close. In response, the Bach language would allow the development of applications
that would offer: support more than two devices at once, automatic connection to compatible devices in
range, local communication without the need of an active internet connection.

From the point of view of coordination languages the mobility issue can be seen from two perspec-
tives: logical and physical, as classified in several works [14, 15,21, 28]. The logical mobility aims at
providing to an agent (a program fragment) the means for navigating or exploring an existing connection
topology in order to pursue its execution. The physical mobility concerns actual devices or hosts that
form the nodes of a network through which the agents roam. The latter is particularly interesting in the
case of MANETSs (Mobile ad hoc Networks) since the devices moving in and out of each-other’s range
introduce a high degree of unpredictability in the network topology. The challenge arises from the need
to correctly adjust the execution of the agents in the new hypothesis consisting of expanded or contracted
tuple spaces.

The KLAIM language [16] has been among the first proposals by considering processes in the same
way as data: transferable between computing environments. Departing from the method of invoking
remote procedures, KLAIM allows for code fragments to be sent and executed on remote nodes by inter-
acting with other processes via the local tuple space. Since the transient sharing of tuple spaces is not
supported, processes need to move to new locations in order to access new tuple spaces.

As stated in [15], in order to keep a high degree of generality at the model level, LIME [15, 20]
does not use explicit mechanisms for handling the mobility issue, be it logical or physical. Instead,
mobility is inferred from the changes that occur on the host-level or federated tuple spaces as a result of
an agent engaging or disengaging a group. We believe that certain limitations are introduced by the need
of having a group leader that handles the operations of engagement and disengagement since MANETS
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are characterized by highly unpredictable connections and disconnections.

TuCSoN [19], designed as a coordination model for internet agents, uses the notion of programmable
tuple spaces and uses the hypothesis of permanent communication links. Mobile agents roam the nodes
of hierarchically organized networks to query for information and retrieve it if found.

Because of the challenges posed by MANETSs we consider that physical mobility has a crucial im-
pact over the logical one. In order to achieve greater flexibility for the agent’s execution, these must
not be encumbered with the heterogeneity of the surrounding blackboards possibly containing relevant
information. To support this idea we propose an alternative solution in the sense that the blackboard on
which the agent is destined to be executed should provide the means in order to ensure connections to
neighboring blackboards, which would allow the agent faster and more transparent access to information.
For this purpose, we present in the following section a rule based mechanism that would enable mobile
agent coordination independent of the topology of the network. We believe this to be a different point of
view from the approaches presented above in the sense of shifting the focus from handling the mobility
of agents to managing the mobility of hosts.

In this light we consider our approach as having a clear advantage with respect to other related pieces
of work. The backward reading rule in particular offers all the necessary expressiveness in order to link
remote blackboards and to provide simple and efficient access between them.

6 Related work

Let us now offer a bird’s eye-view over existing lines of research related to the idea of reactivity and see
how they are placed with respect to our proposal.

6.1 Chemical models

The road of reactivity was paved by the GAMMA model [1] which introduced the idea of transform-
ing multi-sets of data by means of mechanisms inspired by chemistry. Accordingly, the multi-set is
metaphorically seen as a chemical solution on top of which different reaction rules are defined. The
rules consist of pairs (R,A), where R represents the reaction condition and A the action to be taken. The
multi-set evolves as long as the reaction condition is met, after which a stable point is reached. Data is
thus rewritten producing either an expansion or a reduction of the initial ones.

As an extension of GAMMA, the chemical abstract machine [2] or simply cham, added the notions
of membranes and airlocks. Membranes act as containers for sub-solutions, thus enforcing local reac-
tions. Airlocks enable the communication between these enclosed sub-solutions and their containing
environment. Such a model is of particular interest to the coordination in mobile ad hoc networks since
an analogy can be found between a molecule and a device, respectively between an airlock and the
communication links connecting the devices.

More recent developments of the chemical metaphor are those related to the biochemical tuple
spaces [25], which introduce a probabilistic approach. By using tuple concentration and chemical rates
it is possible to model the likelihood of a given reaction occurring, service equilibrium, service decay,
service competition or service composition [26]. In terms of pervasive ecosystems, the work in [27]
explores how network nodes can be enriched with live semantic annotations which can be governed
by global eco-laws in a chemical-like fashion. This proposition is similar to our current one from the
point of view of declarative transformations. However, these eco-laws rely on an underlying framework
covering the global space of neighbour devices. In our approach, rules are stored on the blackboards
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themselves, and connect them without other middleware. Moreover, LSA rules always consume their
reactants (lhs) and produce their products (rhs), while ours allow a broader set of behaviours definitions.

Compared to these pieces of work, our proposal keeps the same idea of reactivity. However, it refines
it by identifying forward and backward reading, by enhancing the patterns of the rules in distinguishing
the presence or absence of information on both sides, by providing an efficient implementation and
applying it to mobile ad hoc networks. We provide no counterpart for probabilistic reasonings, but
consider this as orthogonal to our work. As a result, ideas from [25,26] can be introduced directly in our
work. Such ideas will be the subject of future work.

6.2 Reactive models

In another line of research, the articles [3, 8] explore models relying on the idea of reactive tuple spaces.
Among others, they are used for the coordination of mobile agents. This has also been treated in a series
of work, such as: MARS [4], TuCSoN [19], ReSpecT [5,6], LIME [15,20].

More concretely, the MARS model proposes reactions in the form of a four components set consisting
of: (i) the reaction type, (ii) the tuple wild-card to be matched, (iii) the type of operation on the tuple
space that should be monitored, (iv) the agent’s identity. This mechanism is very flexible and is able to
express a wide range of scenarios, from specific to more general ones. This is achieved in the way in
which the four components are defined: the most general situation occurs when only the reaction type is
specified and is rendered more precise by adding values to the other components.

In TuCSoN , the approach is to define programmable logic tuple centers which consist of a tuple
space enhanced by the notion of behavior specification. The supervision and control of this behavior is
achieved by specifying reactions to the communication events over the tuple space. Reactions act like
a set of operations handling sets of tuples in the tuple center, either in the form of addition or deletion.
Operations of a reaction are executed atomically, in the sense that even if multiple primitives are invoked
they are perceived by the system as a single event.

ReSpecT implements the reactions in the form of two special types of tuples. The first represents an
association between a communication primitive and a logical event, allowing for groups of primitives to
be connected to one identical logical event or for one primitive to generate several events. The second
is an association between the logical events and the actual reaction body, which consists of either state
primitives, term predicates or primitives of the tuple space. The paper [17] augments the language
with the introduction of a guard, that may enforce additional requirements for an event, such as its
source, destination or trigger time. The multiple blackboard approach for ReSpecT has been explored
in [12] by studying its interactions with LOGOP, introduced in [22] and later refined in [13]. LOGOP
presents itself as an extension of LINDA for the management of multiple tuple space environments. The
execution of primitives in such a hypothesis is supported by the introduction of composed tuple spaces in
their definition. The composition is achieved by applying the logical operators AND, OR, XOR, NOT
between multiple tuple spaces. A dedicated logOp tuple center uses the ReSpecT language to react to
LoGOP primitives and form requests for each tuple center forming the composition. It also receives the
replies and forms the final answer. We believe that this architecture, using a centralised manager, is not
suitable in the unpredictable scenario of mobile ad-hoc networks.

Offering a different perspective from the previous models, LIME associates reactions to the context
of the tuple space rather than the set of primitives executed on it. Reactions are triggered by matching
tuples on the tuple space with given patterns, thus defining specific contexts.

To sum up, the main characteristics of related work are threefold: (i) the reaction condition is ex-
pressed only in terms of data being present on the blackboard, (ii) some reactions are triggered on the
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execution of primitives, (iii) the reaction rules mostly concern a single blackboard.

In our approach we provide a finer control over the reaction conditions, which can be defined in terms
of data presence (by using the primitive called in) and data absence (by using the primitive called nin).
This allows the specification of more precise and strict contexts, not possible in other works. In addition,
our rule mechanism is designed to be used also in the multi-blackboard system proper to mobile ad hoc
networks.

6.3 Final remarks

In summary, as may be appreciated by the reader, our work presents significant differences with respect
to the related work. In addition to the chemical models, our approach allows the definition of more
complex contexts consisting not only of information that needs to be present, but also of information that
needs to be absent. In the terms of the chemical metaphor, our proposition offers the possibility to model
the idea of an inhibitor, a substance capable of stopping or retarding a chemical reaction. By means of
the nin primitive it is possible to express reactions which occur in the absence of given inhibitors.

With respect to the reactive models, in which the main focus is put on reacting to the execution of
atomic primitives, our declarative approach, by means of context-awareness, offers greater flexibility
and expressiveness in terms of coordinating mobile agents in mobile environments and in offering the
necessary means to ensure logical links between remote blackboards. In particular, our blackboard rules
allow for a fine grained tuning of actions to be taken when mobile devices come close enough. In addition
to the merge of tuple spaces, offered by languages such as LIME, we are able to code alternative forms
of coordination like filtering or duplication of blackboard contents.

7 Conclusions

In this paper, we propose a solution for coordination in mobile ad hoc networks by means of declarative
rules. By providing two operational readings, we aim at rendering a double functionality. On the one
hand, by means of forward reading, we offer support for context awareness and reactivity to context
changes. By modelling the user’s needs as contexts, it is possible to react promptly once the conditions
are met. On the other hand, by means of backward reading, we provide a mechanism for supporting
the transient sharing of blackboards of mobile devices that come within communication range. The
backward reading rules build logical links between remote blackboards, which enables their unification
without the need to physically replicate the tuples. In conjunction, the forward reading and backward
reading support the possibility of interacting not only with the local blackboard, but with remote ones as
well.

Certainly, the idea of rules and reactivity is not a novelty to coordination models. However, we have
introduced new variants based on a declarative reading which we have shown to be expressive, yet being
efficiently implementable. Taking an incremental approach on the computation bypasses the need for
a transactional mechanism, since keeping track of how the blackboard content is reflected on the rule’s
activation condition there is no need to reevaluate it after each primitive execution.

For future work we aim at introducing a probabilistic reasoning in the sense of attaching reaction
rates to the rules, similar to [25]. By exploiting the rules mechanism we also aim to obtain capabilities
for complex event processing.
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We present a procedure for splitting processes in a process algebra with multi-actions (a subset of the
specification language mCRL?2). This splitting procedure cuts a process into two processes along a
set of actions A: roughly, one of these processes contains no actions from A, while the other process
contains only actions from A. We state and prove a theorem asserting that the parallel composition
of these two processes equals the original process under appropriate synchronization.

We apply our splitting procedure to the process algebraic semantics of the coordination language
Reo: using this procedure and its related theorem, we formally establish the soundness of splitting
Reo connectors along the boundaries of their (a)synchronous regions in implementations of Reo.
Such splitting can significantly improve the performance of connectors.

1 Introduction

Over the past decades, coordination languages have emerged for the specification and implementation
of interaction protocols among entities running concurrently (components, services, threads, etc.). This
class of languages includes Reo [1], a graphical language for compositional construction of connectors:
communication mediums through which entities can interact with each other. Figure 1 shows some
example connectors in their usual graphical syntax. Intuitively, connectors consist of one or more chan-
nels, through which data items flow, and two or more nodes, on which channel ends coincide. Through
channel composition—the act of gluing channels together on nodes—engineers can construct complex
connectors. Channels often used include the reliable synchronous channel, called sync, and the reliable
asynchronous channel fifon, which has a buffer of capacity n. Importantly, while nodes have a fixed se-
mantics, Reo features an open-ended set of channels. This allows engineers to define their own channels
with custom semantics.

To use connectors in real applications, one must derive executable code from graphical specifications
of connectors (e.g., those in Figure 1). Roughly two implementation approaches exist. In the distributed
approach, one implements the behavior of each of the k constituents of a connector and runs these k
implementations concurrently as a distributed system; in the centralized approach, one computes the
behavior of a connector as a whole, implements this behavior, and runs this implementation sequen-
tially as a centralized system. Neither of these two approaches unconditionally predominates the other:
among other factors of influence, the hardware architecture on which to deploy the application plays
an important role. For example, in the case of a service-oriented application, the distributed approach
seems natural, because the services involved run on different machines and the network between them

This research is partly funded by the EU project FP7-231620 HATS: Highly Adaptable and Trustworthy Software using
Formal Models (http://www.hats-project.eu/)

Natallia Kokash and Anténio Ravara (Eds.): 11th International Workshop on
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Figure 1: Some example connectors.

may play a role in their coordination. However, if coordination involves threads running on the same
machine in some multi-threading application, the centralized approach appears more appropriate, as it
avoids communication among the constituents of a connector at runtime: in this scenario, one dedicates
one thread to running the connector.

One optimization technique applicable to both of these approaches involves the identification of the
synchronous and the asynchronous regions of a connector. A synchronous region contains exactly those
nodes and channels of a connector that synchronize collectively to decide on their individual behavior; an
asynchronous region connects synchronous regions in an asynchronous way. For instance, the connector
consisting of a sync channel, a fifol channel, and another sync channel (see Figure 1d) has two syn-
chronous regions, connected by an asynchronous region. Intuitively, two synchronous regions can run
completely indepedently of each other;' an asynchronous regions connecting them takes care of trans-
porting data from one synchronous region to the other. In the distributed approach, this means that nodes
and channels need to share information only with those nodes and channels in the same synchronous
region—not with every node or channel in the connector. In the centralized approach, this means that
one does not need to compute the behavior of a connector as a whole, but rather on a per-region basis.

Recent work shows that the optimization based on identifying regions can significantly improve
performance [6, 18, 19]. However, while intuitively valid, a formal argument establishing the soundness
of this optimization does not exist yet. In this paper, we present such a proof, based on the process
algebraic semantics of Reo [16, 13, 14, 15]. In this semantics, one associates every connector with a
process term describing its behavior. More concretely, we identify the following contributions:

e We introduce a splitting procedure for a subset of the specification language mCRL2 [8, 9]—the

basis of the existing process algebraic semantics of Reo—and prove its soundness.

e We formalize the notion of (a)synchronous regions in the process algebraic semantics of Reo.

e We apply this splitting procedure to the process algebraic semantics of Reo, thereby justifying
the (a)synchronous regions optimization for Reo implementations. In particular, we discuss how
we can implement and use the splitting procedure in the distributed approach, exploiting the local
concurrency available on the computational nodes.

e We lay the foundations for the definition and analysis of new splitting operations for Reo.

This paper is organized as follows. In Section 2, we give an overview of the fragment of mCRL2 that
we use. In Section 3, we summarize the process algebraic semantics of Reo. In Section 4, we introduce
our splitting procedure, and in Section 5, we apply this procedure to connectors. We conclude this paper
with future work in Section 6. See [11] for a version of this paper with an appendix including full proofs
for all the intermediary lemmas.

ITo see this, suppose that two synchronous regions cannot run completely independently of each other. In that case, there
exist at least one constituent of the one region that synchronizes with at least one constituent of the other region. But then, these
two constituents belong to the same synchronous region—a contradiction.
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Figure 2: Syntax.

2 A Process Algebra with Multi-Actions

The process algebra considered in this work comprises the data-free and untimed fragment of mCRL?2,
a specification language based on ACP [4] and the basis of the existing process algebraic semantics of
Reo. Among other useful constructs, mCRL2 has one feature that makes it particularly well-suited as
a semantic formalism for Reo, namely multi-actions: collections of actions that occur at the same time.
We postpone an explanation of how to use multi-actions for describing the behavior of connectors until
Section 3. In this section, we summarize (our subset of) mCRL2.

Figure 2a shows the syntax of multi-actions. Let Act denote the set of actions, ranged over by the
symbols a, b, c, etc. The distinguished symbol 7 denotes the empty multi-action, i.e., the multi-action
consisting of no observable actions. Let the symbols a®, b*, ¢, etc., range over the elements in the set
ActU{7}. The operator LI (commutative and associative) combines multi-actions to form larger multi-
actions; let MAct denote the set of all multi-actions, ranged over by «, 3, 7, etc. Processes, ranged over
by p, g, r, etc., combine multi-actions using the operators shown in Figure 2b.

Basic operators The distinguished symbol—or nullary operator—0 denotes the deadlock process, i.e.,
the process performing no multi-actions. Let the symbols o?, [35, y9, etc., range over the processes
in the set MIActU {8}. The operators + and - combine processes alternatively and sequentially
in the usual way.”> Let Seq denote the set of sequential processes, which consist only of basic
operators and multi-actions. Finally, let P, O, R, etc., denote references that refer to process
definitions of the form P+ p, O+ ¢, R — r, etc. For technical convenience, we currently disallow
mutual recursion: if P — p, then only P can occur as a reference in p.

Parallel operators The operator || interleaves and synchronizes processes. The operator || serves as an
auxiliary operator in the axiomatization of ||: it makes the process on its left-hand side perform a
multi-action, and afterwards, it combines the remaining process with the process on its right-hand
side the same way || does. The operator | synchronizes processes on the first multi-actions they
perform, and it combines the remaining processes the same way || does.

Additional operators Four additional operators constrain the behavior of processes composed in par-
allel. The operator V restricts a process p to the multi-actions in a set of nonempty multi-actions
V C MAct\ {7} (modulo commutativity and associativity of LI). The operator d blocks those ac-
tions in a process p that occur also in a set of actions B C Act. The operator p renames the actions
in a process p according to a set of renaming rules R C Act x Act. Finally, the operator I" applies
the communications in a set C C MlAct x Act to a process p. We write communication rules as
o — a and require that T does not occur in .

2We skip the basic operators for conditional composition and summation, because they have no meaning in the data-free
fragment of mCRL2 considered. Similarly, we skip those operators that have no meaning in the untimed fragment of mCRL2.
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Graphical syntax Textual syntax Semantics
a b . . . . . .
_— sync{a;b) Atomically accepts an item on its source end a and dispenses it on its sink end b.
-------- > lossysync(a;b)  Atomically accepts an item on its source end a and, non-deterministically, either
dispenses it on its sink end b or loses it.
a b . . . .
—_— syncdrain{a,b;) Atomically accepts (and loses) items on both of its source ends a and b.
a b . . . . o
— fifol{a;b) Atomically accepts an item on its source end and stores it in its buffer, and
atomically dispenses the item d on its sink end and clears its buffer.

Figure 3: Syntax and semantics of common channels.

Abstraction operator The operator 7 hides those actions in a process p that occur also in a set of
actions / C Act. The act of hiding an action a, which means “replacing a by 7,” differs from the
act of blocking a, which means “replacing a by §.”

We adopt the following usual operator precedence (in decreasing order): L, |,-, ||, ||, +. We write as few
parentheses as possible, omitting them also in the case of associative or commutative operators. For
example, we write a-b-c+d + e instead of (a-(b-c))+ (d+e).

See Section A for an axiomatization of the operators discussed above.

3 Reo and its Process Algebraic Semantics

Before we continue with our splitting procedure in Section 4, we briefly discuss Reo and its process
algebraic semantics [16, 13, 14, 15]; this helps in relating the abstract discussion in Section 4 to a concrete
case. Recall from Section 1 that connectors consist of channels and nodes. Below, we outline how these
channels and nodes behave and how to describe such behavior as procesess.

Channels. Every channel has exactly two ends, each of which has one of two types: source ends
accept data, while sink ends dispense data. Besides this assumption on their number of ends, Reo makes
no assumptions about channels. This means, for example, that Reo allows channels with two source
ends. Figure 3 shows the graphical syntax of four common channels, a textual syntax, and an informal
description of their behavior. In the process algebraic semantics of Reo, one associates every channel
end with an action. For source ends, such an action represents the acceptance of data; for sink ends, it
represents the dispersal of data. By combining these actions in multi-actions, one can describe channels
that atomically accept and dispense data on their ends. For example, the following recursive process
definitions describe the behavior of the channels in Figure 3.

Sync(a;b) — allb- Sync(a;b) SyncDrain{a,b;) — allb-SyncDrain{a,b;)
LossySync(a;b) — (alUb+a) - LossySync{a;b) Fifol{a;b) — a-b-Fifol(a;b)

The definition Sync(a;b) models synchronous flow through channel ends a and b, represented by the
multi-action a Lb. The definition LossySync(a;b) models a (nondeterministic) choice between flow
through ends a and b and flow through only a, represented by the multi-action a LI b+ a. The definition
Fifol{a;b) models flow through a followed by flow through b. The recursion found in each of the four
process definitions above indicates that the channels modeled by them repeat their behavior indefinitely.

In this paper, we adopt the context-insensitive process algebraic semantics of Reo, originally based
on constraint automata [2]. In context-insensitive semantic formalisms, one cannot directly describe
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channels and connectors whose behavior depends not only on their internal state but also on the presence
or absence of I/O operations—their context. In contrast, one can describe such channels and connectors
in semantic formalisms that do support context-sensitivity. For instance, a context-sensitive version of
lossysync should lose a data item only in the absence of I/O operations on its sink end. A context-sensitive
process algebraic semantics of Reo exists, originally based on connector coloring with three colors [5].
However, because this semantics depends on the data component of mCRL2, we do not consider it
in this paper. We remark that we could encode a context-sensitive process algebraic semantics along
the lines of [12], which makes our splitting procedure applicable also to context-sensitive channels and
connectors. For simplicity, however, we do not pursue that in this paper. See [10] for an extensive
overview of context-insensitive and context-sensitive semantic formalisms for Reo.

Nodes Entities communicating through a connector perform I/O operations—writes and takes—on its
nodes. Reo features three kinds of nodes: source nodes on which only source ends coincide, sink nodes
on which only sink ends coincide, and mixed nodes on which both kinds of channel end coincide. Nodes
have the following semantics.

e A source node n has replicator semantics. Once an entity attempts to write a data item d on n,
this node first suspends this operation. Subsequently, n notifies the channels whose source ends
coincide on n that it offers d. Once each of these channels has notified n that it accepts d, n resolves
the write: atomically, n dispenses d to each of its coincident source ends.

e A sink node n has nondeterministic merger semantics. Once an entity attempts to take a data item
from n, this node first suspends this operation. Subsequently, # notifies the channels whose sink
ends coincide on 7 that it accepts a data item. Once at least one of these channels has notified » that
it offers a data item, n resolves the take: atomically, n fetches this data item from the appropriate
channel end and dispenses it to the entity attempting to take. If multiple sink ends offer a data
item, n chooses one of them nondeterministically.

e A mixed node n has pumping station semantics: a combination of the replicator semantics and
merger semantics discussed above, where fetching and dispensing occurs atomically.

In the process algebraic semantics of Reo, one associates each of the m source ends of a node with
an action srcj<j<, and each of its n sink ends with an action snk;<;<,. Then, one can describe nodes by
combining the processes for a binary replicator (one sink end to two source ends), a binary merger (two
sink ends to one source end), a one-to-one pumping station, and a process for boundary nodes:

Replicator(snk;srcy,srca) — snk U srcy Lsrcy - Replicator(snk;srcy, srca)
Merger(snk;,snky;src) — — (snky Usrc+ snky Usrce) - Merger(snk;, snky; src)
PumpingStation(snk;src) — snk Ll src - PumpingStation(snk;src)
Boundary(bnd) +— bnd - Boundary(bnd)

Connectors. To get the behavior of a connector as a process, one composes the processes of the con-
stituents of that connector in parallel and synchronizes their actions appropriately. Below, we give the
processes of the connectors in Figures 1a and 1c. See [16, 13, 14, 15] for more examples.

Figla=

a{al Ja1,X1,X1,X2,X2,b1 ,E] } (r{al Ua;—a,x; Lx| —x,xUxy—x,by uEl —)b} (

Boundary(a;) || Fifol{a;;x;) || PumpingStation(%;;%,) || Fifol (x;;b;) || Boundary(b;)))

Figlc = a{*bnd,ﬂnd,*,-,%\*6{a,h,c}/\i€{l,2}}(F{*bndu%ndu»ﬂ,-u%%*|*€{a,b,c}/\i€{1,2}}( . L
Boundary{apna) || Replicator(apng;a;,az) || Boundary{bpug) || Replicator{bp,qs;b;,b2) ||
SyncDrain{az;by) || Sync{as;c;) || Fifol(by;c2) || Merger{(c;,¢2;Cpna) || Boundary{cpuq)))
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4 Splitting Processes

Recall from Section 1 that we aim at establishing the validity of optimizing implementations of Reo
through the identification of (a)synchronous regions. Essentially, we want to show that splitting con-
nectors along the boundaries of their (a)synchronous regions (and running the resulting subconnectors
concurrently) does not give rise to inadmissible behavior. In this section, we lay the foundation for this
kind of splitting in terms of a splitting procedure for processes. Later, in Section 5, we apply this proce-
dure to the process algebraic semantics of Reo, thereby justifying the splitting of connectors. Here, we
start by explaining the intuition behind our splitting procedure; formal definitions appear in Section 4.1,
followed by theorems and proofs in Section 4.2. We note that our notion of “splitting” differs from
“decomposition” in the spirit of [17]: in our context, primality or uniqueness do not matter.

Let Acts(p) denote the set of actions occurring in a process p. We introduce the function split, which
splits a process p along a set of actions A into two processes: one of these processes contains no actions in
Acts(p) \ A, while the other process contains no actions in A. We call the former process the A-isolation
of p and the latter process the A-coisolation of p. We aim at constructing p’s isolation and its coisolation
such that their parallel composition equals p under appropriate synchronization. Informally, to construct
p’s A-isolation, replace every action in p as follows:

e If a € A, replace a with the multi-action all §(a), where &(a) denotes a fresh action with respect
to Acts(p). Intuitively, &(a) represents the act of “disseminating that this process performs a.”

e If b ¢ A, replace b with the action E(b), where & (b) denotes a fresh action with respect to Acts(p).
Intuitively, &(b) represents the act of “discovering that another process performs b.”

Symmetrically, to construct the A-coisolation of a process p, replace in p every b € A with E(b) and
every b ¢ A with bLIE(b). Note that because the foregoing affects only multi-actions, p’s isolation and
its coisolation have the same structure as p. In other words: the process p, its isolation, and its coisolation
have the same transition system modulo transition labels.

To illustrate isolation and coisolation, consider the process ¢ = a - b as a running example. This pro-
cess has g1 = all&(a) - E(b) as its {a}-isolation and g, = &E(a) - bUE(b) as its {a}-coisolation. However,
the parallel composition of g; and ¢; is not equal to g yet: to ensure that a process equals the parallel
composition of its isolation and its coisolation, these latter two processes should synchronize on &(a)
and g(a) for each a. To this end, we apply the communication operator I" to such compositions. In our
running example, this yields the process [c(q || ¢2) with C = {&(a) UE(a) — tau, E(b) UE(b) — tau}.
The special action tau serves as a placeholder action for 7, and we can hide it immediately using the
abstraction operator 73> henceforth, without loss of generality, we assume tau ¢ Acts(p) for each p.
In our running example, this yields the process 7;(I'c(q || q2)) with I = {tau} and C as before. But
also this process is not equal to g yet: only synchronization and abstraction do not suffice—we must also
block those actions whose performance in isolation “makes no sense.” For instance, we consider every
unpaired occurrence of E(a) in a multi-action ¢« nonsensical: intuitively, performing E(a) suggests that
some process discovers that another process performs a, even though this does not happen (otherwise,
also &(a) would occur in @). By symmetry, we consider also every unpaired occurrence of &(a) nonsen-
sical. To block unpaired occurrences of &(a) and &(a), we apply the blocking operator d. In our running
example, this yields the process dp(.7(Tc(q1 ]/ q2))) with B = {&(a),&(a),E(b),E(b)} and I and C as
before. This process equals g.

3We use this construction, because mCRL2 does not permit communications to map directly to 7.
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- 3 1 ?3 T) 7T
dom() = dom(&,)Ndom(E,) 82 "E 5)> =
img(2) = img(Gy)Uimg(&,,) Q3 22(p+q)=2:(p)+2=(q)
comm(z) = {&,(a) UE, (@) = tau] (@w) €domE)} | | ot oo (o) ooy 22(0)
Figure 4: Auxiliary functions for substitution environments. Figure 5: Axioms for ?.
isolz(a,A,w) =aUgy(a) ifa€A isolz(a,A,w) =& (a) ifacA
isolz(b,A,w) =&, (b) ifb¢A isolz(b,A,w) =bLI&,(b) ifbg A
isolg (,4,w) =0 for 9 € {t,8}
isolz(p®q,A,w) =isolz(p,A,w) ®isolz(q,A,w) for® e {-,U}
isolz(p+¢q,A,w) =isolz(p,A,wl) +isol=z(gq,A,w2)

Figure 6: The functions isol and isol. Let p € Seq and isol € {isol,isol }.

4.1 Formal Definitions

We proceed with formal definitions of the splitting procedure outlined above. We start with a formal
account of the fresh auxiliary actions of the form &(a) and &(a). As suggested by this notation, & and
& denote functions that take an action a as their input and produce another action as their output. We
collect such pairs of functions in substitution environments as follows. Let {1,2}* denote the set of finite
strings over {1,2}, ranged over by w, v, u, etc.

Definition 1. A substitution environment, typically denoted by Z, is a quintuple (P — p, A, tau, &)
consisting of a process definition P p, aset A C Act, an action tau € Act\ A and injective functions
E & Ax{1,2} — Act\ (AUtau) such that img(&) Nimg(&) = 0.

Henceforth, we write &,(a) and &, (a) instead of &(a,w) and &(a,w). Note that we dropped the w
subscripts in our running example above: as we did not need this extra string of information, we omitted
it for simplicity. In the general case, however, this information plays a key role, as explained shortly. The
process definition in a substitution environment represents the main process to be split.

Figure 4 shows auxiliary functions for substitution environment. The functions “dom” and “img”
map substitution environments to their domain and image. The function “comm” maps substitution
environments to communications derivable from them.

To formalize the notions of A-isolation and A-coisolation, we introduce the functions isol and isol.
Figure 6 shows their definitions. The functions isol and isol take for arguments a sequential process, a
set of actions A C Act, a string w € {1,2}", and a substitution environment (as a subscript for notational
convenience). For most processes p, isolz(p,A,w) and isolz(p,A,w) invoke themselves recursively on
p’s immediate subprocesses, the same set A, and the same string w. One exception exists: processes of
the form p 4 ¢q. For such processes, isol and isol invoke themselves recursively on wi and w2 instead
of w. This ensures that in their parallel composition, the process isolz(p + ¢,A,w) can “track” which
choice the process isolz (p +¢,A,w) makes and vice versa.

To clarify this, let us illustrate what would happen if isolz(p +¢,A,w) and isolz(p + q,A,w) invoke
themselves recursively without changing w. In that case, w has no influence on the behavior of isol and
isol, and we can omit it from our definitions. Now, suppose that we want to compose the {a}-isolation
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and {a}-coisolation of the process r = a-b+a- c in parallel. We have:

isolz(r,{a}) = alg(a)-  &(b) +allg(a)-&(c)

isolz (1, {a}) = &(a)-bLIE(L)+  &(a)- cUE(c)
Thus, the process isolz(r,{a}) can erroneously synchronize its left-most multi-action a LI £(a) with the
right-most multi-action & (a) of the process isolz (r, {a}). By changing w in the recursive invocations of
isolz(p +¢q,A,w) and isolz(p + ¢,A,w), this problem does not arise: it ensures that a I &, (a) (on the
left) can synchronize only with gwl(a) (also on the left)—not with ng (a) (on the right). Note that this
depends on the injectivity of & and & (see Definition 1).

The definition of the function split follows straightforwardly now that we have the functions isol

and isol. We also introduce an auxiliary operator, denoted by ?, which encapsulates the communication,
hiding, and blocking necessary to get equality of processes. Figure 5 shows axioms for this operator.*

Definition 2. 2= (p) = dmgz) (Fisa) Ceommiz) (7))

Definition 3. For all 2 = (P — p, A, tau, &, &) such that Acts(p) C A,

?z(isolz(p,A, w) [[isolz(p,A,w)) if p € Seq

splitz(p1,A,w) @ splitz(p2,A,w) if p ¢ Seqand p=p1 ®prand ® € {-,+,|, [, |}

T(splitz(p1,A,w)) ifp="1(p1) and t € {Vy,dg,pr.I'c, 71}
SPLIT=(P,A,w) ifp="P

where SPLITz(P,A,w) denotes a reference to the process splitz (p,A,w).

splitz (p,A,w) =

4.2 Theorems

Suppose an execution environment Z = (P p,A,tau,?;‘,E). We prove that splitting p as described
above yields a process equal to p. We proceed in three steps. First, we prove our result for multi-actions.
Then, we extend this result to sequential processes. Finally, we establish it for general processes. In each
of these theorems we restrict our attention to synfactically T-free specifications, because we work under
strong bisimulation. Under equivalences weaker than strong bisimulation, we can relax this 7-freeness.
The axioms occasionally referred to in the remainder of this section appear in Figure 11, Section A.

4.2.1 A theorem for multi-actions

We start with a theorem for multi-actions, which states that splitting a syntactically 7-free multi-action
equals that multi-action. Let 7-free(o) denote that T does not occur in ¢ (see [11] for a formal definition).

Theorem 1. For all E = (P p, A, tau, &, &) such that Acts(a) UA C A,
7-free(a) implies splitz (o, A, w) ~ o
To prove this theorem, we need some auxiliary lemmas. We formulate these lemmas below; de-
tailed proofs, as well as additional propositions on which these proofs rely, appear in [11]. The first

lemma states that the parallel composition of the isolation and the coisolation of a process equals their
synchronous composition (after applying communication, hiding, and blocking).

Lemma 1. Forall E = (P p,A,tau, & &) such that Acts(p) UA C A,

[ 7-free(p) and p € Seq] implies -
?E(i50|3(paA7W) || iSOlE(p,A,W)) = 73(ISO|E(}?,A,W) ’ iSOlE(p,A,W))

4The axiom QI follows from the axioms C1, H1, and B1 in Figure 11 in Section A; Q2 follows from C2, HS, and BS; Q3
follows from C3, H6, and B6; Q4 follows from C4, H7, and B7.
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Proof (sketch). By the axioms M and A6, we must show that ?z(isolz(p,A,w) || ?z(isolz(p,A,w) and
2z (isolz (p,A,w) | 2z (isolz (p,A,w) equal 8. Both of these processes start with a multi-action a®. By
the definition of isol and isol (and, in particular, the injectivity and image-disjointness of & and &), if
a® # §, it must contain an action &, (a) without &, (a) (or vice versa). But then, the blocking operator in ?
(combined with SMA) will equate a® to §. This suffices to show that 2z (isolz (p,A,w) || ?=(isolz(p,A,w)
and ?z (isolz (p,A,w) || ?z(isolz (p,A,w) equal 8 by A7 (because these processes start with a%). See [11]
for a detailed proof. O

Note that Lemma 1 involves sequential processes rather than only multi-actions. This enables us to use
this lemma also in our proof of Theorem 2, below.

The following lemma consists of two parts. The first part states that one can rewrite every multi-
action composed of the isolation and the coisolation of a multi-action ¢ into a representation with the
following characteristics: (i) for every communication 3; — tau induced by the substitution environment
involved, f; occurs zero or more times; (ii) the remainder ¢ does not contain any fragment of any f3; and
vice versa, denoted as & - f;. (See [11] for a formal definition of the latter relation.) The second part of
the following lemma states the additivity property I'c(a Ll o) ~T'c(o) UT (@) when o and o each
have such a representation. Let | |, B denote the sequence LI---U B of length n.

Lemma 2.

1. Forall 2= (P p,A,tau,& &) such that Acts(a) UA C A and dom(comm(ZE)) = {By,..., B},
isolz (0, A, w) Uisolz (e, A,w) ~| |, BiU---U L], B and & - fB;
2. ForallC= {ﬁl —)bl,...,ﬁk —>bk},

o = |_|n1 Bl Ll---L |_|nk Bk Ly and & — ﬁl:| implies |:FC(061 L 062) ~
and o = [_|m| [31 U---u [_|mk ﬁku 0, and 0 — Bi Fc((xl) Llrc(az)

Proof (sketch).

1. If a = a, there exists a By = &, (a) U &, (a) for some £. By the definition of isol and isol, we have
that isolz (&,A,w) Uisolz (ot,A,w) = By Ua. Identifying & with a, we must show that a does not
occur in any fB;. This follows from the fact that & and & have disjoint domains and images by their
definition. The general case follows by structural induction.

2. Because ¢ and &, do not contain any fragment of any f; (i.e., &; «— fB; and & - f3;), combining
them in the same multi-action does not make the communication operator applicable: there exists
no communication in ; LI o that did not exist already in ¢ or in .

See [11] for a detailed proof. O
The following corollary follows from the previous lemma: it asserts the additivity property Te(ogUop) ~
Te(ap) Ue(ap) for o =isolz(a,A,w) Uisolz(a,A,w) and o = isolz(f,A,w)Uisol=(B,A,w).
Corollary 1. Forall 2= (P — p, A, tau, &, &) such that Acts(o) UA C A,

Fcomm(E)(iSO|3(a7Aaw) U@E(G,A,W) U iSO|3(ﬁ,A,W) U@E (ﬁ,A,W)) =

l—‘comm(E) (iSOIE(a7A7W) UHE(OC7A7 W)) U Fcomm(E)(iSOIE(BaA7W) U iSO|3(ﬁ,A, W))

Finally, Figure 7 shows a proof of Theorem 1.
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Suppose t-free(a) (Prem). We proceed by structural induction on «.

Base: a =da". If a* = 7, we get a contradition with Prem. If a* = a:

2z (splits (e, Aw) “=" 2z(isolz(a,A, ) [solz(a.A, )

PremaLem 1? (ISOlE(a7AaW) |@E(0,A,W))

SMA%?Ilsol() (aug ( )UEW( )) B

ClSiA Fimg(2) (Z{tan} Leomm(z) (@U&w(a) UE,,(a))))
M
~ almg (%tau}( |tau))

H4H3 H2 B4,SMA MA3 at.a

Img(z)(alT) "= alt = a2 = a

Step: o = a; U op. Suppose that this proposition holds for o;; (IH1) and o (IH2).

7% (splitz (0t, A, w))
aiht .7 (Isolz(alua27A7w)H@E((X1|_|(X27A>W))
Prem%Lem 1? (|$O|T(al L (XQ,A,W) |@E(a] UOCZ,Avw))
SMAlsoI Jisol
2z (isolz (

9

oq,A,w)Uisolz(0n,A,w) U@g(al JAW) U@E(OQ,A, w))

= aimg(E) ('?{tau} (Fcomm(E) ( o o

isolz (ot,A,w) Uisolz(ap,A,w) Uisol=(0t,A,w) Uisolz (0,A,w))))
Cor. 1
= almg (<7{tau}( -

Fcomm(_)(lsolu(al,A,w) Uisolz (ot,A,w)) U
rcomm(")(iSOF(aZvAaW) U@E((Xz,A,W))))

SMA§4,H4 a1mg (fg{tau}( comm(ZE )(iSO|5((X1 A, W) U@E(al A, W)

)) |
almg (<7{tau}( comm( )('SOlE(aZ»AvW)U@"(OCZaA W))))

split IH1,IH2

~  z(splitz(a1,A,w)) | 2=(splitz (0, A,w)) =~ oy |

"R oz (isolz (a, A, w) | isolz (a,A,w)) | 2z (isolz (g, A, w) \7I ((xz,A w))
e Ly (isolz (0, A, w) || solz (ar, A, w)) | 2z (isolz ( isol
(

(Xz,A,W)HI ( ))
a
2 o Uop = o

Figure 7: Proof of Theorem 1

4.2.2 Theorems for processes

The following theorem generalizes Theorem 1 from multi-actions to processes in Seq: it states that
splitting such a syntactically 7-free process equals that process.

Theorem 2. Forall E = (P p, A, tau, & &) such that Acts(p) UA C A,
[t-free(p) and p € Seq| implies splitz (p,A,w) ~ p
As for Theorem 1, we need some auxiliary lemmas to prove this theorem. We formulate these lemmas
below; proofs, as well as additional propositions on which these proofs rely, appear in [11]. The first
lemma states the additivity property ?z(r| | r2) = ?z(r1) | ?=(r2) when r; and r, denote the isolation and
the coisolation of the processes p and g. Importantly, while p and ¢ may denote the same process, their
isolation and coisolation must involve different strings over {1,2} for the additivity to hold.
Lemma 3. Forall £ = (P p,A, tau, & &) such that Acts(p) UActs(q) UA C A,
[ 7-free(p) and 1-free(q) and p,q € Seq and w # v| implies
?z(isolz(p,A,w) | isolz(gq,A,v)) ~ ?z(isolz(p,A,w)) | 2z(isol=z(g,A,v))
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Proof (sketch). The actions occurring in isolz (p, A, w) differ from those occurring in isolz (g, A, v) (except
for the original actions in p and g) because & and E have disjoint images by their definition and because
w # v. In that case, there exists no communication in isolz(p,A,w) | isolz(p,A,w) that did not exist
already in isolz(p,A,w) or in isolz(p,A,w), enabling one to distribute I" in ? among them. We can do
the same for .7and d in ? (by B4 and H4). See [11] for a detailed proof. O

The following lemma states that the process ?=(r) deadlocks when r denotes only the isolation or only
the coisolation of a process p.

Lemma 4. Forall £ = (P p, A, tau, &, &) such that Acts(p) UA C A,
[7-free(p) and p € Seq| implies | ?z(isolz(p,A,w)) ~ & and ?z(isolz(p,A,w)) =~ §]
Proof (sketch). Similar to the proof sketch of Lemma 1. See [11] for a detailed proof. g

Suppose that we have two sequential processes, namely r; = isolz(p,A,w) -isolz(g,A,w) and r, =
isolz(p,A,w) -isolz(q,A,w). Moreover, suppose that we take their parallel composition 7 || r,. Our final
lemma states that instead of taking this parallel composition, one can compose the parallel composition
rt =isolz(p,A,w) | isolz(p,A,w) and the parallel composition 7 = isolz(g,A,w) | isolz(g,A,w) sequen-
tially and get the same process. In short: 7* -7’ equals rq || 2.

Lemma 5. Forall E = (P p,A,tau, & &) such that Acts(p) UA C A,

[7-free(p) and p € Seq| implies
2z((isolz(p,A,w) -isolz (g, A, w)) || (isolz(p,A,w) -isolz(q,A,w))) ~

2z (isolz(p,A,w) ||isolz(p,A,w) -isolz(g,A,w) ||isolz (q,A,w))

Proof (sketch). The processes isolz(p,A,w) and isolz(p,A,w) always stay “synchronized” when com-
posed in parallel due to the ? operator. This implies that these processes “finish” at the same time.
Consequently, isolz(q,A,w) and isolz(q,A,w) start at the same time, which implies the desired result.
See [11] for a detailed proof. O

Finally, Figure 8 shows a proof of Theorem 2. Our last theorem generalizes Theorem 2 from sequential
processes to parallel processes; Figure 9 shows a proof.
Theorem 3. Forall E = (P — p, A, tau, &, &) such that Acts(p) UA C A,

T-free(p) implies splitz (p,A,w) ~ p

S Application: Splitting Connectors

5.1 Formalization of (A)synchronous Regions

We provide a formal definition of the synchronous regions of a connector, based on the mCRL2 semantics
of Reo. Let p denote a process describing the behavior of a Reo connector, and let — denote its
transition relation (labeled with multi-actions). Recall that every action in p represents a channel end or
anode end. Let a € Acts(p) denote one such an end. We define the a-synchronous region of p as the
smallest set X, C Acts(p) such that:

e acX,.

e If b € X, then Acts(f3) C X, for all B such that g LN ¢ and b € Acts(B).
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Suppose [7-free(p) and p € Seq| (Prem). We have:

split

splitz(p,A,w) = ?z(isolz(p,A,w) ||isolz(p,A, w))

Prem—Lem. 1
~

?z(isolz(p,A,w) | isolz(p,A,w))
Denote this property by Obs. We proceed by structural induction on p.

Base: p = ol If b = o, the theorem follows by Theorem 1. If ad = §:

Obs S4.Q2

splitz(p,A,w) = 2z(isolz(8,A,w) | isolz(8,4,w)) = 2z(5]8) & 0§ =

Step: p = p| ® py with ® € {+,-}. Suppose that this theorem holds for p; (IH1) and p, (IH2).
Case: p=p|+p».
splitz(p,A,w)

2 2a(isolz(pr + pa,A,w) | ol (p1 + 2,4, w))
L= 9z ((isolz (p1,A,w1) +isolz(p2, A, w2)) | (isolz(p1,A,w1) +isolz(p2, A, w2)))
2 2g(isolz(p1,A,wl) | isolz(p1,A,wi) +isolz (p1,A,w1) | isol=(p2, A, w2) +
isolz (p2,A,w2) | isolz(p1,A,wl) +isolz(p2,A,w2) | isolz(p2,A,w2))
g 2= (isolz(p1,A,wl) | ﬁg(pl,A,Wl)) + = (isolz(p1,A,wl) | @3(p27A7W2)) +
2z (isolz (p2,A,w2) | isolz(p1,A,wl)) + 2= (isolz (p2,A,w2) | isolz(p2,A, w2))
Obs

?z(splitz (p1,4,w1)) 4 ?z(isolz(p1,A4,w1) | isolz (p2,A4,w2)) +
?z(isolz (p2,A4,w2) | isolz(p1,A,wl)) + splitz (p2,A, w2)

T s plits (p1,A, wi) + 2z (isolz (p1,A,w1)) | 2z (isolz (p2, A, w2)) +
?z(isolz(p2,A,w2)) | ?z(isolz(p1,A,w1)) +splitz(p2,A, w2)
Prem—Lem. 4 IH1,IH2,S4,A6

~ splitg(p1,A,w1)+6 |8+ 8| 6 +splitz(p2,A,w2) "= " pi+p2 L p
Case: p=p; p>.
splitz(p,A,w)
?z(isolz(p1 - p2,A,w) |[isolz (p1 - p2, A, w))
?z((isolz(p1,A,w) -isolz (p2,A,w)) || (isolz (p1,4, w) -isolz (p2,A, w)))
L0 (isolz (py, A, w) || solz (p1,A, w) - isol=(p2, A, w) || isolz (p2, A, w))
£ 2z(isolz(p1,A,w)|isolz (p1,A, w)) - 2=(isolz (pa, A, w) || isol= (p2, A, w))

split TH1,IH2

= splitE(phAaW)'splitE(p27AaW) = P1-p2 & p

p.split

isol,isol

Figure 8: Proof of Theorem 2.

e If b € X, then Acts(B’) C X, for all 8,8’ such that ¢ LN ¢ and g L ¢" and b € Acts(B).

The second rule states that all the ends that occur in the same multi-action belong to the same syn-
chronous region. The third rule states that all the ends that can have flow in some state g, but possibly
in different transitions leaving g, belong to the same synchronous region. In that case, channel ends may
exclude each other from flow, which requires them to synchronize and communicate about their behavior.
To exemplify the previous definition, consider the connector modeled by the process p=allb-c+d.
Informally, either this connector has flow through a and b, followed by flow through c, or it has flow
through d. We construct its a-synchronous region starting from the singleton set X, = {a} (first rule).
Subsequently, due to the multi-action a LI b, we add b to this set (second rule). The transition system of
p contains a state with two outgoing transitions: one labeled by a LI b, the other labeled by d. Hence,
because a € X,;, we add d to X, (third rule). This concludes the construction: X, = X;, = Xy = {a,b,d}.
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First, we prove splitz(p,A,w) =~ p[SPLITz(P,A,w)/P] for all p such that 7-free(p) and in which only P
occurs as a reference (Prem), where p[Q/R] denotes the syntactic substitution of the process reference Q for
the process reference R in p, by structural induction on p.

Base: p € Seqor p = P. If p € Seq, this theorem follows by Theorem 2. If p = P:

splitz(P,A,w) = SPLITz(P,A,w)
P[SPLITz(P,A,w)/P] £  p[SPLITz(P,A,w)/P]

splitz(p,A,w) £
/]

Step: p=p1®prorp=7i(p1) for® e {, +|,|,|} and T € {Vy,ds,pr,Tc, 7 }. Suppose that this lemma
holds for p; (IH1) and p, (IH2). We proceed by case distinction.

Case: p=p| D p».
splitz(p1 B p2) = splitz(p1) @ splitz(p2)
=% pi[SPLIT=(P.A,w) /P @ palSPLIT=(P.A,w) /P)

U (p1@pa)[SPLIT=(P,AW)/P] L p[SPLIT=(P,A,w)/P]

splitz(p) =
IH

Case: p=T(p1).

2

splitz(p) £ splitz((p1) E (splitz(p))
=~ +(p1[SPLIT=(P,A,w)/P])
L (p1)[SPLITz(P,A,w)/P] £ p[SPLITz(P,A,w)/P|

Recall P+ p (such that only P occurs as a process reference in p—see Section 2) and SPLITz(P,A,w) —
splitz (p,A,w). To establish the equality of p and splitz(p,A,w), i.e., p[SPLITz(P,A,w)/P], we must show
that there exists a process operator @ of which P and SPLITz(P,A,w) are fixed points (see also Section 9.6
in [9]). Let ® = AZ o p[Z/P]. It follows that P = ® P and that SPLITz(P,A,w) = ®SPLITz(P,A,w).

Figure 9: Proof of Theorem 3

We define the set of the synchronous regions of the connector modeled by a process p as
2 = UaeActs(p){Xu}
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and the set containing its asynchronous regions as
% ={(a,b) | connected(a,b) anda € X and b € X" and X # X' and X, X' € 2'},

where connected(a,b) denotes that the ends a and b belong to the same channel.

5.2 Splitting Connectors

We set out to establish the soundness of splitting connectors along the boundaries of their (a)synchronous
regions. However, we can split any (syntactically 7-free) process along any set of actions by Theorem 3.
This suggests that regardless of its (a)synchronous regions, one can split a connector in any possible way
and preserve its original semantics. While true in theory, there is a catch for implementations of split-
ted connectors in practice: the parallel composition of the isolation and the coisolation of a connector
process must synchronize, represented by the ? operator in Definition 3. Depending on the particu-
lar implementation approach, which in turn may depend on the underlying hardware architecture (see
Section 1), performing ? at run-time may cost an unreasonable amount of resources, if possible at all.
Next, we demonstrate that arbitrary splitting, therefore, makes no sense in practice despite its theoretical

validity. Splitting based on (a)synchronous regions, in contrast, does.
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We start with an example of splitting based on (a)synchronous regions. Suppose that we split
fifol(a,b) into two parts: one part contains only a, while the other part contains only b. Recall from Sec-
tion 3 that the semantics of this channel is given by the process definition Fifol{(a;b) — a-b- Fifol{a;b).
Splitting along {a} (or equivalently, along {b}) yields:

SPLITz(Fifol{a;b),{a},€) > splitz(a-b- Fifol{a;b),{a},¢)
= splitg(a-b,{a},€) -splitz (FifoI{a;b),{a},€)
= T(ale(a)- & (b)]
£.(a) - bUE(B) )-SPLIT=(Fifol ab), {a} )

with & = (Fifol(a;b) — a-b-Fifol{a;b),{a,b},tau, &, &). Here, ? represents the asynchronous region
of fifol(a; b). Suppose that we want to implement p = all&(a)- &, (b) and g = €, (a) - bLIE, (b) such that,
when run in parallel, they behave as a - b. These implementations should perform the synchronization
implied by ?. Recall from Section 4 that intuitively, & (a) represents the act of “disseminating the
performance of a,” while Ee (a) represents the act of “discovering the performance of a.” Thus, the
implementation of p should: (1) accept data on @ and disseminate this acceptance, and (2) discover the
dispersal of data on b. Meanwhile, the implementation of ¢ should: (1) discover the acceptance of data
on a, and (2) dispense data on b and disseminate this dispersal. Thus, in each step, the implementations
of p and g require only unidirectional communication about their behavior to synchronize: first, the
implementation of p performs &¢(a) and the implementation of ¢ takes notice of this (by performing
E.(a)); afterwards, p and ¢ switch roles to perform &, (b) and & (b). This shows that synchronous regions
can decide on their behavior independently of each other: the region {a} does not need to know that the
region {b} dispenses data before it can accept data—it can decide to do so without communication.

In practice, this can yield performance improvements: although the isolation and the coisolation of
a process p have the same transition system modulo transition labels, benefits can arise if one composes
them in parallel with another split process ¢. In that case, there may exist a transition ¢ of the (co)isolation
of p that can proceed independently—without communication among the ends involved—of a transition
¢’ of the (co)isolation of g. Without splitting, in contrast, communication among those ends must always
take place to decide on whether to behave according to ¢, ¢/, or both. For instance, if we put two split
fifol instances in sequence (as in Figure 1a), the source end a of the first fifol can proceed independently
of the sink end b of the second fifol. This means that, if empty, the first fifol can accept a data item on a
(and place it in its buffer) without communicating with b. Similarly, if full, the second fifol can dispense
a data item on b (and remove it from its buffer) without communicating with a. In contrast, if we put two
unsplit fifol instances in sequence, the source end @ and the sink end » communicate with each other to
decide on their joint behavior, even though the behavior of those ends does not depend on each other. By
splitting, one avoids this unnecessary communication, reducing resource consumption at runtime.

To demonstrate that splitting arbitrarily makes no sense, suppose that we split sync(a,b) into two
parts: one part contains only a, while the other part contains only b. Recall from Section 3 that the
semantics of this channel is given by the process definition Sync(a;b) — allb - Sync{a;b). Splitting
along {a} (or equivalently, along {b}) yields:

SPLIT=(Sync(a;b),{a},€) — splitz(aUb- Sync{a;b),{a},€)
= splitz(aUb,{a},€) - splitz(Sync(a; b),{a},¢€)

=%(aU&e(a)u & (D)
E(a)UbU&e(b) )-SPLIT=z(Sync(a;b),{a},¢)

o~~~

with & = (Sync(a;b) — allb - Sync(a;b),{a,b}, tau, E,&). Now, similar to the previous example, sup-
pose that we want to implement p = all&:(a) U, () and g = &, (a) LUb L E:(b) such that, when run
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in parallel, they behave as allb. As before, these implementations should perform the synchronization
implied by ?. Thus, the implementation of p should accept data on a, disseminate this acceptance, and
discover the dispersal of data on b. Meanwhile, the implementation of g should discover the acceptance
of data on a, dispense data on b, and disseminate this dispersal. All of these actions must occur at the
same time. This means that, in contrast to our previous example, the implementations of p and g must
engage in bidirectional communication with each other about the acceptance of data on a and the disper-
sal of data on b. This suggests that the two ends of sync(a,b) must synchronize with each other—they
belong to the same synchronous region and cannot decide on their behavior independently—making it
unreasonable to split them in the first place: the communication necessary to realize the synchronization
necessary inflicts overhead, making it more attractive to run the original sync{(a, b) without splitting.
Depending on the hardware architecture, one can implement unidirectional communication effi-
ciently; we sketch an implementation of the split fifol(a,b) on a shared memory machine with multi-
threading. First, we instantiate two threads, A and B, for the processes p = all&(a) - E.(b) and
q = E.(a)-bU&(b). Every multi-action o translates to the atomic execution of a block of code rep-
resenting the actions occurring in . We implement the action &g (a) as setting a shared Boolean flag and
the action gg(a) as waiting for the value of this flag to change. Once the latter happens, thread B unsets
the flag and knows that thread A has accepted data from a. Subsequently, it can dispense the data on b
and set another shared flag for the actions &;(b) and Eg(b). In general, rather than simple Boolean flags,
threads can share more complex data structures to keep track of which actions they have performed.
Now, suppose that fifol{a,b) constitutes some arbitrarily large connector with a distributed imple-
mentatation across multiple machines in a network. In the standard distributed approach (see Section 1),
the implementation of fifol(a,b) has to share information with each of its neighbors in every step. We
can reduce the amount of communication necessary for this sharing (and improve performance) by using
the implementation of the split fifol(a,b) as described above (under the assumption that the machine on
which we run this implementation features multi-threading and shared memory). The validity of doing
this follows from Theorem 3: dg(T'c(: - - || Fifol{a,b) ||---)) ~ dg(Lc(:-- || SPLIT=(Fifol{a,b)) | ---)).

6 Future Work

We identify three main directions for future work.

e Implementing the splitting procedure to facilitate automatic splitting of processes, as well as a tool
for the automatic detection of (a)synchronous regions of Reo connectors. Combined, they allow
us to mechanically split connectors along their (a)synchronous regions. We can then integrate this
in one of the code generation frameworks currently under development for Reo.

e Extending the splitting procedure to full mCRL2, including data and time. We see no fundamental
difficulties along this path, although we expect the technical details and proofs to involve rather
cumbersome derivations.

e Investigating other ways of splitting processes. The procedure we introduced in this paper splits
processes in a synchronous manner, meaning that the action &,,(a) occurs at the same time as the
action a itself. We imagine at least two other ways of splitting processes. In one approach, &, (a)
occurs after a but before the next action. Then, the process ¢ = a-b has a - &,(a)- &, (b) as its
{a}-isolation (instead of alI &, (a) - €, (b). In another approach, &, (a) occurs after a but possibly
concurrently with the next action. Then, g has a- (&, (a) || €, (b)) as its isolation. We spectulate
that these splitting approaches are sound only under equivalences weaker than strong bisimulation.
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This line of research seems related to existing work on delay-insensitive circuits (e.g., [20]) and
desynchronization (e.g., [3, 7]), the derivation of an asynchronous system from a synchronous
system: for the class of desynchronizable systems, the original synchronous system and the newly
constructed asynchronous system are semantically equivalent. If we use the splitting procedure
presented in our paper to obtain such an original synchronous system, we may use—perhaps with
modifications—results from desynchronization for our splitting purpose.
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A Axiomatization

Every process has an associated transition system describing its semantics (see [8] for the SOS rules).
Let ~ denote equality of processes. Figure 11 shows a sound and complete axiomatization—for strong
bisimulation—of the operators shown in Figure 2. Figure 11b axiomatizes two additional operators on
multi-actions. Informally, the operator \ subtracts the multi-action on its right-hand side from the multi-
action on its left-hand side; the operator C checks if the multi-action on its right-hand side contains the
multi-action on its left-hand side.

The axioms C1 and CL1 in Figure 11d refer to several auxiliary functions; Figure 10 shows their
definitions. The function %¢ applies the communications in a set C to a multi-action. The function x
maps a basic process p to its alphabet, i.e., the multi-actions that occur in p. The function |} maps a set
of multi-actions V' to those nonempty multi-actions contained in at least one multi-action in V. Finally,
the function dom maps a set of communications C to their domains.
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MAl aUB~BUa MDl t\a~7
MA2 (oUB)Uy~all(BLYy) MD2 o\7~a
MA3 oUt~a MD3 o\ (BUYy) ~(a\B)\y
MD4 (aUa)\a~o
Al p+g~q+p MD5 (aUa)\b~alU(a\b)ifa#b
A2 p+(q+r)=(p+q)+r
A3 p+px~p MS1 1C o~ true
A4 (p+q) r~p-r+q-r MS2 aLCt~falseifa 27
AS (p-q)-r~p-(q-r) MS3 aUaCalf~aCf
A6 p+d6~p MS4 allaChUP ~
AT §-p~9 al(a\b)C Bifa#b
(a) Axioms for multi-actions and for the basic operators. (b) More axioms for multi-actions.
M pllg=pla+qllp+rlq VI Vy(a)~aifacVU{t}
V2 Vy(a)~difag¢VUu{r}
LMl al|p~ad p
LM2 6|p~d Bl dp(t)~7
LM3 o-pllg~a-(plq) B2 dg(a) ~aifa¢ B
LM4 (p+q)|r~plr+qlr B3 83(0)251’[‘5168
B4 dg(a|B)~ds(a) | ds(B)
SL plg~q|p
S2 (pla)|r=pl(q|r) RI pg(7)~7
S3 plt~p R2 pg(a) ~bif a — b € R for some b
S4 a5|3 ~§ R3 pr(a)~aifa—b¢Rforall b
S5 (06 -p) | B ~a® | B2-p R4 pr(e|B) =~ pr(et) | pr(B)
S6 (o’ -p)|(B°- )Naﬁlﬁﬁ-(pIIQ)
S7 (+Q)\r~p\r+QIr Cl T'c(a)~%c(a)
SMA «a|B~alUp CL1 T¢(p)~pif §(x(p))Ndom(C)=0
(c) Axioms for the parallel operators. (d) Axioms for the additional operators.
HlI Z(t)~7
For all T € {Vy,ds,pr.Tc}, H2 Jj(a)~tifacl
H3 Jj(a) ~aifa ¢l
V3,B5,R5,C2 §(6)~d H4 Ji(a|B)~ Ji(a)| Z(B)
V4,B6,R6,C3  F(a+B)~(a)+1(B) HS ()~ 6
V5,B7,R7,C4  f(a-B)~1(a) 7(B) H6 F(o+B)~ T(a)+ Z(B)
HT Fi(a-B) = 7i(a)- Zi(B)
(e) More axioms for the additional operators. (f) Axioms for the abstraction operator.

Figure 11: Axioms.
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We employ supervisory controllers to safely coordinaténHeyel discrete(-event) behavior of dis-
tributed components of complex systems. Supervisory otlats observe discrete-event system
behavior, make a decision on allowed activities, and comoati@the control signals to the involved
parties. Models of the supervisory controllers can be aatmally synthesized based on formal
models of the system components and a formalization of tfee gordination (control) require-
ments. Based on the obtained models, code generation caselldaimplement the supervisory
controllers in software, on a PLC, or an embedded (micragssor. In this article, we develop a
process theory with data that supports a model-based systegmeering framework for supervisory
coordination. We employ communication to distinguish bewthe different flows of information,
i.e., observation and supervision, whereas we employ dagpecify the coordination requirements
more compactly, and to increase the expressivity of the dvaonk. To illustrate the framework,
we remodel an industrial case study involving coordinatibmaintenance procedures of a printing
process of a high-tech Océ printer.

1 Introduction

Traditional software development techniques proved fieantly flexible for development of quality
control software, establishing the latter as an importatiidneck in design and production of complex
high-tech systems [13]. This gave rise to supervisory obitreory of discrete-event systems [20, 8]
that studies automatic synthesis of (discrete-event) madesupervisory control software.

1.1 Supervisory Control

Supervisory controllers safely coordinate high-levetaysbehavior, relying on observations made re-
garding the discrete(-event) system behavior by usingosgnsformation, as depicted in Figure 1a).
Based upon the observed signals, the supervisory comirotl@ke a decision on which activities are
allowed to be carried out safely, and send back control giowahe hardware actuators. By assuming
that the supervisory controller reacts sufficiently fasneechine input, one can model tlsgpervisory
control feedback loops a pair of synchronizing processes [20, 8]. The model ofrtaehine, which is
referred to aplant, is restricted by the model of the controller, referred teagervisor The synchro-
nization of the supervisor and the plant, results ingbpervised plantwhich models the supervisory
control loop, i.e., it specifies the behavior of the supedisystem.

The activities of the machine are modeled as discrete ewghtreas the supervisor is a process that
synchronizes with the plant, and traditionally, it disabd®ents by not synchronizing with them, whereas
it enables events by synchronizing with them [20, 8]. As altethe supervisor comprises the complete
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Figure 1: a) Supervisory control; b) Supervisory contreldieack loop with data-based observations

history of the supervised system, i.e., it enumerates tte space of the supervised system [8, 3]. The
events are split intawontrollable eventswhich can be disabled by the supervisor in order to prevent
potentially dangerous or otherwise undesired behaviad, umtontrollable eventswhich must never
be disabled by the supervisor. The former model activitieer avhich control can be exhibited, like
interaction with the actuators of the machine, whereas dtterl model activities beyond the control
of the supervisor, like observation of sensors or useract@n with the environment. Moreover, the
supervised plant must also satisfy tantrol requirementswhich model the safe or allowed behavior of
the machine. In addition, it is typically required that thipervised plant is nonblocking, meaning that it
comprises no deadlock and no livelock. To this end, evetg &aequired to be able to reach a so-called
markedor final state [20, 8], which denote states in which the plartansidered to have successfully
completed its execution. The conditions that ensure thetemxge of such a supervisor are referred to as
(nonblocking)controllability conditions [20, 8].

1.2 Motivation and Contributions

Our initial motivation for developing a process theory tHatinguishes between the different flows of
information between the plant and the supervisor is thesovgalification of the modeling of the super-
visory control loop in the original proposal of [20, 8]. Thizanner of representation of this communi-
cation, by means of synchronizing action using automatia-stynchronization, still prevails in modern
state-of-the-art approaches, like [11, 9, 19, 24]. Thisuislyglnoted in [5], where a proposal is given to
separate the different flows of information and to give a smpacharacterization of the process forms of
the plant and the supervisor.

The approach investigated in [5] relies on propositionghals that stem from the states such that
the supervisor has (intrinsic) knowledge regarding theestthe plant. Typically, state- or data-based
approaches to supervisory control [14, 15, 8] require tleeofisnobservey which represents an addition
to the plant as depicted in Figure 1b). The observer derhestate of the plant based on the history of
observed events such that it can be directly communicatétetsupervisor and employed for supervi-
sion. There are a couple of issues in the proposal of [5] wkiemating to employ the process theory for
modeling of supervisory control loops similar to the oneideal in Figure 1b). Namely, the semantics
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of the propositional signals relies on a predefined nonaetéstic valuation effect function that updates
the propositional signals based on the label of the takersitian and a set of possible future propo-
sitional signals [5]. This inevitably leads to unnecessaopdeterministically-chosen deadlock states
when the intended propositional signal is not observed,imgakese deadlock states hard to interpret in
a supervisory control setting. In addition, the observatibsignals implicitly implies that the supervisor
observes the state of the plant, not distinguishing betwieemlant and the observer. Admittedly, this
is a standard practice, especially when modeling complsterys and development of compact and ap-
proachable models is of interest. Nonetheless, the undgnbrocess theory should depict these nuances
in a subtler manner.

To address the issues outlined above, we propose to repidaxtend the propositional signals with
variable assignments, which dynamically determine theatain effect function resolving the firstissue.
As a welcome side effect, we obtain a compacter set of opaltrules than the one presented in [5].
Moreover, by not having to implicitly couple the semanti¢states with propositional signals, we have
the option to model observers either as an intrinsic (iatiegh) part of the plant or as a separate process.
In the setting of this paper, we rely on data-based obsenatias depicted in Figure 1b). As discussed,
the plant is augmented with an observer process, which nsigreauxiliary data variables, based on the
history of observed event. These data is required by thergigpe in order to make the correct control
decision. We illustrate the situation by an example.

gotoA? gotoB? arrlvedA ? L#A:
gotoA!
arrzvedB ? L#B:
!
a) arrivedA! j c) gotoB!

arrivedB!

Figure 2: a) A plant that models the behavior of an automatediegl vehicle; b) An observer that keeps
track of the location of the vehicle of a); c) A supervisorttbasures proper coordination of the vehicle
of a)

Example 1 Let us assume that we have an automated guided vehicle ttegpable of traveling to two
positions, say A and B. We can issue two commands to the e/ehahelygotoA and gotoB, so that
the vehicle travels to A and B, respectively. When the welaigives at the corresponding location, it
reports back using the sensor signalsivedAandarrivedB respectively. We can model the behavior of
this vehicle using the simple transition system, depiatdelgure 2a). Note that we distinguish between
the direction of communicated commands and signals.e\gyt? we denote a recipient party of the
communication, and bgvent!we denote a sender party. We employ generic communicate@ns\e.g.,
eventb?; denotes a resulting communication event that occured legtiveo sender and three recipient
parties.

Now, suppose that we wish to coordinate the movement of ¢hislg, such that if the vehicle is
at location X, then we do not issue a redundant command tlmatsséhe vehicle to the location X, for
X € {A,B}. Obviously, by employing only the transition system in Fég2a) such coordination is not
possible, since the model of the behavior of the vehicle doesomprise information regarding the
location of the vehicle. To this end, we need an observechwindates a variable, say L, with respect to
the current location of the vehicle, as depicted in Figurg Zthe observer waits for confirmation signal,
sent from the vehicles, that it has reached the correspgnidication in order to update its status. By
employing this location information, the supervisor carkenthe correct decision on which command is
allowed to be issued.
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Now, we can state the coordination or control requiremebtsed on the data observations as:
if L = X, then the evengotoX should not be enabled, for X {A,B}. By employing these control
requirements, we can synthesize the supervisor depict&ibure 2c). We note that the supervisor
enables the movement commands, relying on guards thatvebsiee shared location variable that is
provided by the observer.

To capture the controllability conditions involving theapt, the control requirements, and the super-
visor we rely on a behavioral preorder ternmattial bisimulation In essence, we employ this preorder
to state a relation between the supervised plant and thmalriglant allowing controllable events to be
simulated, while requiring that uncontrollable event ai®nbulated. This ensures that the supervisor
does not disable uncontrollable events, while preserdilegoranching structure of the plant. Previous
proposals like [11] and [19] rely on the process theory CSH, [lvhereas other approaches rely on
trace-based notions to capture controllability [9, 24].[1@] the theory is extended with a specialized
prioritized communication operator that captures the comination between the plant and the supervi-
sor, later replaced by a refinement relation in failure seimsifil9]. The control requirements depend on
the observed data, and they are given in terms of globaliawarthat depend on the allowed data assign-
ments, or they specify when a given event is allowed or aigadtl, similarly to the informal specification
of the control requirements in Example 1.

In the remainder of this paper, we first present the processyrand, thereafter, we discuss its ap-
plication in a model-based systems engineering framewarkudpervisory coordination and control. To
illustrate the framework, we revisit a case study that dedtls coordination of maintenance procedures
of a printing process of an Océ prototype printer [16]. Toetml problem is to synthesize a supervisory
coordinator that ensures that quality of printing is not poomised by timely performing maintenance
procedures, while interrupting ongoing print jobs asditils possible. Unlike previous attempts [5], we
parameterize the model to handle multiple maintenancespioes concurrently. Due to confidentiality
issues, we can only present an (obfuscated) part of the tiathe s

2 Communicating Processes with Data

To model data elements and guards, we extend the procesethBSH of [3] and TCP* of [5], thus
obtaining communicating processes with data. The resaltgsocess theory encompassmgccessful
terminationthat indicates final or marked states [20, 8], which modée the plant can successful termi-
nate its executiongeneric communication action prefixes with data assignsh&rttich model activities
of the plant and enable a dynamic valuation effect functgrrgrded commangsvhich condition transi-
tions based on data assignments, and enable data obsermaticcupport supervisiosgquential com-
position which is an auxiliary operator required for definition ofuesive processegigrationto specify
recurring behavior; and ACP-styfgarallel composition with synchronizatid20] and encapsulation
which model together a flexible coupling in the feedback iribop based on given communication
parties. We note that additional process operations caadily @dded in the vein of [2, 5].

We remark that the synthesis tool Supremica [1], which weleynjm the implementation of the
model-based system engineering framework, supports ttemata-like synchronization of [20, 8],
which is standardly used in supervisory control theory. dbwer, there exists no distinction between
sender and receiver parties in the parallel compositioe. atttomata-like parallel composition synchro-
nizes on all events from all processes that are in the comrpraleet, whereas the remainder of the
events is interleaved. It is not difficult to show, e.qg., ie trein of [7], that our setting subsumes this
parallel composition.
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2.1 Syntax

In principle, we allow data elements to be of any type, givethe setD, even though only finite integer
and enumerated types are currently supported by the sysitioes[1]. By V, we denote the set of data
variables, and by, data expressions involving standard arithmetical operatsupported by Suprem-
ica [1]. The arithmetical operations are evaluated witlpees toe: F — D. The guarded commands
are given as Boolean formulas, whereas the atomic propositare given by the predicates from the set
{<,<,=,#,>,>} and the logical operators are given py, A, V,=-}, denoting negation, conjunction,
disjunction, and implication, respectively. We Us¢o denote the obtained Boolean expressions, which
are evaluated with respect to a given valuatior3 — {false true}, where false denotes the logical value
false, and true the logican value true. To this end, we updaiables by a partial variable update func-
tion f: V— D. The updating of variables is coupled with the action trémss that are labeled by actions
from the setA. The setA is formed by all possible communication actions over a sehahneldH, i.e,
AL {cm? | mne N,ce H}. We writec!,, for ¢!,? andc?, for cly?, for ne€ N andc € H, and we write

c! for ¢!y andc? forc?,. The set of process ternisis induced byT, given by:

To=0[1|af]T|@:=T|ou(T)|T+T|T-T|T"|T|T

whereac A, f:V—~F, ¢ € B, andH C A. Each procesp € T is coupled with a global variable
assignment environment that is used to evaluate the guaddssgps track of updated variables, notation
(p,(a,p)) e Txzforz=(V—F)xV.Bya: V— Fwedenote the assignment of the variables in order
to consistently evaluate the guards, whereas the predicatd/ keeps track of the updated variables,
which is needed for correct synchronization. We wate- (a, p) for o € X, when the components of the
environment are not explicitly required. The initial assitentgy = (ap, D (o)), where O f) denotes
the domain of the functiorfi, provides the initial values of all variables that the psxeomprises.

The theory has two constants: 0 denotes deadlock that careotite any action, whereas 1 denotes
the option to successfully terminate. The action-prefixemt@ss with variable update, corresponding
to a[f].p, executes the actiom while updating the data values accordingftaand continues behaving
asp. The guarded command, notatigrni— p, specifies a guarg € B that guards a procegse T. If
the guard is successfully evaluated, the process contimetegving agp € T or, else, it deadlocks. The
encapsulation operatady (p) encapsulates the procgss such a way that all communication actions in
H that are considered as incomplete are blocked, so that gieeddype of communication is enforced.
For example, if we were to enforce communication betwegmcesses over chanrethenH = {c!n? |
0 < m-+n, m+n# k}. The sequential compositiop- q executes an action of the first process, or if
the first process successfully terminates, it continuesetabe as the second. The unary operator
represents iteration, or the Kleene star, that unfolds weipect to the sequential composition. The
alternative compositiorp + g makes a nondeterministic choice by executing an actiop of g, and
continues to behave as the remainder of the chosen prochesifary operatop || g denotes parallel
composition with generic communication actions, whereati&ons of both arguments can always be
interleaved or, alternatively, communication can take@laver common channels, keeping track of the
number of involved sender and receiver parties.

2.2 Structural Operational Semantics

We give semantics in terms of labeled transition systempleduwvith a environment that keeps track of
the valuation of the data variables and the updated vasablee states of the labeled transition systems
are labeled by the process terms themselves, and the dyafriice process is given by a successful
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Figure 3: Operational rules

termination option predicat¢ C T x Z, that plays the role of final or marked states for nonblocking
supervision [20, 8], and an action transition relatien C (T x Z) x A x (T x Z). We write(p, o), for
(p,0) € L and(p,0) = (p/,0) for ((p,0),a,(P,0")) € —

To present concisely the update of the assignments, walimteoseveral auxiliary operations. We
write f|c for the restriction of the functiorf to the domainC C D(f), i.e., flc & {x— f(X) | x €
C}. Also, we introduce the notatioh{ f1}...{f,}, wheref: A—Bandfi: A=~Bfor1<i<nare
partial functions with mutually disjoint domains, i.e.() ND(f;) =0 fori # j. For everyx € A,
we have thatf{fi}...{f,}(x) = fj(x), if there exists somg such that 1< j < n andx € D(fj), or
f{f1}...{fa}(X) = f(X) otherwise. We defind and — using structural operational semantics [2],
depicted by the operational rules in Figure 3. We note thainsgtrical rules are not depicted, and their
number is only denoted in brackets next to the number of tleethat is to be applied for the process on
the left side of the operation.

Rule 1 states that the termination constant has the optisandeessfully terminate. Rule 2 states that
the action prefix enables action transitions, whereas tigettassignment must be updated accordingly.
Namely, the variables in the domain of the partial variatdsignment function are updated with the
evaluated data expression. Rules 3 and 4 state that theedittercomposition can successfully terminate
if one of its summands has the option to successfully ternmirimilarly, action transitions are possible
in the alternative composition if one of its summands carigper them, as given by rules 5 and 6.
Rule 7 states that the sequential composition has a teirignaption if both of its components have a
termination option. If the first component terminates, tthensequential composition continues behaving
as the second component, as given by rule 8. If the first coemgaran perform an action transition, then
the target process sequentially composes the target ofcttm dransition of the first component with
the second component, as given by rule 9. Iteration alwagsharmination option as given by rule 10,
because of properties of composition of recursive prosefge Rule 11 shows that iteration unfolds
with respect to sequential composition. Rule 12 statesthwparallel composition can successfully
terminate only if both of its components have successfuhitgation options. Rules 13 and 14 enable
interleaving in the parallel composition, even interl@avof transitions that stem from the same channel.
Synchronizing of action transitions is possible for actibat stem from the same channel as depicted
by rule 15. The resulting communication action must accdéonthe accumulative number of sender
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and receiver communication parties. The ggtandp” identify the updated variables, so the common
updated variables are given lpyn p”. The target environment updates the target environmertieof t
first component with the remaining target environment ofsseond component, which can also be done
symmetrically with respect to the second component. Ruearid 17 state that if the propositional
guard is successfully evaluated, then the guarded commamduccessfully terminate or perform an
action transition, respectively, provided that the gudnoiecess can do so. Rule 18 states that successful
termination is not affected by the encapsulation operatbereas rule 19 states that all actions in the
parameter sl C A are blocked.

2.3 Partial Bisimulation

The behavioral relation that we employ is an extension digddrisimulation [3], which is able to handle
data and variable assignments. Here, we directly emplogppeoach of [6, 2], where this extension is
shown for bisimulation.

ArelationRC T x T is said to be a partial bisimulation with respect to a bisetioh action seB C
A, ifforall (p,q) € Rando € %, it holds that:

1. (p,o) |ifand onlyif(q,o) |;

2. if (p,0) -2 (p/,0’) for ac A, then there existf € T anda’ € £ such that(g, o) — (¢, ’) and
(P,d) eR

3. if (q,0) o, (d,a’) for b € B, then there exisp’ € T andg’ € Z such that(p, o) o, (p/,0’)yand
(phd) eR.

If Ris a partial bisimulation relation such thgt,q) € R, thenpis partially bisimilar toq with respect to
B and we writep=<gq. If =g p holds as well, we writgp <>g Q.

It is not difficult to show that partial bisimilarity is a preger for the process termsin[7] following
the guidelines of [6]. In addition, following the guidelmef [21], it can be shown thatp is a partial
bisimulation relation with respect ® C A. Thus, we obtain the partial bisimulation preorder andequi
alence, similarly as for simulation preorder and equivede[fl10]. Moreover, the partial bisimulation
preorder can be shown a precongruence for the consideredgses operations following the guidelines
of [7, 3], where a suitable extension to the tyft format faustural operational semantics with data
of [18] is proposed. Consequently, the partial bisimulatguivalence is a congruence, which enables
us to build a standard term model using the quotient algelm@uin <+ in the vein of [2]. Finally, we
note thatp <»a g amounts to bisimulation [3], wheregs=gq reduces to simulation preorder [3] and
p<+pq reduces to simulation equivalence [3] for processes with [ 10].

3 A Process-Theoretic Approach to Supervisory Coordinatia

First, we characterize the process terms that can be usgeddysthe plant and the supervisor. Thus,
we distinguish between the two different flows of information syntactic level. We employ the notion
of partial bisimulation to define the relationship betwelea plant and the supervisor in order to ensure
that the supervisor does not disable any uncontrollablatevadhereafter, we identify a set of data-based
control requirements that are typically employed in speaifon documents. Finally, we describe the
model-based system engineering framework and we disaisaptementation.
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3.1 Plant and Supervisor Syntax

We distinguish between controllable and uncontrollabliéoas transitions that stem from the sets of
controllableH¢ and uncontrollabléd channels, wherélc NHy = 0 andHc UHy = H. We putC £
{m?mneN, ceHc}andU £ {uly? | mneN, ue Hy}. We model marked states by adding a
successfully termination option to the correspondingestdie note that in the process theoretic setting,
successful termination plays an additional role of engfdlire sequential compaosition of processes [2, 5],
which is not present in the automata theory of [20, 8]. Weriasthe syntax of the plant and the
supervisor, given b¥ andsS, respectively, as follows:

Pu=0|1|ch[f].P|Un?[f].P|@:—P|on(P)|P+P|P-P|P*|P| P )
S:=1|cl0.S|S+S|p:—S| S, @
wherece Hc,ue Hy, f: V—=F, mneN, g € B, andH C A. We note that we specify a monolithic su-
pervisor, i.e., the supervision is executed by a singlege®cFor modular or distributed supervision [8],
the syntactic form of the supervisor from (1) should be adgigsppropriately, so that it can admit several
concurrent communicating processes.

We require the supervisor to be a deterministic processwBich sends feedback to the plant in
terms of synchronizing controllable events, and it doesatter the state of the plant in any other way,
i.e., it comprises no variable assignments. The supervams on data observation from the plant to
make supervision decisions in the vein of [17]. Thus, theesuipor observes the state of the plant,
identified by the values of the (shared) variables, and esatiintrollable events by synchronizing with
a corresponding sender event. It does not influence undiaie events, so they are safely interleaved
in the communication with the plant. Consequently, the stiper does not have to keep a history of
events, so it can be also be defined as an iterative proce&d) albserves assigned data by employing
guarded commands. This alternative definition is given as:
g (2)
where@,, € B for c € Hc. A supervisor of form (2) employs data value observationdentify the
state of the plant and send back feedback regarding catitelevents by synchronizing on self loops,
as specified byy .y @ :— c![0].1. It can potentially disable undesired termination oggiam states
identified by € B. The guardsg, for c € Hc andy depict the supervision actions [17].

S=(Ycen. @ — 0.1+ Y :—1)

3.2 Supervised Plants and Controllability

If we suppose that the plant is given py= P and the supervisor is given g S, then the supervised
plant can be specified @ (p || S) in general, where the encapsulation enforces desired coination
and the seH C A comprises unfinished communication events, which differcpse. To ensure that no
uncontrollable events are disabled by the supervisor, waanpartial bisimilarity to provide a relation
between the supervised and the original plant. We note, Vewvéhat most of the other approaches,
like [20, 8, 11, 24] to name a few, employ synchronizing attiowhere two transitions with the same
label synchronize in a resulting transitions, which is agabeled by that same label. In that case, the
relation can be provided directly as in [3], because thelabiethe transitions in the supervised and the
original plant coincide.

In the setting of this paper, however, we have to renameinatdions in the original plant so that
we can mimic the presence of a supervisor, which is necessiia order to make the plant operational.



J. Markovski 105
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Figure 4: Renaming operation that renders the controlledaemunication events of the plant completed
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Figure 5: Satisfiability of data-based control requireraent

To this end, we employ a specific partial renaming operaiom — T that renders the controllable

communication actions of the plant as completed. This iscooadance with the syntax of the plant

and the supervisor specified in (1), since the plant must fwaian enabling control signal for every

controllable event. The operational rules that define thameng operatiorf are given in Figure 4.
Now, we can specify the relation between the supervisedtandriginal plant as:

(plls)=ué(p). (3)

It states that the supervised plant has controllable ewsrabled by the supervisor that can be simulated
by the original plant in which all controllable events haeeh enabled, whereas no uncontrollable events
can be disabled. We note that, in the setting of this papercan observe that the syntactical restrictions
imposed on the supervisor actually imply this relation.

It is not difficult to show, again in the vein of [21, 3, 7], thhe traditional notions of language-based
controllability of [20, 8] for deterministic system and &a&ontrollability [17, 9, 24] for nondeterministic
systems are implied by (3).

3.3 Data-Based Control and Coordination Requirements

In the setting of this paper, we consider data-based coatrdlcoordination requirements, which are
stated in terms of boolean expressions ranging over thewdaiables, and may additionally specify
which events are allowed with respect to the observed ddasaFor a setting with event-based control
requirements, we refer the interested reader to [3], wisdiaastate-based control requirements, a pre-
liminary investigation is given in [5]. The data-based cohtequirements, denoted by the &thave
the following syntax induced bi:

Ri= =0 | o= | o

forac A andg € B. A given control requiremente R is satisfied with respect to the root of the process
termp € T in the assignment environmeate< Z, notation(p, o) = r, according to the operational rules
depicted in Figure 5. Byp, ) -+ we denote thaf(p/, ") | (p,0) == (p/,a’)} = 0.

The first form of control requirements is introduced for miote convenience as a frequently oc-
curring case [15] and it is equivalent to the second form, ilesngby rule 23. Rule 24 states that if
the state does satisfy the data assignment, then the rewpritas trivially satisfied. Rule 25 states a
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Figure 6: Model-based systems engineering framework fpemsisory controller synthesis

so-called state-transition exclusion requirement [15Jiclv is satisfied if no transition with the excluded
label is possible. Rule 26 states that a state-exclusianireggent restricts the states with the given data
assignments, thus disabling unsafe or forbidden statesmarst be upheld in every state. To ensure
that the control requirements are globally satisfied, wergki= to =*, which requires that the con-
trol requirements are satisfied for every reachable stabethis end, we first define a trace transition
relation (p, o) Ly (p/,0’) for somet = a;...a, € A*. If n=0 we have the empty trade= ¢ with
(p,0) =+ (p, ), whereas ifh > 0, then we havép, o) -2 (p1, 1) 25 (P2, 02) — ... 2 (p/, @) for
someps,...,pp-1 € T, 01,...,0n-1 € Z, anday,...,an-1 € A. Now, we define thap =" r if g = r for
everyp' € T such that p, o) Ly (p/,0’) for 0,0’ € Z andt € A*.

To ensure that the supervised plant respects the data-bastd| requirements, given B9 C R, we
require that for the initial variable assignmemngc % it holds that

<p || S, UO) ):* /\reC r. 4)

In addition, a nonblocking supervisor must ensure thatyegeate in the supervised plant can reach
a state that has a successful termination option, i.e.,Vieryep’,c’) € T x £ andt € A* such that

(p |l s.00) — (P, 0"), there exists/p”,0”) € T x = andt’ € A* such that(p/, o") Ly (p’,0”) and
(p”,0”){ holds.

3.4 Model-Based Systems Engineering Framework

To structure the process of supervisory control synthegisemploy the framework depicted in Fig-
ure 6 [22, 15, 4]. The modeling process begins with an infbispacification of the controlled system,
i.e., the desired product, written by domain engineers. gigieof the controlled system follows, con-
trived by domain and software engineers together. The dasigst importantly defines the modeling
level of abstraction and the control architecture. Subsetly it is used to separate the plant and the
control requirements, a joint task of domain and softwagir@ers. Here, a decision is made to which
extent the control is managed by the software, and whichipartplemented in hardware. The resulting
informal documents specify the plant and control requingisierespectively. In the following, we omit
the roles of the engineers as they are clear from the context.
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Figure 7: Modeling of the printing process function

Most plants typically contain (continuous) hybrid behayvighereas supervisor synthesis requires a
discrete-event abstraction. The hybrid model is suitadfreiimulation purposes, and it can be abstracted
to a discrete-event model for synthesis purposes [20, 8ferdtively, a discrete-event model can be
made, and subsequently refined [23]. In the design of thet,pthatisions are made on the level of
abstraction that is used, and what is significant discregeteand hybrid behavior. In parallel, a model
of the control requirements is made following the speciiicatiocuments. The discrete-event model
of the plant, together with the model of the control requiesits, are input to the synthesis tool, which
automatically synthesizes a supervisor.

Software-in-the-loop simulation is used to validate thpesuisor coupled with a hybrid model of
the plant, and hardware-in-the-loop simulation can be tsedlidate the supervisor against a prototype
of the plant. If the validation is not satisfactory, the gohtequirements and/or the plant model need
to be remodeled or redefined. In certain cases, a complegamproves to be necessary, which might
even require redefining the specification of the whole cdieticsystem. Finally, the control software is
generated automatically, based on the validated modelie tRat software engineers in the framework
act more as ‘model’ engineers, shifting their focus fromtiwg code to modeling.

We opt for Supremica [1] as a synthesis tool because it pesvildle greatest modeling convenience
and range of options with respect to specifying plants watadnd optimized synthesis procedures [17].
We remark that the state-of-the-art synthesis tools supherprevailing automata-style specifications
and composition [1, 8]. To be able to execute industrial clgdies, we are impelled to translate the
original process-algebraic specification to an input atszkpy the tool.

4 Coordinating Maintenance Procedures of a Printing Proces Function

An abstract view of the control architecture of a high-tednter is depicted in Figure 7. Print jobs are
sent to the printer by means of the user interface. The preustroller communicates with the user
and assigns print jobs to the embedded software, which tasttfae hardware to realize print jobs. The
embedded software is organized in a distributed way, petifumal aspect, such as, paper path, printing
process, etc. Several managers communicate with the peoiéroller and each other to assign tasks to
functions, which take care of the functional aspects.

We depict a printing process function comprising severahteaance operations in Figure 7. Each
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CPM 2 (Stl2RurP{CPM + 2}._InRur{CPM + 3}.RureStt?{CPM — 4}._InSto{CPM - 1}.1+1)"

MOj; £ (OpStart; {MOj — 2}._OpFin!{MOj ~ 1}.1+1)"

PG £ (_SoftDIn{PG  2}.(_HardDIn {PC ~ 3}._.OpFin?{PC — 1}.1+ OpFin?{PG > 1}.1) +
OpFin?21+1)"

MS £ (SchOper{MS — 2}. ExOper{MS — 3}..OpFin?{MS — 1}.1+1)"

TPM2 (_NewJOHTPM — 2}._JobFin{TPM+— 1}.1+1)"

PPF £ 0} opFin?,.0pFin 2, OpFin!?} (CPM I (liaMS) 1| (lljeq,iaMOij) Il ([lier PG) |l TPM)
Figure 8: Process-algebraic specification of the plant

function is hierarchically organized to: (1) controllefRarget Power Mode and Maintenance Schedul-
ing, which receive control and scheduling tasks from the agars; (2) procedures: Status Procedure,
Current Power Mode, Maintenance Operation, and Page Qowitiech handle specific tasks and actu-

ate devices, and (3) devices as hardware interface. Stetaed®ire is responsible for coordinating the

other procedures given the input form the controllers. Tdrarol problem is to synthesize a supervisory

coordinator that ensures that quality of printing is not poomised by timely performing maintenance

procedures, while interrupting ongoing print jobs asditils possible. We specify the coordination rules
that ensure safe behavior of the system below.

4.1 Process-Algebraic Specification

We briefly describe the procedures that comprise the plahtse process-algebraic specification is
given in Figure 8. We assume that the page counters are iddixthe set, whereas for each counter
i there areJ; maintenance procedures to be triggered. Also, labels afnirmllable events begin with
an underscore. Furthermore, we identify states by meanarable observation, i.e., we incorporate
the observer inside the plant specification, so we assignahiables M@, to Maintenance Operation
ij, PQ to Page Counter, MS; to Maintenance Scheduling TPM to Target Power Mode, and CPM to
Current Power Mode fof € J andi € I. Initially, the variables are set to 1, which identifies thstfi
state. The plant model is depicted in Figure 8, where Pdnlrocess Function is defined by PPF and
I pepP denotes the parallel composition of the processés in

Current Power Mode sets the power mode to run or standby deyeion the enabling signals
(Stb2Runand Run2Sth from Status Procedure, and sends back feedback by emgloyiRun and
_InSth respectively. Maintenance Operationfor j € J andi € | either carries out a maintenance
operation, started byOpStary; or it is idle. The confirmation is sent back by the evei@pFin;! for
j € J andi € |, which synchronize with Maintenance Scheduling and Pagenteo Page Counter
for i € | counts the printed pages since the last maintenance and sgmals SoftDIn and _HardDlIn;,
when soft or hard deadlines are reached, respectivelyrdsonsible for the set of maintenance proce-
dures inJ,. A soft deadline signals that maintenance should be peddrtout it is not yet compulsory if
there are pending print jobs. A hard deadline is reached wiantenance of the printing process must
be performed to ensure quality of the print. The page cougsterset, triggered by the synchronization
on _OpFin;?, each time that maintenance is finished. The controllegetd?ower Mode sends signals
regarding incoming print jobs to Status Procedure_ldgwJobh which should set the printing process
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to run mode for printing and standby mode for maintenancepaneer saving. When the print job is
finished, the signalNoJobis sent. Maintenance Schedulinfpri € | receives a request for maintenance
with respect to expiration of Page Counitérom Status Procedure, by the sigishOperand forwards

it to the manager. The manager confirms the scheduling witlother functions and sends a response
back to the Status Procedure, usifxOper. It also receives feedback from Maintenance Operation that
the maintenance is finished in order to reset the scheduwlgyn triggered byO pFin;?.

4.2 Coordination Requirements

Status Procedure adheres to several coordination rules:

1) Maintenance operations can be performed only when PrinBngcess Function is in standby.
This state exclusion property requires a maintenance tpei to be in progress, identified WGO;; =
2, only if the printer is in standby, i.eGPM = 1. Thus, we specify that the following must always hold:

—(CPM# 1A Vg je3 MOjj = 2) )

2) Maintenance operations can be scheduled only if soft deadilas been reached and there are no
print jobs in progress, or a hard deadline is pass&tle schedule a maintenance operatipffor j € J;
using the signaSchOperfor i € |. Soft and a hard deadline for Page Countieridentified byPC = 2
andPG = 3, respectively, leading to

SNORH? . (PG = 2ATPM= 1)V PG = 3 (6)
for everyi € 1.

3) Maintenance operations can be started only after being caleel. For everyj € J andi € I.

Thus, we relat@® pStarf; with the corresponding maintenance scheduler:

OpStart;1?
P Mg =3 )

4) The power mode of the printing process function must folleevgower mode dictated by the
managers, unless overridden by a pending maintenance tigperaVe model this requirement separately
for switching from run to standby power mode and vice versa.céh switch from run to standby if this
is required by the manager, i.e., there is a new print job, thece is no need to start a maintenance
operation. This is modeled as

SOZRUP  TPM =2\ Ao MS #3, ®)

Contrariwise, we switch to Standby if there is no pendinggomaintenance operation:

RUNZS® . TPM =1V, MS = 3. 9)

The set of parameterized data-based coordination reqgeitenis given by the expressions (5) — (9).

4.3 Supervisor Synthesis

For any value of the parameters for the index $etsdJ; for i € |, we can instantiate a plant and synthe-
size a supervisor. For the sake of clarity, we illustrateditation when there is only one maintenance
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procedure. We omit the unnecessary indices of the datablesiaThe supervisor sends the control sig-
nals upon observation of certain data assignments, whilgigen in the form of guards. The indices

of the guards correspond to the indices of the control requénts that concern the control signal. Note
that the state-exclusion requirement is treated as a giolzliant, whereas no termination option of the
plant is disabled. The guards have been synthesized aw$dliY]:

g6 2 (PC=2ATPM=1)VPC=3 2 CPM=1AMS=3
gs 2 MS#£3ATPM=2AMO # 2 ® 2 (MS#3ATPM=1)vMS=3.

The supervisor has the syntax form restricted by (1) andgivisn by:
s& <g6 :— SchOper.1+ gy :—OpStart.1+ gg :— Sti?Rurl.1+ gy :— Rur2Std.1+ 1) .

To illustrate the process of supervision, we consider tmesti?Run It is not difficult to deduce,
e.g., that initially the evenBtb2Runs not enabled since then all variables are assigned the wl(.
This corresponds to the situation where there are not hbg jvaiting to be executed, so there is no
reason to turn the power of the printer on. Similarly, a megiance operation can be started only if the

printer is in standby mode, identified I§PM = 1, and the operation has been successfully scheduled,
identified byMS= 3.

5 Concluding Remarks

We developed a process theory encompassing communicatinggses with data and generic commu-
nication actions. We applied the developed theory to modeérvisory control feedback loops with
data observations, where we distinguish between the ddagmmvand control flow of information. We
classified the processes modeling the unsupervised systh@supervisory controller to capture their
specific roles. To capture the notion of controllability, iethidentifies the set of feasible supervisory
controllers, we employed the behavioral relation partialnbulation and we extended the notion for
the new setting. We casted the process of supervisory dlentsynthesis in a model-based systems
engineering framework, for which implementation we empsbgte-of-the-art tools. To illustrate our
approach, we reiterated on an industrial study dealing @ottrdination of maintenance procedures in
a printing process of a high-tech printer. We demonstratatidur approach is capable of successfully
modeling the interaction in the supervisory control lood affers a compact representation of the model
of the supervisory controller.
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This work introduces a general multi-level model for self-adaptive systems. A self-adaptive system
is seen as composed by two levels: the lower level describing the actual behaviour of the system and
the upper level accounting for the dynamically changing environmental constraints on the system. In
order to keep our description as general as possible, the lower level is modelled as a state machine
and the upper level as a second-order state machine whose states have associated formulas over
observable variables of the lower level. Thus, each state of the second-order machine identifies
the set of lower-level states satisfying the constraints. Adaptation is triggered when a second-order
transition is performed; this means that the current system no longer can satisfy the current high-level
constraints and, thus, it has to adapt its behaviour by reaching a state that meets the new constraints.
The semantics of the multi-level system is given by a flattened transition system that can be statically
checked in order to prove the correctness of the adaptation model. To this aim we formalize two
concepts of weak and strong adaptability providing both a relational and a logical characterization.
We report that this work gives a formal computational characterization of multi-level self-adaptive
systems, evidencing the important role that (theoretical) computer science could play in the emerging
science of complex systems.

1 Introduction

Self-adaptive systems are a particular kind of systems able to modify their own behaviour according to
their environment and to their current configuration. They learn from the environment and develop new
strategies in order to fulfil an objective, to better respond to problems, or more generally to maintain
desired conditions. Self-adaptiveness is an intrinsic property of the living matter. Complex biological
systems naturally exhibit auto-regulative mechanisms that continuously trigger internal changes accord-
ing to external stimuli. Moreover, self-adaptation drives both the evolution and the development of living
organisms.

Recently there has been an increasing interest in self-adaptive properties of software systems. In [17]
the following definition is given: “Self-adaptive software evaluates its own behaviour and changes be-
haviour when the evaluation indicates that it is not accomplishing what the software is intended to do,
or when better functionality or performance is possible.”

As a matter of fact, software systems are increasingly resembling complex systems and they need
to dynamically adapt in response to changes in their operational environment and in their require-
ments/goals. Two different types of adaptation are typically distinguished:

e Structural adaptation, which is related to architectural reconfiguration. Examples are addition,
migration and removal of components, as well as reconfiguration of interaction and communication
patterns.

e Behavioural adaptation, which is related to functional changes, e.g. changing the program code or
following different trajectories in the state space.

Natallia Kokash and Anténio Ravara (Eds.): 11th International Workshop on © E. Merelli, N. Paoletti & L. Tesei
Foundations of Coordination Languages and Self Adaptation (FOCLASA’12) This work is licensed under the
EPTCS 91, 2012, pp. 112-126, doi:10.4204/EPTCS.91.8 Creative Commons Attribution License.
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Several efforts have been made in the formal modelling of self-adaptive software, with particular
focus on verifying the correctness of the system after adaptation. Zhang et al. give a general state-based
model of self-adaptive programs, where the adaptation process is seen as a transition between different
non-adaptive regions in the state space of the program [23]. In order to verify the correctness of adap-
tation they define a new logic called A-LTL (an adapt-operator extension to LTL) and model-checking
algorithms [24] for verifying adaptation requirements. In PobSAM [13, 14] actors expressed in Rebeca
are governed by managers that enforce dynamic policies (described in an algebraic language) according
to which actors adapt their behaviour. Different adaptation modes allow to handle events occurring dur-
ing adaptation and ensuring that managers switch to a new configuration only once the system reaches a
safe state. Another example is the work by Bruni et al. [6] where adaptation is defined as the run-time
modification of the control data and the approach is instantiated into a formal model based on labelled
transition systems. In [5], graph-rewriting techniques [18] are employed to describe different charac-
terizations of dynamical software architectures. Meseguer and Talcott [19] characterize adaptation in a
model for distributed object reflection based on rewriting logic and nesting of configurations. Theorem-
proving techniques have also been used for assessing the correctness of adaptation: in [16] a proof lattice
called transitional invariant lattice is built to verify that an adaptive program satisfies global invariants be-
fore and after adaptation. In particular it is proved that if it is possible to build that lattice, then adaptation
is correct.

There are several other works worth mentioning, but here we do not aim at presenting an exhaustive
state-of-the-art in this widening research field. We address the interested reader to the surveys [7, 21] for
a general introduction to the essential aspects and challenges in the modelling of self-adaptive software
systems.

1.1 A multi-level view of self-adaptation

Complex systems can be regarded as multi-level systems, where two fundamental levels can be distin-
guished: a behavioural level B accounting for the dynamical behaviour of the system; and a higher
structural level S accounting for the global and more persistent features of the system. These two levels
affect each other in two directions: bottom-up, e.g. when a collective global behaviour or new emer-
gent patterns are observed; and fop-down, e.g. when constraints, rules and policies are superimposed on
the behavioural level. These two fundamental levels and their relationships are the base to scale-up to
multi-level models. In a generic multi-level model, any n-th level must resemble the behavioural level,
the corresponding n + 1-level has to match with the structural level and the relationships between them
will have to show the same characteristics. We discuss how this scale-up is implemented in our setting
in Section 5

Multiple levels arise also when software systems are concerned. For instance, in [9] Corradini et al.
identify and formally relate three different levels: the requirement level, dealing with high-level prop-
erties and goals; the architectural level, focusing on the component structure and interactions between
components; and the functional level, accounting for the behaviour of a single component. Furthermore,
Kramer and Magee [15] define a three-level architecture for self-managed systems consisting of a com-
ponent control level that implements the functional behaviour of the system by means of interconnected
components; a change management level responsible for changing the lower component architecture
according to the current status and objectives; and a goal management level that modifies the lower
change management plans according to high-level goals. Hierarchical finite state machines and State-
charts [11] have also been employed to describe the multiple architectural levels in self-adaptive software
systems [12, 22].
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In this work we introduce S[B]-systems: a general state-based model for self-adaptive systems where
the lower behavioural level describes the actual dynamic behaviour of the system and the upper structural
level accounts for the dynamically changing environmental constraints imposed on the lower system. The
B-level is modelled as a state machine B. The upper level is also described as a state machine where each
state has associated a set of constraints (logical formulas) over variables resulting from the observation
of the lower-level states, so that each S-state identifies the set of B-states satisfying the constraints.
Therefore, a set of dynamically changing constraints underlies a second-order structure S whose states
are sets of B-states and, consequently, transitions relate sets of B-states.

We focus on behavioural and top-down adaptation: the B-level adapts itself according to the higher-
level rules. In other words the upper level affects and constrains the lower level. Adaptation is expressed
by firing a higher-order transition, meaning that the S-level switches to a different set of constraints and
the B-level has adapted its behaviour by reaching a state that meets the new constraints. Our idea is
broadly inspired by Zhang et al. [23], i.e. the state space of an adaptive program can be separated into
a number of regions exhibiting a different steady-state behaviour (behaviour without reconfiguration).
However, in our model the steady-state regions are represented in a more declarative way using con-
straints associated to the states of the S-level. Moreover, in S[B]-systems not only the behavioural level,
but also the adaptation model embedded in the structural level is dynamic. Adaptation of the B-level
is not necessarily instantaneous and during this phase the system is left unconstrained but an invariant
condition that is required to be met during adaptation. Differently to [23], the invariants are specific for
every adaptation transition making this process controllable in a finer way. The semantics of the multi-
level system is given by a flattened transition system that can be statically checked in order to prove the
correctness of the adaptation model. To this aim we also formalize the notion of adaptability, i.e. the
ability of the behavioural level to adapt to a given structural level. We distinguish between weak and
strong adaptability, providing both a relational and a logical characterization for each of them.

S[B]-systems has been inspired by some of the authors’ recent work in the definition of a spatial
bio-inspired process algebra called Shape Calculus [4, 3]. In that case, a process S[B] is characterized by
a reactive behaviour B and by a shape S that imposes a set of geometrical constraints on the interactions
and on the occupancy of the process. This idea is shifted in a more general context in the S[B]-systems
where, instead, we consider sets of structural constraints on the state space of the B-level. We want to
underline that previous work and, mainly, this work have been conceived as contributions not only in the
area of adaptive software system, but also in the area of modelling complex natural systems.

The notion of multiple levels that characterizes our approach for computational adaptive systems is
something well-established in the science of complex systems. As pointed out by Baianu and Poli [2]
“All adaptive systems seem to require at least two layers of organization: the first layer of the rules
governing the interactions of the system with its environment and with other systems, and a higher-order
layer that can change such rules of interaction.” S[B]-systems are similarly built on two levels: the
B-level describes the state-based behaviour of the system and the S-level regulates the dynamics of the
lower level. In our settings, communication and interactions are not explicitly taken into account. Indeed
the behavioural finite state machine can describe the semantics of a system made by several interacting
components.

Another accepted fact is that higher levels in complex adaptive systems lead to higher-order struc-
tures. Here the higher S-level is described by means of a second order state machine (i.e. a state ma-
chine over the powerset of the B-states). Similar notions have been formalized by Baas [1] with the
hyperstructures framework for multi-level and higher-order dynamical systems; and by Ehresmann and
Vanbremeersch with their memory evolutive systems [10], a model for hierarchical autonomous systems
based on category theory.
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The paper is organized as follows. Section 2 introduces the formalism and the syntax of S[B]-systems,
together with an ecological example that will be used also in the following. In Section 3 we give the op-
erational semantics of a S[B]-system by means of a flattened transition system. In Section 4 we formalize
the concepts of weak and strong adaptability both in a relational and in a logical form. Finally, conclu-
sions and possible future developments of the model are discussed in Section 5.

2 A multi-level state-based model

An S[B]-system encapsulates both the behavioural (B) and the structural/adaptive (S) aspects of a system.
The behavioural level is classically described as a finite state machine of the form B = (Q,qo, —p). In
the following, the states g € Q will also be referred to as B-states and the transitions as B-transitions.

The structural level is modelled as a finite state machine S = (R, ry,—s,L) (R set of states, ry initial
state, —g transition relation and L state labelling function). In the following, the states r € R will be
also referred to as S-states and the transitions as S-transitions. The function L labels each S-state with
a set of formulas (the constraints) over an observation of the B-states in the form of a set of variables
X. Therefore an S-state r uniquely identifies the set of B-states satisfying L(r) and S gives rise to a
second-order structure (R C 22 1y, —5C 22 x 2Q,L).

In this way, behavioural adaptation is achieved by switching from an S-state imposing a set of con-
straints to another S-state where a (possibly) different set of constraints holds. During adaptation the
behavioural level is no more regulated by the structural level, except for a condition, called transition
invariant, that must be fulfilled by the system undergoing adaptation. We can think of this condition
as a minimum requirement to which the system must comply to when it is adapting and, thus, it is not
constrained by any S-state.

Note that an S[B]-system dynamically adapts and reconfigures its behaviour, thus both the behavioural
level and the structural level are dynamic.

Definition 1 (S[B]-system behaviour) The behaviour of an S[B]-system S|B] is a tuple B= (Q,q0,—B),
where

o ( is a finite set of states and qo € Q is the initial state; and

o —pC O x Q is the transition relation.

In general, we assume no reciprocal internal knowledge between the S- and the B-level. In other
words, they see each other as black-box systems. However, in order to realize our notion of adaptiveness,
there must be some information flowing bottom-up from B to S and some information flowing top-down
from S to B. In particular, the bottom-up flow is modelled here as a set of variables X = {xy,...,x,} called
observables of the S-level on the B-level. The values of these variables must always be derivable from
the information contained in the B-states, which can possibly hold more “hidden” information related
to internal activity. This keeps our approach black-box-oriented because the S-level has not the full
knowledge of the B-level, but only some derived (e.g. aggregated, selected or calculated) information.
Concerning the top-down flow, the B-system only knows whether its current state satisfies the current
constraint or not. If not, we can assume that the possible target S-states and the relative invariants are
outputted by the S-system and given in input to the B-system.

Definition 2 (S[B]-system structure) The structure of an S[B|-system S[B] is a tuple S = (R, ro,—s,L),
where

o R is a finite set of states and ry € R is the initial state;
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o —sC RxD(X) xR is a transition relation, labelled with a formula called invariant; and

e L:R — ®(X) is a function labelling each state with a formula over a set of observables X =
{x1y. 0 x0 )

Thus, an S[B]-system has associated a finite set X = {xy, ..., x,} of typed variables over finite domains
{Dy,...,D,} whose values must be completely determined in each state of Q. More formally,

Definition 3 (Observation Function) Given an S[B]-system S[B] with a set X = {x1,...,x,} of observ-
ables, an observation function &': Q — []'_, D; is a total function that maps each B-state q to the tuple
of variable values (vi,...,v,) € Dy X ... X D, observed at q.

Note that we do not require this function to be bijective. This means that some different states can
give the same values to the observables. In this case, the difference is not visible to S, but it is internal to
B.

We indicate with ®(X) the set of formulas over the variables in X. We assume that constraints are
specified with a first-order logic-like language.

Definition 4 (Satisfaction relation) Let S[B] be a S|B]-system with a set X = {x1,...,x,} of observables
and with an observation function 0. A state q € Q satisfies a formula ¢ € ®(X), written q |= @, iff ¢ is
satisfied applying the substitution {"' /xy,...," /x,}, where O(q) = (v1,...,vn), using the interpretation
rules of the logic language.

Let us also define an evaluation function [[]] : ®(X) — 22 mapping a formula ¢ € ®(X) to the set

of B-states Q' ={q € Q| g = ¢}, i.e. those satisfying ¢.

Let us now give an intuition of the adaptation semantics. Let the active S-state be r; and r; gs r.
Assume that the behaviour is in a steady state (i.e. not adapting) g; and therefore ¢; = L(r;). If there are
no B-transitions g; —p ¢ such that ¢; |= L(r;) the system starts adapting to the target S-state r;. In this
phase, the B-level is no more constrained, but during adaptation the invariant ¢ must be met. Adaptation
ends when the behaviour reaches a state g, such that g |= L(r;).

The following definition determines when the structure S of a S[B]-system is well formed, that is:
it must no contain inconsistencies w.r.t. all possible variable observations and the initial B-state must
satisfy the initial S-state.

Definition 5 (Well-formed structure) Let S[B] be a S[B|-system. The structural level S is well-formed
if the following conditions hold:

e forall S-states r € R, L(r) must be satisfiable, in the sense that there must be a variable observation
under which L(r) holds (3q € Q. q = L(r)) and

e the initial B-state must satisfy the constraints in the initial S-state, i.e. go = L(ro).

In the remainder of the paper we assume to deal with well-formed structures without explicitly men-
tioning it.

2.1 An example from ecology

In this part we introduce a case study in the field of ecology and population biology: the adaptive I-
predator 2-prey food web. This system describes a variant of classical prey-predator dynamics where in
normal conditions the predator consumes its favourite prey po. When the availability of pg is no longer
sufficient for the survival of the predator, it has to adapt its diet to survive and it consequently starts
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(1,1,0,F,F)

(0,1,1,T,F) (0,1,LF,F)

(0,0,1,F,F)

Figure 1: The behavioural state machine B for the adaptive 1-predator 2-prey food web example. Each
state is characterized by a different combination of the variables (p,ao,a;,eat,moved) (favourite prey,
availability of pg, availability of py, has the predator eaten?, has the predator migrated?). The initial state
is (0,1,1,true,false). All the states where moved = true has been grouped for simplicity to a single state
(o, -, -, -true).

consuming another species p;. For the sake of showing the features of our model, here we present an
oversimplified version of this system that omits quantitative aspects like predation rates and growth of
prey. We assume that the predator initially consumes the prey po (variable p = 0) and that prey may be
available (variable a; = 1, i =0, 1) or not (variable a; = 0, i =0, 1). The effect of consuming an available
prey is to make that prey unavailable, as expected. The predator may also decide not to eat and change
its diet (variable p = 1). A boolean variable tells whether in the current state the predator has eaten some
prey (variable eat). At each step the predator can do one of the following:

e cat the currently favourite prey p;, if available (a; < a; — 1 and eat < true);
e do not eat and switch its favourite prey (p <— |1 — p| and ear « false); or
e do not eat.

Finally, if the predator does not feed itself for two consecutive times, it migrates to a more suitable
habitat (variable moved = true) and no further actions are possible. The attentive reader may notice that
under these restrictions the system will inevitably lead to a state where the predator moves to a different
habitat. This is due to the fact that prey growth is not modelled here and it is always the case that the
system eventually reaches a state where the predator cannot feed because of the unavailability of both
prey. Each state of the behavioural level (depicted in Fig. 1) is described by a different evaluation of the
involved variables:

(p,ao,a,eat,moved) € {0,1} x {0,1} x {0,1} x {false,true} x {false, true}.
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(0,0,0,F,F)

(0,0,1.F,F)

(0,1,0,F,F) (0,0,0,T,F)

(0,0,1,T,F)

(0,1,1,T,F)

Figure 2: S-states determining stable regions in the adaptive 1-predator 2-prey system.

In this example we consider two different S-levels (represented in Fig. 3): Sp and S;, but with the
same set of S-states. More specifically Sy is given by:

R= {ro,r1,n},

—moved —eat —moved —eat
—s= {ro r1,70 12,71 10,71 r}

L(r)= {p==0A(—eat = ag > 0) A—moved} ifr=ry
{p==1A(—eat = a; > 0) N—moved} ifr=r;

{moved} if r=r,.

On the other hand, §; differs from Sy only in the transition function, that is:

p==1 —eat
—s = {ro —— ri,r1 —n}

The three different S-states model three different stable regions in the prey-predator dynamics:

e 1y : the predator consumes pg. More precisely, the constraints require that the favourite prey must
be po (p == 0); that the predator has not moved to another habitat (—moved); and that if the
predator is not currently feeding, the prey po must be available so that the predator can eat in the
following step (—meat = ap > 0).

e 1| : the predator consumes p;; the constraints are the same as rg, but referred to prey p;.
e 1, : the predator has migrated.

Figure 2 shows how the structural constraints identify different stable regions in the behavioural level.
The adaptation dynamics, regulated by the transitions in Sy, allow the predator to adapt from ry to ry,
under the invariant —moved indicating that during adaptation the predator cannot migrate. The equivalent
S-transition is defined from r; to rg, so that the predator is able to return to its initially favourite prey.
Both from ry and r; a S-transition to r; is allowed under the invariant —eat. In this way, the predator can
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r

leat

Tmoved

Tmoved

(a) The state machine Sy (b) The state machine S;

Figure 3: The two different structural levels Sy and S; in the adaptive 1-predator 2-prey food web ex-
ample. In each S-state r; the constraint imposed to the behavioural level are represented. Transition
labels indicate adaptation invariants. Sy allows the predator to adapt its diet and migrate due to starvation
anytime. In S; adaptation is guided from ry (consume prey pg), to r; (consume prey p;) and finally to r,
(migration).

adapt itself and migrate to a different habitat under starvation conditions. On the other hand, the transition
relation in S has been defined in a simpler way, which makes the predator adapt deterministically from
ro to 1 and finally to r». In this case, the adaptation invariant from rg to r| requires that the predator has
changed its diet to prey p;.

The following section will show the operational rule for deriving the transitional semantics of the
S[B]-system as a whole and the semantics of So[B] and S [B] in the adaptive 1-predator 2-prey system
will be given as well.

3 Operational semantics

In this part, we give the operational semantics of an S[B]-system as a transition system resulting from the
flattening of the behavioural and of the structural levels. We obtain a Labelled Transition System (LTS)
over states of the form (g,r, p), where

e g c Qandr € R are the active B-state and S-state, respectively; and

e p keeps the target S-state that can be reached during adaptation and the invariant that must be
fulfilled during this phase. Therefore p is either empty (no adaptation is occurring), or a singleton
{(@,r)}, with ¢ € ®(X) a formula and r’ € R an S-state.

Definition 6 (Flat S[B] — system) Let S|B] be an S[B|-system. A flat S[B|-system is a LTS F(S[B]) =

J
r7(P7r

(F, fo,— U —"=) where

e FCOXRX 2PX)*R s the set of states;

e fo = (qo,r0,0) is the initial state;

e 5C F X F, with r € R, is a family of transition relations between non-adapting states satisfying
L(r); and

. %Q F X F, withr,r' € Rand ¢ € ®(X), is a family of transition relations between states during
the adaptation determined by the S-transition r £>S r'. As a consequence it holds that for all r,7’, @,
LA}

Table 1 lists the set of rules characterizing the flattened transitional semantics of an S[B]-system:

e Rule STEADY describes the steady (i.e. non-adapting) behaviour of the system. If the system is
not adapting and the B-state ¢ can perform a transition to a ¢’ that satisfies the current constraints
L(r), then the flat system can perform a non-adapting transition — of the form (g,r,0) = (¢',,0).
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q—5q ¢ FEL(r)
(4,1,0) = (¢',1,0)
Vq' (g =g = ¢"EL() qosq rsr qdE¢
(g.r0) "% (¢.r.{(9.7)})
a—sd qFE¢ qlFLY)

STEADY

ADAPTSTART

ADAPT

(4.1 {(0,7)}) Z255 (¢, (0,7 })
ADAPTEND i ': L(/)

(4.1 {(0,7)}) 2255 (g,7,0)

Table 1: Operational semantics of a S[B]-system

e Rule ADAPTSTART regulates the starting of an adaptation phase. Adaptation occurs when none
of the next B-states satisfy the current specification (Vq".(¢ —5 ¢ = ¢" I~ L(r)), or more

compactly (¢,r,0) /). In this case, for each S-transition r A s ' an adaptation towards the target

state ' under the invariant @ starts and the flat system performs an adapting transition 27 of the

/
rv(pvr

form (Q> T, 0) B (C]/,I", {(‘pv I"/)}).
e Rule ADAPT describes the evolution during the actual adaptation, leading to transitions of the

J
r7(P7r

form (q,r,{(9,r)}) —= (¢',r,{(@,r)}). During adaptation the behaviour is not regulated by
the specification and it must not satisfy the target constraints L(r') (g [~ L(r')). We also require
that the invariant ¢ € ®(X) must always hold during this phase. Note that the semantics does not
immediately assure that a state where the target formula holds is eventually reached. Formulations
of the adaptability requirement are given in Section 4.

J
e Rule ADAPTEND describes the end of the adaptation phase, i.e. a transition 97, from an adapting
state (¢,r,{(¢@,r")}) where g satisfies the set of target constraints (¢’ = L(r')), to the steady non-
adapting state (g¢,r’,0).
Note that rules STEADY+ADAPTSTART ensure that there cannot exist a non-adapting state with both

/
an outgoing non-adapting transition — and an outgoing adapting transition er,. Conversely, rules

ADAPT+ADAPTEND ensure that there cannot exist an adapting state with both an outgoing non-adapting
transition and an adapting transition.

The flattened transitional semantics of the two systems So[B] and S;[B] in the adaptive 1-predator
2-prey food web example presented in Section 2.1 is depicted in Figure 4. First, we observe that the
flat So[B] system has a larger state space than the flat S;[B], due to the higher number of S-transitions
in Sp. In both cases two different adaptation phases can be noticed, the first starting from the flat state
((0,0, 1,true,false), r,0) and the second starting from ((1,0,0,true,false),r;,0). While in Sy[B] it is
possible to adapt to the migration region also in the first phase, in S [B] this is possible only in the second
phase, i.e. when both prey become unavailable. Moreover in Sy[B], we notice that in each adaptation
phase there always exists an adaptation path leading to a target stable region, but some adaptation paths
cannot proceed because they violate the invariant. Conversely, in S;[B] every adaptation path leads
to a target S-state. Therefore the same behavioural level B possesses different adaptation capabilities,
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depending on the structure S it is embedded in. These two different kinds of adaptability are formalized
in Section 4.

Although, depending on the structure S, the flat semantics could possibly lead to a model larger than
the behavioural model B, the flat S[B]-system lends itself quite naturally to on-the-fly representation tech-
niques. Indeed, during non-adapting phases it would be necessary to keep in memory just the subsystem
restricted to the set [[L(r)]] C B of B-states that satisfy the current constraints L(r). On the other hand,

as soon as an adaptation of the form (g,r,0) LA (¢',r,{(9,r')}) takes place, it would be sufficient to

store those B-states ¢” such that ¢” |= @ A ¢” [~ L('), i.e. those state where the invariant is met, but the
target constraints are not.

4 Adaptability relations

The above described transitional semantics for S[B]-systems does not guarantee that an adaptation pro-
cess always leads to a state satisfying the target constraints, or that the system can always start adapting
when the current constraints are not met. We characterize this requirements on the adaptability of an
S[B]-system by means of two binary relations over the set of B-states and the set of S-states, namely the
weak adaptability relation %,, and the strong adaptability relation Zs.

Informally, B is weak adaptable to S if any active B-state g satisfies the constraints imposed by the
active S-state r, or it can start adapting and there exists a finite path reaching a B-state ¢’ satisfying the
constraints dictated by a target S-state . On the other hand, B is strong adaptable to S if any active
B-state g satisfies the constraints imposed by the active S-state r, or it can start adapting towards a target
S-state r’ and all paths reach a B-state ¢ satisfying the constraints L(7’) in a finite number of transitions.

In the following definitions the notation —' with i € N indicates the exponentiation of the transition
relation —, i.e. =’ = (=)’ =— (—)"~!. We use this notation to remark that adaptation paths must be of
finite length.

Definition 7 (Weak adaptability) Weak-adaptability is a binary relation %,, C Q X R defined as fol-
lows. Let q € Q be a B-state and r € R be an S-state. Then, q %,, 1 iff
e g=L(r)and
e forall ' € Q, whenever g —p ¢/, it holds that either
- q Ry 1, or
— there exists " € Q0,0 € ®(X),r €R,i €N,
(@.50) 25 (& {(0.)}) "5, 0) and ' B .
Let S[B] be an S|B]-system. Then B is weak adaptable to S if their initial states are weak adaptable, i.e.
qo Fy 10.
Definition 8 (Strong adaptability) Strong-adaptability is a binary relation Z; C Q X R defined as fol-
lows. Let g € Q be a B-state and r € R be an S-state. Then, g %y r iff
o g=L(r)and
e forall ¢ € Q, whenever g —p ¢, it holds that either
- § % r, or
- (q,1,0) LN (¢, r.{(®,r)}) for some ¢ € ®(X),r € R and every path starting from
(¢ r,{(@,r')}) leads, in a finite number of consecutive LN transitions, to a state (q",r',0)
such that ¢" % r'.
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Figure 4: The flat semantics of the two systems So[B] (fig. 4 (a)) and S;[B] (fig. 4 (b)) in the adaptive 1-predator 2-prey example. Different
structural levels lead to different adaptation capabilities. Two adaptation phases (light red marked ones) can be recognized: the first occurs
when the predator stops consuming the prey pg, the second when it stops consuming p;. In both systems there always exists an adaptation
path leading to a target stable region, but in So[B] some paths violate the invariant and cannot proceed. In S [B] every adaptation path leads to a

target S-state.
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Let S[B] be an S|B]-system. Then B is strong adaptable to S if their initial states are strong adaptable,
qo %s ro.

In the remainder of the paper we will alternatively say that a system S[B] is weak (strong) adaptable,
in the sense that B is weak (strong) adaptable to S. It is straightforward to see that strong adaptability
implies weak adaptability, since the strong version of the relation requires that every adaptation path
reaches a target S-state, while the weak version just requires that at least one adaptation path reaches
a target S-state. Now that a relational characterization of adaptability has been given, a concept of
equivalence between B-states that are adaptable to the same S-states naturally arises. Therefore we
define the weak adaptation equivalence and the strong adaptation equivalence over the set of B-states as
follows.

Definition 9 (Weak adaptation equivalence) Two B-states qi,q> € Q are said to be equivalent under
weak adaptation, written q| =, q», iff for each S-state r € R, g\ %\, v <= q2 X,y 1.

Definition 10 (Strong adaptation equivalence) Two B-states q1,q> € Q are said to be equivalent under
strong adaptation, written q| = qa, iff for each S-state r € R, q1 %s v <= q2 By, 1.

As discussed in Section 3, the adaptive 1-predator 2-prey system possesses different adaptation ca-
pabilities depending on the structural level S. In particular we notice that the system Sy[B] is weak
adaptable, since in each adaptation phase there always exists an adaptation path leading to a target S-
state. Nevertheless, it is not strong adaptable because there are adaptation paths that violate the invariant
and consequently cannot end adapting. On the other hand, S[B] is strong adaptable, because every
adaptation path leads to a target S-state.

4.1 A logical characterization for adaptability

In this part we formulate the above introduced adaptability requirements in terms of temporal formulae
that can be statically checked on the flat S[B]-system. To this purpose we describe such properties in the
well known CTL (Computational Tree Logic) [8], a branching-time logic whose semantics is defined in
term of states. The set of well-formed CTL formulas are given by the following grammar:

¢ =false [true [ p | =@ [9AQ |9V [AX¢ |EXQ | AF9 | EF¢ [ AGY | EGY | AlpUg] | E[9Ug],

where p is an atomic proposition, logical operators are the usual ones (—, A, V) and temporal operators
(X next, G globally, F finally, U until) are preceded by the universal path quantifier A or the existential
path quantifier E. Starting from a state s, CTL operators are interpreted as follows. AX¢: for all paths,
¢ holds in the next state; EX¢@: there exists a path s.t. ¢ holds in the next state; AF¢: for all paths, ¢
eventually holds; EF¢: there exists a path s.t. ¢ eventually holds; AG¢: for all paths, ¢ always holds;
EG¢: there exists a path s.t. ¢ always holds; A[¢;U¢s]: for all paths, ¢; holds until ¢ holds; and
E[¢,Ug,]: there exists a path s.t. ¢; holds until ¢, holds).

In the following we provide the CTL formulas characterizing a weak adaptable and a strong adaptable
S[B]-system. Formulas are evaluated over the flat semantics and we employ the proposition adapt to
denote an adapting state. More formally, given a flat S[B]-system F and a state s = (gs, s, Ps), (F,s) E=
adapt if and only if p; # 0. Additionally, the connective ¢; = ¢, has the usual meaning: —¢; \V ¢».

o Weak adaptability: for all paths, it always holds that as soon as adaptation starts, there exists at
least one path for which the system eventually ends the adaptation phase leading to a target S-state.

AG((—adapt NEX adapt) = EF —adapt) (4.1)
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e Strong adaptability: for all paths, it always holds that whenever the system is in an adapting state,
for all paths it eventually ends the adaptation phase leading to a target S-state.

AG(adapt = AF —adapt) (4.2)

Proposition 1 (Equivalent formulations of weak adaptability) Let S[B] be an S[B]-system. Then, S|B]
is weak adaptable if and only if S|B] satisfies the weak adaptability CTL formula (equation 4.1). Formally,
qo s ro <= (F, fo) = AG((—adapt NEX adapt) = EF —adapt), where F is the flat semantics of
S[B], qo, ro and fy are the initial states of the behavioural level B, of the structural level S and of the
flattened system F, respectively.

Proposition 2 (Equivalent formulations of strong adaptability) Let S[B] be an S[B|-system. Then,
S|[B] is strong adaptable if and only if S|B] satisfies the strong adaptability CTL formula (equation 4.2).
Formally, qo %, ro <= (F, fo) = AG(adapt —> AF —adapt), where F is the flat semantics of S[B,
qo, ro and fo are the initial states of the behavioural level B, of the structural level S and of the flattened
system F, respectively.

Note that since we assume that the behavioural and the structural state machines are finite state, then
the CTL adaptability properties can be model checked. This means that the defined notions of weak and
strong adaptability are decidable.

5 Discussion and conclusion

In this work we presented S[B]-systems, a general multi-level model for self-adaptive systems, where
the lower B-level is a state machine describing the behaviour of the system and the upper S-level is
a second-order state machine accounting for the dynamical constraints with which the system has to
comply. Higher-order S-states identify stable regions that the B-level may reach by performing adaptation
paths. An intriguing (but here simplified) case study from ecology has been provided to demonstrate
the capabilities of S[B]-systems: the adaptive 1-predator 2-prey system. The semantics of the multi-
level system is given by a flattened transition system and two different concepts of adaptability (namely,
weak and strong adaptability) have been formalized, both in a relational flavour and with CTL formulas
that can be model checked. We report that this work gives a formal computational characterization of
self-adaptive systems, based on concepts like multiple levels and higher-order structures that are well-
established in the science of complex systems.

Note also that in this work we defined in details just two levels, namely the S-level and the B-level.
However, our approach can be easily extended in order to consider multiple levels arising from the
composition of multiple S[B]-systems. Let {S"[B"]; | i € I} be a set of S[B]-systems at a certain level n.
Their parallel composition would be defined as ||;c; S*[B"];. Then, if we let B"! = ||;c; S*[B"]; be the
behavioural state machine at level n+ 1, an higher-level S[B]-system S"*![B"*!] can be built by defining
a structure S"*! at level n + 1, together with a set of observable variables X"*! and with an observation
function 0" +1,

The present work is just an initial attempt and several extensions can be integrated into the model
in the next future. First, the definition of a higher-level algebraic language for specifying S[B]-systems
would be useful in order to handle more complex and larger models of adaptive systems. Additionally,
we are currently investigating further adaptability relations and different models for the structural level,
where adaptation can occur not only when no possible future behaviours satisfy the current constraints,
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but also when stability conditions are met. Then, another possible research direction would be embed-
ding quantitative aspects into the two levels of an S[B]-system. In this way, an S-transition would have
associated a measure of its cost/propensity, for distinguishing the adaptation paths more likely to occur
(e.g. in the 1-predator 2-prey example, the predator adapting its diet), to those less probable (e.g. the
predator migrating even under prey availability conditions).

Finally we assume that the reciprocal knowledge between the two levels is limited: they see each
other as black-box systems. However, this approach could be extended in order that the structure S has
a more comprehensive knowledge of the behaviour B. Under the white-box assumption, the structure
could act as a sort of monitor that is able to statically check the behavioural model for properties of
safe adaptation. In this way, the system will know in advance if an adaptation path eventually leads to
a target S-state and if not, it will avoid that path. In other words, runtime model checking techniques
allows the system to behave in an anticipatory way. Anticipation is a crucial property in complex self-
adaptive systems, since it makes possible to adjust present behaviour in order to address future faults. A
well-know definition is given by Rosen [20]: “An anticipatory system is a system containing a predictive
model of itself and/or its environment, which allows it to change state at an instant in accord with the
model’s predictions pertaining to a later instant”. In the settings of S[B]-systems, the predictive model
of the system could be the behavioural level itself, or a part of it if we assume that S does not have a
complete knowledge of B and is able to “look ahead” only at a limited number of future steps. The
verdict of runtime model checking would be what Rosen refers to as model’s predictions.
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